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Abstract

This study investigates the role of privacy and data protection in the implementation of
e-government in developing countries. It examines the privacy and data protection

issues which arise when e-government is introduced in Ghana.

E-government is a way that governments liaise with their various departments and
agencies through the use of information and communication technologies (ICTs).
Through e-government, governments are able to provide better, effective and efficient
services to their citizens. This new form of governments’ delivering services
electronically to their citizens, businesses and various departments potentially offers
benefits (for example, economic development, low costs and improved services) to
society. However the implementation of e-government carries potential risks to users.

The potential for online identity theft and fraud raises privacy concerns.

From a theoretical foundation, fieldwork in Ghana, through interviews and focus
groups, is used to investigate the issue of privacy and data protection in e-government
implementation in an empirical setting. Interviewees included senior civil servants,
political leaders, members of the Select Committee on Communication, academics,
university students as well as stakeholders from private and public organisations. The
research borrowed from the Straussian grounded theory approach as a technique to

analyse the fieldwork data.

The results of the study indicate that privacy and data protection does not currently play
a significant role in e-government implementation in a developing country such as
Ghana. Other factors such as access to information and communication technologies
(Internet accessibility) and e-skills were found to be challenges which significantly

impact individuals’ use of e-government.

The study found that there is a low privacy concern among Ghanaian citizens. This was
found to be significantly related to a lack of awareness of privacy issues; and also the

national cultural dimensions of Ghanaian society.
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The study concludes by emphasising the importance of government investing in ICT
infrastructure and public education to raise awareness of e-government services, as well
as privacy and data protection issues.

Implications for research and policy makers are discussed. The study suggests future
research to investigate the further impact of privacy awareness on individuals’ adoption
of e-government in a collectivist society such as Ghana.
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1 Chapter One: Research Introduction

1.1 Introduction

This study investigates the role of privacy and data protection in e-government
implementation in Ghana. It explores issues that arise when e-government is introduced
in developing countries® in Sub-Saharan Africa® (see table 1.1), with particular focus on
Ghana.

Angola Cote de'ivoire | Libena Senegal
Benin DHiout | Madagascar Siema Leone
Botswana Eritrea | Malawi Soemalia
Burkina Faso Efhiopia : Mali South Afnica
Burund Gabon | Maurtania Swaziland
Camercon Gambila | Maurius Tanzania
Cenfral African Repubic Ghana | Mozambigue Togo

Chad Guinea I Wamibia Liganda
Comoros Guinea Bissau | Niger Zambia
Congo Kenya | Nigeria Zimoatwe
Congo DR Lesotho | Rwanda

Table 1.1: Sub-Saharan African Countries
Source: Cagle et al. (2006)

The research focuses on Ghanaian citizens’ access and use of e-government services in
the light of any perceived privacy risk. It looks at how privacy and data protection
affects e-government implementation in a developing country like Ghana. However the
findings may be generalisable to those other Sub-Saharan African countries which have

sufficiently political and socio-cultural characteristics, for instance Nigeria.

! For the purposes of this study a developing country is a country in which the majority lives on far less
money - with far fewer basic public services - than the population in highly industrialized countries. It
may be one where the populace lacks education; where there is a large knowledge gap and technological
innovation is scarce; where health and education systems are poor and/or lacking; and where
transportation, potable water, power and communications infrastructure is also scarce. (Source: The
World Bank, 2014).

2 Sub-Saharan Africa expands the entire African continent south of the Sahara Desert. This portion of the
continent differs from the North African nations in terms of culture, climate, and basic ways of life and,
most importantly, its level of technological advancement (Cagle et al, 2006). Its nations are the targets of
this study.
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It must be noted that this study does not seek to compare the role of PDP in e-
government implementation in developed and developing countries. However, there
may be a degree of subtle comparison between Ghana (the case study and a developing
country) and UK (a developed country) in the course of the investigation. The UK was
chosen among all the other developed countries due to their shared core values and

principles with Ghana (Commonwealth Network, 2014).

By virtue of Britain (and for that matter UK) having colonised Ghana, both countries
have a shared past. Henry Bellingham, the UK's Minister for Africa in a speech says
that the strong and vibrant relationship between the UK and Ghana is “rooted in our
long-standing economic, political and cultural connections, our shared values, and the
deep links between our peoples” (GOV.UK, 2011). This relationship has been used to
strengthen each other’s development (with of course Ghana currently being more on the
receiving end). Britain has influenced Ghana in so many ways, especially education and
judiciary. For instance, common law is a legacy from Britain to Ghana. The recent
Ghana Data Protection Act (DPA) 2012 was enacted along the lines of UK DPA 1998.
The above therefore justifies the selection of UK as a developed country to compare

with Ghana in the investigation of the study phenomena.

There have been quite a number of academic studies on e-government implementation
in recent years, see examples in table 1.2 below. Most of these studies have been

undertaken in developed countries® with a few taking place in developing countries.

Privacy and data protection (PDP) has also attracted research interest from the academic
world. However there are only a few researchers, for example, Carter and McBride
(2010) and Belanger and Hiller (2006), who focus on the combination of these two
important areas in one study at the same time. Studies which focus on privacy and data
protection in e-government in developing countries, and for that matter sub-Saharan

African country such as Ghana are rare. This research seeks to fill that knowledge gap.

% A developed country is “[a] country whose per capita income is high by world standards;” and a
developing country is “[a] country whose per capita income is low by world standards; same as less
developed country. As usually used, it does not necessarily connote that the country's income is
rising.”(Source: Deardorff's Glossary of International Economics). Examples of developed countries are
the UK and US.
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Study title

Source

Implementation of e-government at the local level in underdeveloped
countries. The case study of AP Vojvodina.

Paroski et al. (2013)

Critical success factors for e-government infrastructure
implementation.

Janssen and Borman
(2013)

Assessment of success factors of e-government project
implementation: challenges for the Kosovo e-government perspective.

Rexhepi et al. (2012)

E-government implementation strategies in developed and transition Weerakkody et al.
economies: A comparative study. (2012)
Evaluation of e-government implementation at federal, state and local | Bakar (2011)

government levels in Malaysia

Strategies for e-government implementation in developing countries:
A case study of the Botswana government.

Moatshe and
Mahmood (2011)

Emerging barriers in e-government implementation.

Angelopoulos et al.
(2010)

Digital government implementation: a comparative study in USA and

Pardo (2010)

Russia.

Table 1.2: Some academic studies on e-government implementation

Through a literature search it was found that a “critical obstacle in realizing e-
government is the citizens’ concern on privacy of their life and confidentiality of the
personal data they are providing as part of obtaining government services” (Layne and
Lee, 2001). Ebrahim and Irani (2005) highlight privacy as a barrier frequently cited in e-
government strategy studies. This brings to the fore the important role of PDP in e-
government implementation. It is therefore imperative to examine the privacy and data

protection issues which arise when e-government is implemented in Ghana.

Research is sparse with regards to the role of privacy and data protection in e-
government implementation in developing countries in sub-Saharan Africa, such as
Ghana. To fill this gap, the study employed a case study methodology to investigate the

role of PDP in e-government implementation in Ghana.

From fieldwork in Ghana, qualitative data was collected through semi-structured
interviews and focus groups with the stakeholders from government departments and
agencies (notably, the Ministry of Communications and the National Information
Technology Agency (NITA) - the main government body in-charge of the e-government
implementation), parliament, universities, private and public organisation and the
general public. Guided by set criteria (see section 6.3), purposive sampling was used to
select the interview participants. In total, 53 participants were interviewed (the

composition is displayed in tables 6.2 and 7.2). Each individual one-to-one interview
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lasted in about one hour. Each focus group (six in a group) was also conducted within

an average time of 3 hours.

Grounded theory approach (Straussian version) was borrowed to support the analysis of
the fieldwork transcribed data. Documentation, for instance the draft copy of the Ghana
Data Protection Bill 2010, and media reports, which the participants made available

during the fieldwork, were also used in the analysis.
1.2 Research rationale

Ghana is a significant choice for this investigation for various reasons. It has in recent
years initiated plans to implement privacy and data protection legislation as well as an
electronic government (e-government) project. The Data Protection Act 2012 has been
passed and the e-government implementation is at a “cataloguing stage” (Layne and
Lee, 2001) where there is online presence of the government. Currently the government
makes information available to the citizens on its website (www.ghana.gov.gh). The
portal displays information about government day-to-day activities and its policies. It
also displays links to its various ministries, departments and agencies. However, the

citizens’ ability to interact with government online is much more limited.

The e-government project is on-going and with time citizens will be able to apply for
services such as driving licences, passports and employment online. However these
online transactions with governments, as found out in previous research (Carter and
McBride, 2010; Belanger and Hiller, 2006; Ebrahim and Irani, 2005; Layne and Lee,
2001) carry potential risks to the citizens. The potential for identity theft and fraud
raises privacy concerns. Table 1.3 below highlights identity theft cases involving
Ghanaians. Consumer Advocacy Centre, Ghana (CAC) has also expressed concern
where “people used the SIM* card registration as an opportunity to retrieve consumers’

personal information to engage in criminal activities, which leads most of the

* The Ghana government through its agency, National Communications Authority, directed all telecom
operators in the country to register subscribers” SIM cards starting from July 1, 2010. Mobile phone
subscribers had to provide their personal details backed by an official national identity document to the
service provider before they could make calls with a new SIM. Existing subscribers had up to a year get
their SIM cards registered (Ghanaweb, 2010).
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consumers into trouble” (GraphicOnline, 2014). This is a case of some Ghanaian

criminals victimising other Ghanaians by perpetrating identity theft against them.

Source
Headlines
Ghana West Africa Still A Hot Zone For Scams, | Birch (2012)
Say Investigators
Man Claiming To Be From Ghana Arrested For Augenstein (2013)
Identity Theft at Linden Walmart, Police Say
Ghanaian Couple Who Stole Dead Woman's Identity | WalesOnline (2013)
to Claim False Benefits Are Jailed
Catherine Kyie [A Ghanaian] Jailed over Woman’s BBC NEWS SOUTH
Identity Theft EAST (2013)

Fake [Ghanaian] doctor with stolen ID saw 500 Nikolas (2012)
patients in South Carolina
Peel Police Arrest Six in Identity Theft Operation | Wilkes (2011)
Allegedly Linked To Ghana
2 from Ghana Arrested in Bolingbrook on Fraud | ABC EYEWITNESS
Charges NEWS (2014)

Table 1.3 Examples of identity theft cases involving Ghanaians

The Guardian (2013) newspaper report on “Snowden® leaks” also brings to the fore how
even governments violate their citizens’ personal privacy online. In spite of the
examples of the potential risks aforementioned, no evidence was found of Government

conducting an analysis to assess these risks.

It is in the light of this that the study seeks to investigate the role of privacy and data
protection in the e-government implementation, especially in a country, which “has
recently come to be recognized as a major hub for cyber-criminal activity” (Warner,
2011). Ghana has been cited as among the top ten countries in the world involved in
cyber fraud (Internet Crime Complaint Center, 2010), popularly called Sakawa® in
Ghanaian parlance (Boateng et al., 2011; Warner, 2011). What is unique and worth
mentioning here about this Sakawa menace is perpetrators indulge in occult ritual
practices to enhance their quest to defraud their online victims (Oduro-Frimpong, 2012).

Sakawa involves “manipulating evil occult powers to perform successful internet fraud.

In order to gain occult powers ‘Sakawa boys’ are said to perform socially grotesque

> Edward Snowden, an American citizen and a computer professional, revealed a number of mass-
surveillance programs undertaking by the US government’s National Security Agency (NSA), not only on
American citizens but foreign nationals as well (The Guardian, 2013)

® Sakawa is a local parlance for ‘computer-assisted crime’ (Wall, 2010, p. 99) in Ghana.
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rituals ranging from sleeping in coffins to cannibalism. These rituals endow Sakawa
boys with the power to spiritually enter the internet; possessing the mind of the foreign
fraud victim to extract quick and easy money” (Armstrong, 2011).

Even though Warner (2011) states that, foreigners are the victims of Sakawa, however it
must be pointed out that Ghanaians are victims as well. As reported by Armstrong
(2011) in a study, the “expense [of the Sakawa] is not just paid by close kin and the
local community; misfortune is inflicted on the entire nation”. There is loss of life —
human life is sacrificed for the ritual. This involves the sacrifice of a perpetrator’s close
family member, such as, mother, brother, sister or child, “who would die suddenly and

inexplicably before the gains from the scam were realised” (Burrell, 2012, p.190).

Armstrong (2011) points out that “a wide range of Ghanaians condemn Sakawa as “not
Ghanaian” behaviour which raises fears for Ghana’s national identity and international
reputation.” However the activities have been gaining roots in the Ghanaian society
such that certain Internet Cafes have come to “function as a de facto private clubs where
customers who were not known to operators [Internet Café management] or regular

users of the café were unwelcome” (Burrell, 2012, p.187).

Interestingly, the Sakawa has been ongoing and the perpetrators are not arrested for a
reason that the Police “lack the technical knowledge needed to tackle the problem”
(Boateng et al., 2011).

The widespread of this Internet scam and the law enforcement agencies inability to
bring to justice “pose a barrier to prospective new users and to some of the broader
users of the Internet café if these spaces came to be dominated physically or in the
public imagination by scamming practices” (Burrell, 2012, p.187).

Guermazi and Satola (2005, p.42) write that “as a result of the FBI report [on cyber
fraud activities in the country], Internet shopping was banned for Ghana, credit card
holders in Ghana can no longer use their cards to buy online”. The FBI report is not
unexpected since some Ghanaians have been in the news recently for identity theft cases
as highlighted in table 1.3.
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This raises privacy concerns for potential users who will provide personal data in
exchange for the e-government services. According to Layne and Lee (2001), this is a
critical obstacle in realizing e-government. Also, the country’s Corruption Perceptions
Index score of 45 indicates a serious corruption problem (Transparency International,
2012), therefore giving credence for such a study to be undertaken to explore privacy

and data protection issues in Ghana’s e-government implementation project.

1.3 Ghana profile

Table 1.4 presents the profile of the country with key emphasis on information and
communication technology (the main enabler of e-government) figures. Ghana is a
coastal country in West Africa. It shares borders with three French-speaking countries
namely: Togo (to the east), Ivory Coast (to the west) and Burkina Faso (to the north) -

see figure 1.1.

Location Western Africa
Political structure Constitutional democracy
Population 25,199,609 (2013 est.)
Adult literacy 71.5%
E-government readiness 0.3159

Internet users (per 100 people) 141

Fixed broadband Internet subscribers (per 100 people) 0.25

Internet 6.56 Mbps (March 2014 est.)
Mobile cellular telephone subscribers 26.33 million’ (ITU 2013 est.)

Table 1.4: Ghana profile
Source: CIA-The World Factbook (2013); ITU (2013); UN (2012) and the World Bank (2012); Internet

World Stats (2014)

” The number of mobile phone subscriptions exceeds the national population. This suggests that some
individuals subscribe to more than one mobile network. A survey conducted by Research ICT Africa
confirms that most mobile phone owners have, or have had multiple SIM cards (Gillwald and Stork,
2008). The non-availability of Mobile Number Portability (MNP) in Ghana until July 2011 (NCA, 2011)
may be a contributing factor. MNP is a process that allows a mobile network subscriber to switch mobile
networks without the need to change their mobile number.

Until the number portability was introduced in Ghana, it was not possible for Ghanaian mobile
subscribers to switch networks while retaining their entire original mobile phone number. Therefore,
mobile phone subscribers, in order to not lose their contacts, used their old subscription (SIM) alongside
the new one, thus resulting in multiple SIMS hence the mobile phone subscriptions exceeding the total
national population.
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It gained independence from the British on 6™ March 1957. The country is currently

governed by a presidential system of government which has some similarities to that of

United States (US). There are three branches of government:

e The Executive branch: This is headed by a President who is both the head of

state and head of government and also the Commander-in-Chief of the armed

forces. There is also a Vice President (who is also part of the Executive), ready

to assume the presidency in the absence of the president. The position of the

president is limited to two four-year terms;

e The Legislative branch consists of a single House of Parliament with 230

members from different political parties; and

e The Judiciary branch, which is overseen by the Supreme Court, has an appointed

Chief Justice as its head.

Where the Executive and Legislative branches are elected by the people, members of

the Judicial Branch (especially Supreme Court members) are appointed by the President

and confirmed by Parliament (Government of Ghana, 2013). The 1992 constitution of

Ghana encourages multiparty democracy which “has led to political culture embracing

free debate” (Bowen, 2010) in Parliament.
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The total land area of Ghana is 238,538 square kilometres (92,100 square miles); the
southern coast line being 554 kilometres (334 miles) wide and the distance from the
south to the north being 840 kilometres (522 miles). It has a population of about 25
million. English is the official language and there are about fifty-six other Ghanaian
dialects. The major ones are: Akan, Dangbe, Ewe, Kasem, Gonja, Dagare, Gas, Dagbani
and Nzema (CIA World Factbook, 2013; Ghana Government, 2013). “A decentralised
central government administration has been fostered at local government level where
there are 10 Regional Co-ordinating Councils, 170 Metropolitan, Municipal and District
Assemblies which serve to involve grassroots participation in the formulation and
implementation of government policies and the general development of their areas of
jurisdiction” (Ghana Investors Galore, 2011).

With only 14.1% of the total population having access to the internet as shown in table
1.4, Ghana is placed tenth, out of 33 African countries and 117th out of 152 countries
on global ranking on the International Telecommunications Union (ITU)’s 2012 ICT
Development Index (IDI) (International Telecommunication Union, 2012; Bowen,
2010). Access to broadband Internet connectivity in Ghana, as in many Sub-Sahara
Africa countries, is very low. According to Internet World Stats (2014), the average
internet download speed in Ghana is 5.6Mbps. Fosu (2011) in a study to exploring the
potential of wireless technologies to accelerate universal Internet access in Ghana,
attributes the low Internet speed to high access costs. The country’s IDI of 2.23, low
Internet access figure and low Internet speed pose a challenge to its e-government

implementation.

1.4 Research background

The study identifies work that has been done on the research topic and the gap that
exists. It bridges the gap by answering the research questions in section 1.7. There is
evidence to show that Ghana has “low Internet user penetration” (International
Telecommunication Union, 2012; IGF, 2011; Bowen, 2010) and also only 6 percent of
the population visit the government portal to access information (see figure 1.2), yet the
country is keen on implementing e-government. Bélanger and Carter (2009) point out
that “the uneven distribution of computer access and skills biases the governments'

ability to make their online services equally accessible and beneficial”. In spite of these
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challenges, the Ghana government is still keen on implementing the e-government
project. There is already a government website with links to departments and agencies
(Government of Ghana, 2013) for citizens and businesses to access information about
government policies. Government departments can communicate with each other
through emails and officials are using a .gov.gh domain name as their email addresses
(Government of Ghana, 2013). These are all indications of e-government presence in

the country.

It is essential to understand that the idea behind the implementation of e-government in
countries across the world is to make electronic delivery of government services to the
citizens, businesses and other government departments or agencies. Basically, e-
government is about the way governments electronically interact with their citizens,
businesses and various departments and agencies. It covers how services offered by

governments are conducted on-line.

Ghana: Internet Activities
% of Internet Users

M Seversltimes & day MAboutonce a day M Atleast once s week W Atleast oncea month M Lessoften 0 Mever

Send/Receive Emails 25% 195 195 103
Find Out the Latest News 245 125 21% 16%
Do Research Online 21% 155 245 193
Watch,/Download Videos 12% 18% 38%
Play Games 5% 20% 48%
Visit Sacisl Metworking Sites 8% 15% 503
GetInfo. From Gov't Websites 22% 483

Listen to the Radio 70%
Conduct Financial Transactions

Purchase Goods/Services 553

capes National Survey of Ghana, July 2005, N=2051 adults (15+

Figure 1.2: Percentage of Internet users in Ghana
Source - Bowen (2010)

Currently, in Ghana, if an individual wants to apply for a passport or driving licence
he/she has to go to the appropriate department or agency in person. In an attempt to
eliminate this manual way of transacting business with the public and also to cut down

the paperwork, the Government of Ghana has initiated an e-government implementation

10
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project. The government’s objective for this project is to improve public sector
performance by eliminating the delays in offering services to citizens, businesses,
departments and their subsidiary agencies (Republic of Ghana, 2003). In fact the Ghana
ICT for Accelerated Development (ICT4AD) policy document highlights strategies for
the implementation of e-government as well as privacy and data protection. One of its
strategies is to “ensure that the development, deployment and exploitation of ICTs
within the economy and society and related legal and regulatory provisions will balance
and protect community and individual interests, including privacy and data protection
issues” (Republic of Ghana, 2003). Following the hosting of government website, the
government has initiated an e-Ghana project, which seeks to “computerise the entire
Government system, by extending network connectivity of the national ICT backbone
infrastructure to all Districts and providing a National Data Centre to manage its
operations remotely from a central point” (Government of Ghana, 2013). This will
make government abandon its reliance on paper-based, face-to-face services, and strives
to conduct majority of its business electronically.

According to Chaffey (2009, p.28) it is “the application of e-commerce technologies to
government and public services for citizens and businesses”. It involves “using the
Internet as a means to deliver services and information...[which] allows users to register
for government services” (Dempsey et al, 2003) and in so doing personal data is
collected. As mentioned in section 1.1, this however raises privacy concerns.

Privacy in the context of this study can be defined as “an individual’s claim to control
the terms under which personal [data] is acquired, disclosed, and used” (Hiller and
Belanger, 2001). Dempsey et al. (2003) point out that “privacy cannot be an
afterthought in the design of information systems” and for that matter e-government
implementation. Fairweather and Rogerson (2006, p.173) add that “e-government
should also offer a good level of data protection and security”. It can thus be deduced
from the aforesaid that the role of privacy cannot be overlooked in the implementation
of e-government. Governments therefore may need to create and enforce the privacy

and data protection legislation to protect the online personal information of users.

E-government is in part a way that Governments liaise with their various departments

through the use of ICT. Furthermore, through e-government governments may be able

11
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to provide better, effective and efficient services to their citizens (Wescott, 2003).
Jaeger (2003) identifies low costs, improved services and economic development as
among the benefits of e-government implementation. However, the implementation
carries potential risks to users. The potential for online identity theft and fraud raises

privacy concerns.

Anderson (2003, p.11) points out that “countries seeking to promote e-government must
protect the privacy of the information they collect”. Article 12 of the Universal
Declaration of Human Rights states that “no one shall be subjected to arbitrary
interference with his privacy, family, home or correspondence, nor to attacks upon his
honour and reputation. Everyone has the right to the protection of the law against such
interference or attacks”. Dix (2005) in a letter to the United Nations (UN) Chairman of
the Working Group on Internet Governance stated that “Data Protection and privacy are
human rights in a global information society and should be taken into account in any
new setup for Internet governance”. news.bbc.co.uk (2009) quotes the then EU
Telecoms Commissioner Viviane Reding as also saying that “People's privacy and the
integrity of their personal data in the digital world is not only an important matter, it is a
fundamental right”. The aforementioned therefore depicts privacy and data protection

an important issue in e-governments implementation.

Having ascertained the importance of privacy and data protection in e-government
implementation in the western countries through literature review, this research
therefore seeks to investigate its role when e-government is implemented in Ghana. It
specifically explores privacy and data protection and other related issues that arise when

e-government is introduced in Ghana.
1.5 Research topic

In view of the above, the following research topic is proposed:

Empirical investigation of the role of privacy and data protection in the

implementation of electronic government in Ghana.
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As already mentioned in section 1.2 privacy and data protection has been studied
extensively in developed countries, however fewer studies have been undertaken in

developing countries such as Ghana.

Ghana, as a collectivist society® (Hofstede et al., 2010; Hofstede, 2014) tends to have a
low privacy concern. At the same time its ranking as among top ten countries in the
world involved in identity theft, with its associated Sakawa menace (as already
mentioned in section 1.2) makes the country a particularly interesting case study for
research. It is therefore essential to explore the extent to which privacy and data

protection issues affect e-government implementation.

1.6 Research aims and objectives

The research aims to evaluate e-government, privacy and data protection issues in
Ghana. As mentioned earlier in section 1.2, Ghana has been reported to be among the
ten top countries in the world involved in cyber crime. There have also been news
media reported cases of identity theft involving Ghanaians (see table 1.3, above); and
corruption and lack of transparency remains a serious challenge across the country.
These indicators make the country a prime case to investigate the role of privacy and

data protection in the on-going e-government implementation.

The research aims will be achieved by reviewing the literature and also findings from
analysis of data collected from stakeholders through face-to-face interviews and focus

groups.
The research particularly sought to achieve the following objectives:

e To explore the role of privacy and data protection in e-government
implementation;

e To identify factors which affect e-government implementation;

e To investigate empirically these factors and the relationship between them;

and

® Collectivist society is explained in detail in section 2.12.
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e To recommend to the Ghanaian government measures that can be taken to

support the implementation of e-government.
1.7 Research questions

Since issues concerning privacy and data protection are broad, the study focuses on the
importance of privacy and data protection in the implementation of e-government in
Ghana. It seeks to achieve the aims and objectives of the research by answering the

following questions:

e To what extent is privacy and data protection crucial to e-government?
e What current issues or challenges, regarding Ghana’s e-government

implementation, do stakeholders consider particularly significant issues?

The research questions will be answered by analysing the views of stakeholders (that is,
government officials, members of parliament, top civil servants, Information Systems
(IS) staff and users) collected during fieldwork in Ghana. Having considered the various
research methods (see Chapter 4) a qualitative approach was chosen to collect the

fieldwork data.

A qualitative approach is *“a subjective approach which includes examining and
reflecting on perceptions in order to gain understanding of social and human activities”
(Hussey and Hussey, 1997, p.20). This approach, in the context of this study, allowed

the researcher to answer the research questions outlined above.

Interview and focus groups were the methods used in collecting data for the analysis.
These methods were chosen because of the direct access, one-to-one interaction with the
stakeholders. For example, members of the Select Committee of Communications in
Ghana Parliament and some other government officials agreed to face-to-face
interviews. This direct access to the policy makers and government officials involved
with the e-government implementation was a unique opportunity to solicit responses
which were first-hand “privileged information”. It facilitated an in-depth understanding
of the Ghana e-government implementation process and privacy and data protection

issues within it. Responses from participants were recorded and transcribed. Apart from

14
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the laborious task of transcribing there was also a large amount of data to analyse and

interpret.

1.8 Thesis structure

This section presents a brief outline of each chapter of the thesis report:
Chapter 2: Literature review

The chapter reviews the literature stemming from the work that has already been done
on the research topic and identifies the gap that exists. It focuses on the concept of e-
government, privacy and data protection. It then takes a look at the privacy and data

protection issues that arise when e-government is implemented by governments.
Chapter 3: Theoretical framework

Employing Hofstede’s dimensions of national cultural model this chapter lays out the
theoretical framework that examines the impact of national culture on privacy concerns

of citizens in the implementation of e-government.
Chapter 4: Research methodology

This chapter gives details of the methodology employed in carrying out the research.
The, philosophy, strategy, methods and design used in answering the research questions
are presented. The chapter discusses the philosophical assumptions in information
systems research, approaches and various qualitative research methods and the rationale
for the choice of strategies. All these are explained taking into consideration the
research questions outlined in section 1.6. It also describes the technique used in
collecting the fieldwork data and gives reasons why interviews and focus groups were

chosen over and above other available research techniques.
Chapter 5: Pilot study

The chapter discusses the pilot study that took place with a sample frame of staff from
the Ghana High Commission in London, UK, before the main fieldwork was undertaken
in Ghana. It highlights the reasons for conducting the pilot study; and its contribution to

the adapted research methods and the overall research.
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Chapter 6: Fieldwork report

The chapter presents the report of the fieldwork and a subsequent follow-up that took
place in Ghana. It describes the purposive sampling method that was used to select the
research participants. The interviews and the focus group processes, and the ethical

considerations of the research are also highlighted in this chapter.
Chapter 7: Data analysis procedure

The strategy used in analysing the data is explained in this chapter. It discusses how the
data analysis technique, borrowed the Straussian version of Grounded Theory, was

employed to create the codes, categories and their associated concepts.
Chapter 8: Data analysis and findings

How the data was interpreted to arrive at the study findings is presented in this chapter.
The research findings and model are discussed and the relationships among the emerged
categories, concepts and attributes are presented.

Chapter 9: Research recommendations and conclusion

The research implications, contributions and limitations are presented in this chapter. A
suggestion on areas for further research is highlighted. The chapter also highlights

recommendations for policy makers and the Ghanaian Government.

1.9 Conclusion

The study seeks to examine the privacy and data protection issues which arise when e-
government is introduced in developing countries such as Ghana. The study justifies
why Ghana is chosen for the research investigation. It employs a qualitative approach,
interviews and focus groups, to gain an in-depth understanding of the role of privacy

and data protection in e-government implementation.

By hosting a website for information to be accessed by citizens and businesses, and
departments communicating with other through emails, the Ghana government is
already delivering information and services electronically to the citizens, businesses and

its departments. This means there is already an initiation of an e-government project in
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the country. The literature search (further discussed in Chapter 2) has shown that
privacy and data protection is very important in the implementation of e-government. It
is related to some human rights and should therefore enjoy strong protection by
governments (McRobb and Stahl, 2007).

Ghana is an ideal case for investigating the research phenomena, considering its unique
position as being among the top ten countries in the world involved with cyber fraud;
news media reported cases of identity theft among Ghanaians; and rampant corruption
among government officials. It will be interesting to find out how privacy and data

protection will affect the e-government implementation.

The next chapter which is the literature review discusses the work that has been done on

the research topic and the gap that exists.
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2 Chapter Two: Literature Review

2.1 Introduction

This chapter presents a critical review of research reported in the literature that has been
undertaken on e-government, privacy and data protection in the context of the research
questions as stated in Chapter 1. It will be useful (considering the research topic) to
highlight the impacts the implementation of e-government will have on the personal

data privacy of the individuals.

Governments all over the world are implementing e-government (Grundén, 2012), they
are enacting privacy and data protection laws to protect information collected about
their citizens (Belanger and Hiller, 2006). Even though the Government of Ghana has
not systematically implemented e-government (Government of Ghana, 2013), one can
see aspects of these being practiced in the day to day activities of the people of Ghana.
As mentioned in section 1.4 there is a government website presence (Government of
Ghana, 2013), however, for now it is for information access only by citizens and
businesses. The portal lacks online transaction capacity where for instance citizens can
apply for a passport or driving licence (Government of Ghana, 2013); and businesses

cannot file tax returns online or download application forms.

Government departments communicate with each other through the use of email.
However one can still see major transactions, like renewing driver’s license and filling
tax forms being done manually. The move by the Government of Ghana to implement
e-government may have serious implications on the privacy and data protection of the
citizens. “Citizens may be sceptical and mistrust e-government initiatives, believing that
these initiatives result in invasion of citizen privacy by government” (Belanger and
Hiller, 2006). This is due to the fact that e-government involves using ICT to provide
services to the people; and in so doing governments will have to collect and use a wide
range of personal information about their citizens. This poses “a wide range of privacy

concerns” (Anderson, 2003, p.1).
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This research examines and evaluates privacy and data protection issues in in e-
government implementation in a developing country, such as Ghana. Since the literature

on e-government and privacy and data protection are broad, the review will focus on:

e the steps towards a successful implementation of e-government in Ghana;

e the similarities and differences between e-government implementation in
industrialised countries and in less industrialised countries with low ICT
penetration;

e the stages of e-government model;

e the main obstacles (i.e. Government commitment, trust, corruption, digital
divide, organisational, technological infrastructure, human resources/IT experts,
public education etc.) that impede the successful implementation of e-
government;

e the extent to which privacy and data protection is crucial to successful
implementation of e-government;

¢ the role of stakeholders in the implementation of e-government, privacy and data
protection;

e how e-government is implemented in countries without a history of data
protection legislation;

e Dbreaches of privacy and data protection.

The review of literature shows that even though there have been many studies in e-
government as well as privacy and data protection. However, studies which have been
done on these two areas in one research and which focus on a developing country like
Ghana are rare. This chapter thus reviews the above points and link them to the research

topic.
2.2 E-government

Chaffey (2009, p.189) defines e-government as “the use of internet technologies to
provide government services to citizens”. Also, through e-government, governments are
able to use ICT to provide better, cost-effective, convenient and efficient services,
which allow greater public access to information, and make government more

accountable to citizens (Wescott, 2003).
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According to Heeks (2001), the implementation of e-government enables governments

to efficiently and effectively produce:

e the same outputs at lower total cost;
e more outputs at the same total cost; and

e same outputs at the same total cost in less time.

This can be interpreted as a cost saving for the government which is a benefit of e-

government implementation.

2.3 Concepts of e-government

The concept behind e-government is to (if possible) move away from the manual way of
providing services thus making transactions between governments and citizens,
businesses and government organisations more paperless. However, with Ghana’s low
Internet penetration (CIA-The World Factbook, 2013; Bowen, 2010), low literacy rate
(CIA-The World Factbook, 2013) and lack of basic e-skills (Frempong, 2011; James,
2011), the government attempt to offer paperless services or withdraw manual provision

of services may face problems in terms of citizens’ access.

The classification of e-government is based on electronic services that governments
provide to stakeholders, that is, the citizens of the country (G2C), the business
community (G2B) and the government departments, agencies and organisations (G2G)
(Lee et al., 2005).

The first of these Government to Citizen (G2C) “facilitates for dissemination of
information and use of online services at local and national levels” (Chaffey, 2006,
p.14); for instance citizens can apply for or renew their driving licence or passport
online. In Government to Business (G2B), government provides its services to the
business community electronically. There is also Government to Government (G2G)
where inter-governmental services or interactions between government departments
take place electronically through email and other online facilities (Reddick, 2004; Lee et
al, 2005).
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According to the World Bank (2011), e-Government usually describes relationships

across 3 modalities:

1. Government to Citizen: deals with the relationship between government and
citizens. G2C allows citizens to access government information and services
instantly, conveniently, from everywhere, by use of multiple channels.

2. Government to Business: consists of e-interactions between government and
the private sector. The opportunity to conduct online transactions with
government reduces red tape and simplifies regulatory processes, therefore
helping businesses to become more competitive.

3. Government to Government: Governments depend on other levels of
government within the state to effectively deliver services and allocate
responsibilities. In promoting citizen-centric service, a single access point to
government is the ultimate goal, for which cooperation among different
governmental departments and agencies is necessary. G2G facilitates the sharing
of databases, resources and capabilities, enhancing the efficiency and

effectiveness of processes.

In G2C, apart from being able to apply for services online, citizens have “the ability to
participate in society online” (Mossberger, 2008, p.1). For example, citizens are able to
communicate with their elected representatives online; and they can also find needed
information about government policies and available services on the local and national
websites. To facilitate this, Fairweather and Rogerson (2006) suggest that “there is a
need for morally defensible government to make available human (as well as
automated) guidance about where to find relevant information”. This suggestion, if
adhered to, will support citizens in their online information searching. Web access and
computer kiosks are products of G2C initiatives and facilitate online access to

information.

G2B initiatives include transactions and services government provide online to the
business community. The services may be tax and legal regulations (Chaffey, 2007,
p.12), tax payment, businesses registration, obtaining and renewal of licences, and other

information provided online.
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G2G can best be explained by the following statement at the United States (US)
government website:
The goal of the Government to Government (G2G) portfolio is to forge new
partnerships among levels of government. These partnerships will facilitate
collaboration between levels of government, and empower State and Local
governments to deliver citizen services more effectively (The White House,
2013).

G2G facilitates internal communications among government departments and agencies;
“this includes information collection and dissemination and email and workflow
systems for improving efficiency within government departments” (Chaffey, 2006,
p.14).

According to UNESCO (2005) the implementation of e-government entails the active
participation and involvement of “stakeholders in the entire process”. A stakeholder is
"any individual or group who can affect or is affected by the actions, decisions, policies,
practices, or goals of the organization™ (Freeman, 1984, p. 25). Pardo et al. (2000) point
out the importance of identifying stakeholders and incorporating their requirements in e-

government implementation. Some of the stakeholders (see figure 2.1) identified are:

e Political leaders

e Government departments/agencies
e Citizens

e Legislative bodies

e Private sector

¢ International organisations and non-governmental organisations (NGOs).
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Government Departments/

Political Leaders Agencies

Legislative Bodies STAKEHODLDERS Citizens

. International Organisations
Private Sector and NGOs

+ Stakeholders of E-government

Figure 2.1: Stakeholders of e-government
Source — UNESCO (2005)
There are other identifiable stakeholders (Rowley, 2011) but the above are mentioned
here for the purposes of the research phenomena. For instance, Donaldson and Preston
(1995) explanation of stakeholders as individuals who are identified through the actual
or potential harms and benefits that they experience or anticipate as a result of an
organization's actions or inactions justifies citizens as e-government stakeholders. The
justification is strengthened by Layne and Lee (2001) pointing out that “citizens’
concern on privacy of their life and confidentiality of the personal data they are
providing as part of obtaining government services” is a critical obstacle in realising e-
government. In other words, the personal data citizens provide in exchange for e-
government services carries potential risks to them. The potential for online identity

theft and fraud raises privacy concerns, as already mentioned in Chapter 1.

Information and Communication Technology (ICT) has changed the way personal data
are collected, processed, stored and even communicated. UNESCO (2005) has
identified “Electronic Service Delivery” (which is the use of ICT to offer service) as one

of the characteristics of e-government (see figure 2.2).

Electronic Service Delivery Electronic Workflow

Electronic Voting Electronic Productivity

« Characteristics of E-Government

Figure 2.2: Characteristics of E-government
Source - UNESCO (2005)
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This leads to conclusion that ICT is the key element in the implementation of e-

government. The achievement of e-government is through the medium of ICT. As can

be seen from table 2.1 all the definitions of e-government in the various perspectives

involve or mention ICT.

Perspective

E-government Defimition

Authors

Tsing technology for political
reasons

The uze of Information and
Communication Technologies
(ICTs), and parti culatly the
Internet, as tools to achieve
better government

OECD (2004)

Eeforming public sector

The use of ICTs to improve the
etficiency, etfectiveness,
transparency and accountability
of government

World Banl Group (2004

Change Management

The use of ICT in public
administrations combined with
organi sati onal change and new
skalls 1n order to improwve public
services, democratic processes
and strengthen support to the
public policies.

European Information Society

(2004:20)

E-government dimensions

E-government should be diwided
into tour distinet areas of
activity, namely e-democracy, e-
SEFVICE Provision, e-management
and e-governance.

Berri (2004)

Technology

Ttilizing the Internet and the
World-Wide Web for delivening
government infonmation and
services to cibizens.

Tnited Mati ons (2003)

Eelationships with partners

& government's use of
technology, such as the Internet,
to aid the delivery of
information and services to
citizens, employees, business
partners, other agencies and
other government entities

Layne and Lee (2001)

Political

E-government offers an
opportunity for governments to
re-organise themselves, get
closer to the citizen and co-
operate with a vanety of
gocieties,

Dunleawy (2002) (Caldow,

1999).

Table 2.1: Examples of e-government broad and narrow definitions

Source - Al-Shehry (2010)

2.3.1 The impact of ICT on Ghana’s e-government implementation

It is important to note that even though ICT is a key component of e-government

implementation, Ghana’s access to ICT as shown on figure 2.3 is inadequate. This

suggests a likely major challenge to the country’s e-government implementation, if the

ICT infrastructure is not developed to the required standard. In a survey conducted by
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AudienceScapes, Bowen (2010) reports that, only 4% of the total population had access
to the Internet. The Ghana Minister of Communications in a speech to First Ghana
Internet Governance Forum held in March 11, 2011, stated that “the Internet access in
Ghana is still low and hovering around 18% covering about 4 million people, most of
whom use the mobile Internet” (IGF, 2011). Ghana places 93 among world ranking of
Internet users (CIA World Factbook, 2013). The aforementioned suggest that the
country lacks the necessary infrastructures in terms of information, communication and

technologies to enable it successfully implement e-government project.

% of Men/Women Saying They Have the Item at Home in Working Order
B Men EWholeSample Women 76%]-,
72 % I
68%
5
i 55%
13% 10% 11% g9
7% 5% 4% 2% 6% 6% 5% > 5%
N w— : : = :
Radio TV Computer Internet Landline Mobile Phone MP3 Player
AudienceScapes National Survey of Ghana, July 2009. N=2051 adults {15+}: 961 Men, 1090 Women.

Figure 2.3: Access to Information and Communication Technologies
Source — Bowen (2010)

As can be seen from figure 2.3, there is wide gap between those who have access to
Internet (4%) and mobile phone users (72%). According to International
Telecommunication Union (2011) “the low Internet user penetration remains low
because of a lack of fixed Internet structures”. The Union suggests that there is
“enormous potential to expand the use of the Internet via mobile networks and phones,
particularly as competition [between service providers] increases and prices decline”.
This is a very important suggestion to be taken in the e-government implementation
process. Also since the number of people with access to TV and radio is quite high the
government can use these media to reach out to them and even through that educate

them about privacy and e-government.
2.4 The four-stage e-government model

A number of e-Government stage models have been suggested by individual researchers
(Lee, 2010). Regan (2008, p.129) points out that “when considering privacy in the

context of electronic government, the clearest way to identify the privacy issues is to
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use Layne and Lee’s four stage model [see figure 2.4]: 1) cataloguing; 2) transaction; 3)

vertical integration: and 4) horizontal”.

Horizontal
Integration

Complex

- Systems integrated
across different
functions
- real one stop
shopping for citizens

Vertical
Integration

- Local systems
linked to higher level
systems

Technologeal and Organizational Complexity

- Within similar
functionalities
Transaction
- Services and Forms
on-ling
- Working database
supporting online
B transactions
Catalogus
- Online Presence
- Catalogue
Presetnation
o - Downloadable
=8 Forms
E
w
Sparse Complete
Integration

Figure 2.4: Dimensions and stages of e-government development
Source - Layne and Lee (2001, p.124)

Layne and Lee’s four stage model is a sequential evolution of e-services which starts with
online presence stage and progressed gradually to the stage of sharing information
among government departments and agencies (Zakaria, 2013). Regan (2008) makes us

aware that different information privacy issues take place in every stage of the model.
2.4.1 Cataloguing

This is the stage where there is online presence of the government. Information
dissemination is the most basic form of e-government implementation at this stage,
where the government simply make information available to the citizens on its website
((Lee, 2010); Hiller and Belanger, 2001, p.15). Even though at this stage there is no
transaction and citizens do not have to submit their personal details, however, Regan
(2008) points out two privacy issues occur at this stage. That is, “tracking of individual
users and compromising the privacy of data subjects”. Layne and Lee (2001) explain
“it is possible for the government to track on-line activities like frequently accessed
products, the length of time spent on each page, and the length of time spent searching”.
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Regan (2008, p.129) adds that the information collected “reveals not only what pages
the user viewed but also how the user arrived at the website and where the user went on
departure”. Considering Snowden revelation about the tracking of US citizens by the

government (The Guardian, 2013), this should be a privacy concern to online users.

These may have been done for national security purposes, but as Saxby (2014) points
out “citizens should not be subjected to intrusive monitoring and data collection until a
reasonable suspicion of illegal activity exists”. In view of this, a former privacy
commissioner of Canada, Radwanski, advises governments to “guard against the
tendency of governments to create new databases of privacy-invasive information on
justified, exceptional grounds of enhancing security, and then seek to use that
information for a whole range of other law enforcement or governmental purposes,
simply because it's there and available” (The New York Times, 2003). As reported in
the UN (2012) survey report “usage of e-services is often associated with security and
privacy assurances provided to users”. Governments therefore need to post privacy
policy on their websites to assure citizens the protection of their online personal data

privacy.

Similarly, in the light of Snowden’s revelation (The Guardian, 2013) “citizens need to
be assured that e-government services are offered to provide benefits rather than

monitoring the society” (Akkaya et al., 2012).

2.4.2 Transaction

This stage involves services and financial transaction on the web (Lee, 2010). At this
stage government put services and forms online and “establishes or maintains a direct
relationship with citizens in order to deliver a service” (Hiller and Belanger, 2001 p.14;
p.124; Regan, 2008, p.131). This is an electronic transaction where, for example,
individuals can go online and apply or renew their driving licences or passports. As part
of obtaining the services at this stage citizens provide personal data which according to
Layne and Lee (2001) is a critical obstacle in realizing e-government due to the citizens’

concern on privacy.
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2.4.3 Vertical integration

In this vertical integration stage, government services are integrated, where local
systems are linked to higher level systems, within similar functionalities. Regan (2008,
p.134) explains that at this stage of e-government implementation when a citizen
conducts a transaction with one level of government any changes with other levels of
government will be directly communicated and transacted. For instance, citizens can
register and vote online and the information is captured on file locally and at the
national level (Hiller and Belanger, 2001 p.16; Layne and Lee, 2001). The integration is
beneficial to both e-government providers and users, in terms of, accuracy and
timeliness of the information that government agencies use to make decisions about
individuals. However, it raises privacy issues vis-a-vis whether the receiving agencies
need that information; whether the data subject is aware the transfer is taking place; and
also whether the “receiving agencies retains, uses, and communicates the information
under similar privacy protections as the original agency” (Regan, 2008, p.134). Also, if
“material [is] monitored by the government for unauthorized purposes, the danger to
political expression and association” (Fried, 1968) can lead to mistrust in both
government and e-government, which can then negatively affect citizens’ usage of

online services.
2.4.4 Horizontal integration

This is the last stage where systems are integrated across different functions and there is
real one stop shopping for citizens. At this stage a single portal is established and
citizens or businesses can access the services online no matter which government
departments or agencies offer them (Hiller and Belanger, 2001 p.15-16; Layne and Lee,
2001; Regan, 2008, p.135). Hiller and Belanger (2001) point out that, at this stage,
“where government services are all accessible through one portal, the government
should ensure that all privacy and security practices are consistently displayed no matter
what direction an individual is taken on the site when requesting information. It is also
important to realize that as government agencies move through the stages of e-

government, the level of data collection and constituent privacy concerns increase”.
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Lee et al (2005) point out that e-government progress does not necessarily follow a
linear path as shown in figure 2.4. It is possible for government implementing e-
government to skip over certain stages or offer services from different stages
simultaneously in a single initiative. The current state of e-government status in Ghana
can be classified as stage one, which is catalogue. This means, there is an online
presence on the Worldwide Web (WWW) where the government provides information
on the Internet and individuals and organisations can access them (Government of
Ghana, 2013). Stage 2 of the model (that is the transaction stage), where citizens and
businesses can file tax returns, apply for or renew driving licences, etc online are non-

existent.

2.5 E-government in developed and developing countries

Rahman (2009) identifies “lack of access to the Internet and other technologies, low
literacy levels, and often lack of interest or willingness to use the new technologies,” as
the main differences between developed countries and less developed countries® when it

comes to implementation of e-government.

Whereas previous studies (Alshehri et al., 2012; Ambali, 2009; Ndou, 2004) have found
Internet and other technologies; low computer literacy levels; and lack of qualified IT
and expert personnel to be among the main challenges of e-government implementation
in developing countries, in developed countries the challenge is the less “willingness to
use the new technologies [e-government services]” (Ambali, 2009) due to privacy
concerns (AlGhamdi et al.,, 2012, Belanger and Hiller, 2006). In the developed
countries, for example the US, citizens may be sceptical and mistrust e-government
implementation, believing that the implementation may result in invasion of citizen

privacy by government (Belanger and Hiller, 2006).

The quest for governments in developed countries to improve the services they offer to

their citizens has led to the implementation of e-government being a major issue in

% Less developed country refers to any country whose per capita income is low by world standards. The
meaning is much the same as developing country (see footnote in section 1.1). (Source: Deardorff's
Glossary of International Economics)
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governments’ programmes. Beynon-Davies (2004) points out that “the political
environment of Western [developed] countries has been much subject to the influence
of ICT in the areas of electronic government (e-government) and electronic democracy
(e-democracy) in recent times”. Developing countries in order not to be left behind and
also in an effort to bridge the digital divide, are adopting ICT and e-government

policies.

The implementation of e-government in developed countries has been possible due to
the fact that the infrastructure in terms of internet and other technologies are already in
place. Moreover some citizens show an interest and are more than willing to use online
services. The same cannot be said about developing countries in that infrastructures are
inadequate; and access to the Internet is limited (Sang et al., 2009). Also low level of
Internet access in the case of Ghana (see figure 2.3) implies that only a few will be able
to use electronic services. Table 2.2 presents the major differences between developed

and developing countries.

Developed Countries Developing Coumtries
History and ®  Government and economy o Government usually not specifically
Culture developed early, immediately after defined, economy notincreasing in
independence produchwity
® FEconomy growing at a constant e FEronomy not growing or increasing
rate, productivity increasing, high productvity, low standard of living
standard of living
e  Relatively long hustory of e Relatively short history of democracy
democracy and more transparent and less transparent government policy
government policy and rule and rule
Technical &  Has acurrent staff, needs to &  Does not have a staff, or has very
Staff increase technical abilities and hire limited in-house Staff
younger professional s &  Does not have local cutsourcing
®  Has outsourcing akalities and abilities and rarely has the financial
financial resources to outsource; abality to cutsource; current staff may
current staff would be able to define be unable to define specific
recuirements for development requirements
Infrastructure | ®  Good current infrastructure e Bad current infrastructure
&  High Internet access for employees | ®  Low Internet access for employees and
and citizens citizens
Citizens o  High Internet access and computer o Tow Internet access and citizens are
literacy; still has digital divide and reluctant to trust online services, few
privacy issues oitizens know how to operate
®  Relatively more experienced in computers
democratic system and more ®  FEelatively less experienced in
actively participate in governmental democratic system and less active
policy-making process participation in governmental policy-
making process
Government o Decent computer literacy and o Low computer literacy and dedication
Officers dedication of resources, many do of resources; many do not place e-
not place e-government at aligh government at a high pricnty due to
prionty lack of knowledge on the 13sue

Table 2.2: Major differences between developed and developing countries
Source - Chen te al. (2006)
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In outlining the differences between developed and developing countries, as presented
in table 2.2, Chen et al (2006) point out that “citizens [in developing countries] are
reluctant to trust online services”. Carter and Belanger (2005) in a study find that
trustworthiness is a significant factor in citizens’ intention to use an e-government
service. This suggests that people in developing countries [Ghana included] may
possibly be less willing to use e-government services. This poses a challenge to e-
government implementation in developing countries, in the sense that, “the success of
online public services [and for that matter e-government services], however, depends
largely on how well the citizens make use of them (Kumar, Mukerji, Butt and Persaud,
2007).”

Having discussed e-government implementation in developed and developing countries,
the next sections takes a look at Ghana’s e-government implementation project, with a
focus on the challenges the country faces. Sang et al.’s (2009) identified e-government

implementation challenges in least developed countries’® are used for the discussion.

2.6 E-government implementation in Ghana

Knowing how important e-government is to the economic growth and the democratic
governance in the country, the Government of Ghana has already taken steps to provide
services to the citizens electronically. The government has a website in place to
disseminate information to the citizenry. This website is accessible to a minority of the
citizens who are privileged to have access to the internet. As shown in table 1.4, out of
a population of 25,199,609 only 14.1% are internet users. This low figure of internet
users means when e-government is successfully implemented most people would not be

able to use it or benefit from it.

Currently, many government departments are operating manual processes. The Ghana e-

government implementing agency, NITA (2013), has identified some areas that it hopes

10| east developed country is a country designated by the UN as least developed based on criteria of low
per capita GDP, weak human resources (life expectancy, calorie intake, etc.), and a low level of economic
diversification (share of manufacturing and other measures). (Source: Deardorff's Glossary of
International Economics). It must be pointed out that, least developed countries are also classified as
developing countries, therefore the e-government challenges identified by Sang et al (2009) can be used
to discuss Ghana’s e-government project.
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to computerise their operations soon, for example e-tax payment and online application

for passports and driving licences.

It is anticipated that after the successful completion of these e-projects the citizens will
have a preference to access government services online instead of going to the
departments or agencies’ offices. However this anticipation faces some challenges in

terms of access to the new technology and the skills required to use it.

2.7 Challenges of e-government implementation in Ghana

Ghana, as a developing country in Sub-Sahara Africa, faces challenges in its e-
government project. Its ICT4AD policy (Republic of Ghana, 2003) identifies the
following challenges: limited human resources capacity characterised by low
professional; technical and managerial manpower base; as well as poor performance of
the economy and those related to the low job creation capacity of the economy. Even
though not mentioned in the policy, Internet access is also a challenge to e-government
implementation due to its low penetration (14.1% - see table 1.4). Likewise corruption
among government officials which was previously mentioned in sections 1.2 and 1.6.
These and other challenges identified by Sang et al (2009) are used to discuss the e-

government implementation issues in Ghana.

Sang et al (2009) have identified the following as the challenges facing e-government in
least developed countries. These challenges are applicable to many developing
countries, for instance Ghana, where e-government is being implemented. The six

categories as shown in figure 2.5 are summarised as follows (Sang et al, 2009):

e infrastructure development - deals with the development of basic
telecommunication and ICT infrastructure;

e law and ICT policy - concerned with the laws, rules, regulations, and policies,
which must be implemented or changed in order to facilitate the development of
both the new infrastructure and information services;

e management - includes strategic issues, human resource management, budget
support and allocation, coordination and collaboration between agency leaders,

and monitoring and evaluation of the projects;
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e equity issues - associated with differential access of traditionally disadvantaged
groups;

o the digital divide - is about the gap between those who have access to and use of
ICT versus those who do not; and

e privacy and security - dealing with the protection of the personal information the
government collects about individuals as well as the protection of e-Government

sites from attack and misuse.

Equity

IWlanage ment |55 Les

v

Dinide
e-Govemment )
. Frivacyand
Infrastructure :> in LDCs <: Seairity

Dewvelopment

Law and ICT
Folioy

Challenges of

Figure 2.5: Challenges of E-government in LDCs
Source - Sang, Lee and Lee (2009)

Using figure 2.5 and the other challenges highlighted at the beginning of this section the
next sub-sections 2.7.1-2.7.8 discuss some of the possible challenges of the

implementation in Ghana. They are discussed in no particular order of significance.
2.7.1 Trust and corruption

Vinod (2008, p.121) defines corruption as abuse of a position of trust for dishonest gain,
such as taking a bribe. Richey (2010) points out that “stories of political corruption are
constantly in the media”. For example, a UK newspaper, The Guardian (2009), reported
that two ministers of state were forced to resign after a British construction firm, Mabey
and Johnson, acknowledged having paid a total of US$ 761,725 in bribes to the
Ghanaian government officials during the 1980s and 1990s. In another instance, Aning
and Edu-Afful (2013) report that the Ghana Commission on Human Rights and
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Administrative Justice (CHRAJ) ** conducted investigations into allegations of
corruption and illegal acquisition of assets against four ministers of state and some
senior government officials. The Commission made adverse findings against three of
the officials but the government at that time issued a White Paper challenging the
Commission’s findings. All the recommendations by the commission to the Attorney
General to prosecute the corrupt ministers were not carried out. Two issues, both
bordering on trust can be deduced here: the adverse findings against the ministers and
the Ghanaian government failing to prosecute them are recipe for the citizens to mistrust

the government.

The World Bank (2014b) Enterprise Survey reports that 35.2% of firms operating in
Ghana are expected to give gifts to secure government contract. This is not encouraging
to IT companies, especially foreign based ones, which may want to establish businesses
in the country. It can be a possible discouragement to these potential private IT
companies which may want to forge public-private partnership with the government for

successful implementation of e-government.

The Ghanaian people seem to be aware of this widespread social and economic canker.
Ghana Integrity Initiative (2005) in a survey reports that 92.5% at least, agreed that
corruption is prevalent in Ghana and 90.1% consider corruption as a serious problem.
Richey (2010) in a research survey reveals that “governmental corruption has large
corrosive effects on civil society.” One of these effects is that citizens tend to trust less
when they perceive that corruption in the country is high (Uslaner, 2004). High
corruption, as Mauro (1997, p.5) reveals, leads to ineffective government, and in the
survey conducted by Richey (2010), the findings showed that increased corruption
lowers the trust people have in government. Mistrust as already found in the literature
(section 2.5) poses a challenge to e-government implementation. Carter and Belanger
(2005) in a study find that trustworthiness is a significant factor in citizens’ intention to

use an e-government service.

1 CHRAJ is a human rights commission in Ghana charge to investigate, among other issues, complaints
of violations of fundamental rights and freedoms, injustice, corruption, abuse of power and unfair
treatment of any person by a public officer in the exercise of his official duties (CHRAJ, 2012).
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This notwithstanding, Bowen (2010) survey report indicates Ghanaians have high trust
in institutions. The trusting of institutions is evident in the losing party in the 2012
Ghana presidential election contesting the election results in the Supreme Court. Instead
of calling on its supporters to go on demonstration or riot, a phenomenon which is
gaining normalcy in many African countries, the losing party chose to contest the

election results in the court (Pryce and Oidtmann, 2013).

Even though it has been pointed out that corruption influences mistrust in government
which may in tend be a challenge to e-government implementation, researchers (Garcia-
Murillo, 2013; Bertot et al (2010); Basu, 2004) have found that e-government
implementation can itself reduce corruption. It “offers a partial solution to the
multifaceted problem of corruption. It reduces discretion, thereby curbing some
opportunities for arbitrary action. It increases chances of exposure by maintaining
detailed data on transactions, making it possible to track and link the corrupt with their
wrongful acts. By making rules simpler and more transparent, e-government emboldens
citizens and businesses to question unreasonable procedures and their arbitrary

application.” Global Corruption Report (2003, p. 30).

2.7.2 Law and ICT policy

Jaeger and Thompson (2003 point out that in implementing e-government, a
government must consider elements of policy, including regulatory issues, economic
issues, and the rights of users. As previously mentioned in section 1.4, the Ghana ICT
for Accelerated Development (ICT4AD) policy has been in place since 2003 and it
highlights strategies for the implementation of e-government as well as privacy and data
protection. In line with this ICT policy the Ghana DPA 2012 was eventually passed in
2012.

Before the Ghana DPA 2012, Parliament had passed the following laws to deal with
issues relating to Ghana ICT industry:

¢ the National Communications Authority Act (NCA) 769 of 2008;
e the National Information Technology Agency (NITA) Act 771 of 2008;
e the Electronic Transactions Act (ETA) 772 of 2008; and
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e the Electronic Communications Act (ECA) 775 of 2008.

However, Frempong (2012) points out that these laws are yet to be fully implemented.
The NCA Act 769 for instance, is “to regulate communications by wire, cable, radio,
television, satellite and similar means of technology for the orderly development and
operation of efficient communications services in Ghana” (Frempong, 2007; NCA,
2014). NITA Act 771 also established NITA, the agency charged with the e-government
implementation. The agency also maintains registers for approval given for equipment
under ETA Act 772 (NITA, 2014). The ETA Act 772 makes provision for the
establishment of an Electronic Communications Tribunal to arbitrate in industry-related

disputes (Frempong, 2012).

The privacy and data protection legislation and its impact on e-government is discussed

in section 2.9.
2.7.3 Management

Some Ghanaians have expressed their concerns about the challenges facing the e-
government implementation. For instance, a prominent Ghanaian academic and lawyer,
Professor Takyiwaa Manuh, presenting a paper on ICT for Government, is reported as
saying that, in the government-to-government sector the challenge of the e-government
implementaion is identified as ability and commitment of government and its workers
(Ghana News Agency, 2006).

Lack of qualified IT staff and expert personnel and government workers’ inability to use
the new technology could be a challenge to the e-government implementation. This was
evident in the Ghana 2012 election (Pryce and Oidtmann, 2013). Among some of the
issues which came up during the elections is the failure of the new technology, that is
the Biometric Verifying Machine (introduced for the first time to check election fraud),
to function properly (BBC, 2012). Inability of the election officials to operate the new
technology, as reported by the media (BBC, 2012) was a factor. According to the report,
the election officials struggled with the setting up of the machines; and more so they did
not know how to use them. A supposedly one-day election therefore took two days and
the results were therefore disputed by the losing political party (Pryce and Oidtmann,

2013). This instance brings out two issues hamely — inability to use new technology and
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lack of qualified IT staff and expert personnel. These are crucial to successful
implementation of e-government (Alshehri et al., 2012; Ambali, 2009; Ndou, 2004).

Government has sought assistance from some developed countries and Italy for
instances, has been assisting in the in the e-government implementation project with
financial aid and infrastructure (GNA, 2008).

2.7.4 Awareness and e-skills
“Before citizens are able to appreciate the relative advantages of e-government services,
they must first be aware of this electronic option” (Carter and Weerakkody, 2008). Not
only that, they must also be aware of the privacy risks involve in submitting their

personal information in exchange for the electronic services.
Bowen (2010) in her survey report points out that:

“Although a lack of telecommunications infrastructure and cost factors clearly
impede internet access for many in Ghana, another major challenge appears to
be lack of knowledge about the web itself. A third of respondents say they do not
know what the internet is; half say they do not know how to use it™.

If a third of the people do not know what the Internet is, then the e-government
implementation faces a possible challenge, since it is the main enabler of the electronic

services.

The survey report finding above suggests lack of awareness and lack of e-skills among
the Ghanaian population. The lack of e-skills permeates the whole society, including
end-users and even the service provider staff (that is government workers tasked with
the handling of the e-services). The government has already envisaged the challenge the
aforementioned pose to the e-Ghana project. It has therefore through the Ghana
Education Services (GES) has introduced the teaching of ICT into the educational
curriculum (Agyei and Voogt, 2011); and has also initiated free laptops to students
(Jamil et al., 2014). This initiative seeks to expand the use of computer technology to
the poorer and more rural areas (Buchele and Owusu-Aning, 2007). It is aimed at
creating awareness of the computer/Internet technology and also bridging the digital

divide in the country, which is discussed below in the next section.
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2.7.5 Digital divide

Professor Manuh notes that the implementation of e-government in Ghana is being
hampered by obstacles such as access and knowledge gap in the government-to-citizen
sector (Ghana News Agency, 2006). This is confirmed by Bowen’s (2010) survey report
where he states that a third of Ghanaians do not know what the internet is; half say they do not
know how to use it. The aforementioned is an indication of a digital divide. The gap in
“Internet [access and] usage, naturally, have a significant impact on e-government

usage” (Jaeger and Thompson 2004).

Efforts have been made by the government to bridge the digital divide by providing
computers and internet access to the people in the rural areas through the Community
Information Centre (CIC) project (Awotwi, 2010). However, these Centres are managed
by untrained staff with limited knowledge of computers and Internet (I1CD, 2012).
According to a manager at one of the Centres, they have a limited number of computers
with very slow Internet connectivity (IICD, 2012). She adds that, these have always
caused long queues to be formed at the centre. Those who did not have patience to wait

always left without having access.

In spite of the challenges the CIC project face, the UN e-government (2012; 2014)
survey reports indicate Ghana has made progress, a positive change, in its quest of

bridging the digital divide — see table 2.3.

Possibly the high subscription rate of mobile phones in the country can be encouraged
and supported by the Ghana Government to make up for the digital divide. Ghana
mobile phone subscriptions currently stand at 26.5 million (Ghanaweb, 2013).
Comparing this figure with the country’s current population, 25,199,609 million (CIA
World Factbook, 2013), shows that mobile phone subscription is more than the
population. This anomaly can be attributed to the fact that some individuals subscribe to
more than one mobile phone as already explained in section 1.3. The high mobile

subscription is significant in the e-government implementation.

In fact, Bowen’s (2010) survey report highlights the usage of mobile phones by stating
that:

38

www.manaraa.com



Nearly as many respondents report getting news and information from SMS
services as from newspapers, suggesting that at least in terms of national
averages, mobile phones are already as important a source of information as

some traditional media sources.

The report adds that “less than 10 percent of mobile phone users say they have accessed
or currently access the internet via their mobile”). This suggests that even though
mobile phones are widespread they are mostly used for making and receiving calls
rather than accessing the Internet.

The Ghana Government can take advantage of this finding in its e-government
implementation by raising awareness and encouraging people to use mobile phones to
access the e-government services. The high subscription rate of mobile phones can
therefore make up for the low Internet penetration.

2.7.6 Equity issues

As previously mentioned in Chapter 1, Internet connectivity is very low in the country,
however, the differential access between the rural and urban communities needs to be
discussed. Bowen (2010) highlights significant variations in Internet access between
rural and urban communities. Figure 2.3 shows how access to ICTs differs in a general
sense in rural and urban settings, which is the ratio 1 to 7 (1% to 7%). These figures
suggest Internet access seems to be more of a barrier for many rural dwellers than the
urbanites. “This limits the utility of digital government and denies the advantages of e-
government” (West, 2005) to the rural dwellers.

Williams et al (2012) in a study title Enhancing rural connectivity through an extended
internet cafés business models point out that the rural areas in Ghana lack of Internet
connectivity due to commercial unviability of such investment. Bowen (2010) adds that
an obstacle to accessing ICT in rural areas is lack of adequate and reliable electricity.
According to the International Energy Agency (2011), the electrification rate in the rural
areas is about 14%. “A looming energy supply crisis in sub-Saharan Africa (SSA)
[Ghana included] raises concerns about a long-lasting energy shortage” (Suberu et al.,
2013). This suggest that even as connectivity improves in rural areas, there are still

more obstacles to accessing ICT there.
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Lack of resources therefore prevents rural communities from accessing the internet. It
must be pointed out that the implementation of e-government is not for a privileged few
who are experienced with Internet technology (Booz Allen Hamilton, 2002) or have
access to it but for the use by all citizens (Jaeger and Thompson, 2004). In order to
address this equity issue the government must therefore develop the rural infrastructure
or encourage its development by others, such as by mandating universal service
obligations of (mobile) phone companies.

The next section addresses the inadequate ICT infrastructure in the country which is a

possible major challenge to the e-government implementation.
2.7.7 Infrastructure development

As previously stated in 2.1.2, the government has taken measures to improve the ICT
infrastructure. This is reflected in Ghana moving 22 places up in the global ranking in

the e-government development index (EGDI)* as in table 2.3.

EGDI 2014 EGDI 2012 2014 Rank 2012 Rank | Change in Rank

0.3735 0.3159 123 145 122
Table 2.3: Ghana’s EGDI for the years 2012 and 2014
Source: UN (2012, 2014)

The 2014 UN e-government Survey reports that Ghana has made progress in its e-
government implementation. As the table 2.3 shows, its EGDI increased from 0.3159 in
2012 to 0.3735 in 2014. While this may be an achievement, it is inadequate for

successful implementation of e-government.

The Ghana Minister of Communications is reported to have said that the “ministry has
commenced the implementation of the E-government infrastructure project to provide a
national network for networking Ministries, Department, Municipal and District
Assemblies as well as other public sector organisations” (Ghana Government, 2010).
The Minister’s statement suggests that, government recognises the limited ICT

infrastructure as a challenge to the G2G sector and it is therefore addressing it.

12 The EGDI is a composite measure of three important dimensions of e-government, namely: provision
of online services, telecommunication connectivity and human capacity. It aims to give a performance
rating of national governments relative to one another (UN, 2014).
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Fairweather and Rogerson (2006, p.179) point out that “there are benefits to be gained
from the provision of e-government facilities to citizens” notably cost savings to the
government and convenience to the citizens. These benefits, however, will not be
achieved without a cost: the loss of privacy of the Ghanaian citizens (Hiller and
Belanger, 2001 p.17).

2.7.8 Privacy and security

The significance of privacy and security in e-government implementation cannot be
under-rated. Previous researchers (Millard, 2008b; Norris, 2007) argue that issues such
as privacy and security remain as barriers for e-government. Spinello (1995) points out
that privacy has been one of the most explosive issues to emerge in this information
communication and technology age. Smith and Jamieson (2006) define security as ways
of protecting data and records that are kept to record, administrate and monitor e-

government agencies’ actions and policies.

The UN e-government survey report (2014) emphasises that “privacy and data security
issues greatly influence the user uptake of e-government”. It therefore behoves on
governments to see these issues as challenges to e-government implementation and

address them accordingly.

Some organisations in Ghana recognises this challenge in their electronic transaction
services and are addressing it. Especially, Bank of Ghana (BoG) has taken extra
measures to secure and protect the privacy of their customers. Ghana News Agency
(2009) reports that BoG secured for itself ISO/IEC 27001:2005 Certification. The “ISO
27001 certification demonstrated that the BoG had addressed, implemented and
controlled the security of the Bank's information, and that BoG's management
information and systems were secure to ensure the integrity of data sent out as well as
data received, significantly limiting security and privacy breaches” (Ghana News
Agency, 2009).

The challenge privacy poses to e-government implementation is further discussed in
section 2.11. In the next section, the concept of privacy, with a focus on the type of

privacy this research aligns itself with, is discussed.
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2.8 The concept of privacy

McQuoid-Mason (1978) highlights different societies’ perspective of privacy as

follows:

[E]ven modern societies have differing concepts of privacy. For instance, while
Germans demand closed office doors, fenced yards, separate rooms and strict
person to person distancing, the Americans are content with open office doors,
unfenced properties and informal rules of personal and social distance. The
English on the other hand are accustomed to shared offices and bedrooms, and
use 'reserve' rather than doors and walls to preserve their privacy. The French
and the Arabs have been described as 'sensually involved" with individual
members of their society in a manner which would be offensive to Germans,
Englishmen and Americans. It has been suggested that because the Japanese
and the Arabs enjoy crowding together they have no word for 'privacy’ [...] but
one cannot say that the concept of privacy does not exist [...] only that it is very

different from the Western conception.

The above quotation shows that privacy is recognised in every culture and jurisdiction;
however the limits to the exercise of the right to privacy may depend on the social
group (Dagbanja, 2014). With Ghana being a collectivist society (Hofstede, 2014),
Dagbanja (2014) explains that Ghanaians, in their perception of privacy, would want
matters that intimately concern them that they do not want others to have anything to do

with to be accorded the needed distance.

Ghanaians’ understanding of privacy makes it “seems to be related to secrecy, to
limiting the knowledge of others about oneself” (Fried, 1968). It must however be
pointed out that people are keen to limit or prevent only negative things about them
from the knowledge of others - things that they are worried would bring shame to the
family. Fried (1968) however, disagrees with Ghanaians notion of privacy and says that
“privacy is not simply an absence of information about us in the minds of others; rather
it is the control we have over information about ourselves”. What Fried wants to put
across as the meaning of privacy is just the western conception — having control over

one’s personal information.
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This is not significantly different from Westin’s (1967) definition of privacy which
states that privacy is the ability of an individual to control the terms under which

personal information is acquired and used.

Personal information is information identifiable to a person (Culnan and Armstrong,
1999). The significance of personal information in the context of this research is, it
provides value to organizations (government departments and agencies) and their
customers (citizens) however its collection (as already mentioned) raises privacy
concerns (Culnan and Armstrong, 1999; Bloom et al. 1994). Concerns arise over how
the citizens’ personal details are collected, processed, stored and even the possibility of
disclosure to a third party without their consent. Personal privacy is therefore concern
over the loss of privacy and the need for protection against unwarranted communication

and use of personal information (Smith et al., 1996).

Privacy is also a human right (see section 1.4) and therefore anything untoward personal
information is an interference in an individual right to privacy. However, Dagbanja
(2014) argues that “given the group-focused rather than individual-focused nature of
Ghanaian society, it is not likely that what will justify interference with the right to
privacy in individual-oriented societies will in all cases apply to the Ghanaian context.”
This brings to the fore the influence of the national culture of privacy which is discussed
in Chapter 3.

2.9 Privacy and data protection

Privacy and data protection are two different issues, but are interrelated. They are
different in the sense that according to Westin (1967, p.7) and Cate (1997), privacy is
“the claim of individuals, groups or institutions to determine for themselves when, how,
and to what extent information about them is communicated to others”. Data protection
on the other hand refers “to the law relating to the use of personally identifiable data”
(Hook, 1989). In other words it is the “regulation of the way organizations collect, store,
manage and disclose personal information” (Bennett, 2000).

Researchers and writers on privacy issues agree that privacy is difficult to define and

that there is no one definition for the term (Clarke, 1999; Tavani, 2004). However some
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authorities on privacy have come out with various definitions and descriptions. Clarke
(1999) defines privacy as “the interest that individuals have in sustaining a 'personal
space’, free from interference by other people and organisations”. Ratson et al (2000)
describe privacy “as the desire for individual control over oneself and how that
information is used”. Chaffey et al. (2003) also refer to privacy as “a moral right of
individuals to avoid intrusion into their personal affairs by third parties”. These are just

a few of the many definitions for privacy.

McRobb and Stahl (2007, p.232) ask whether privacy refers to a “situation, a right, a
claim, a form of control, or a value”. In the Ghanaian perspective it is a right (The
Constitution of Republic of Ghana, 1992). This right of privacy however does not
protect online personal data of Ghanaians in this ICT age. Thus the Ghana Data
Protection Act 2012 enacted thus seeks to give meaning to Article 18(2) of the 1992
Ghana constitution (BIZTECH AFRICA, 2011). As discussed in the next section with a
specific example (Ghana News Agency, 2011c), until the passing of Ghana 2012 DPA,
any data privacy violation dispute brought before any court of the country was subject
to the interpretation of the presiding judge. Ghana DPA therefore brings article 18(2) to
life in the field of computerised data. The way in which ICT has changed how personal
data are collected, processed and stored has made privacy to be understood and defined
in developed countries (for instance US and the EU member states) as “access to and
control of personal information” (Grodzinsky and Tavani, 2005). In the EU countries, it
involves access to and control of personal information (European Union, 1995).
McRobb and Stahl (2007) add that privacy is about “individual’s control over his or her

personal information”.

In essence the definition of privacy depends on whether one is talking, among other
things, about: personal privacy, communication privacy or information privacy. While
there is no one agreed definition for privacy (Clarke, 1999; Tavani, 2004), this research
in the context of the research phenomena aligns itself to Westin’s definition of
information privacy (1967, p.7): “claim of individuals, groups, or institutions to
determine for themselves when, how, and to what extent information about them is
communicated to others”. This definition is in line with the discussion of privacy in this

section and in section 2.8 above.
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Lange and Lampe (2008) quote the United States the Supreme Court as describing
privacy as "including the right of the individual to be free in his private affairs from
government surveillance and intrusion and the right of an individual not to have his
private affairs made public by the government”. Privacy to Ghanaians is “protecting
individuals from any overreaching control of others” (Sheehan, 2002). This definition is
used in the context of individuals’ private affairs which is devoid of online personal
information. There is therefore a difference between Ghanaians conception of privacy
and that of the western developed countries, especially UK. In spite of this difference,
when the time came for the government to implement privacy and data protection
legislation it adopted that of the UK and for that matter the EU data protection

principles.

Data protection is defined as “essentially that area of the law that governs what may,
and what may not, be done with personal information” (Privacy and Data Protection
Limited, 2002). Macaulay and Watts (2002) explain that “Data Protection is about
looking after people’s privacy by making them aware of how information about them is
obtained, how it is used and so that it is processed in way that is fair to them”. It seeks
to legally protect the privacy rights of individuals. In other words it is the law that

safeguards an individual’s personal information or data from being misused.

Cate (1997) points out that, “privacy and data protection overlap, with each having a
wider scope”. This research thus recognises the close interrelationship between these
two issues and as such deals with privacy and data protection together, while still
recognising the possible dissimilarity between them. The Ghanaian Minister of
Communications, Haruna lIddrisu, on August 24, 2010, upon opening a National
Stakeholders Consultation on the Ghana Data Protection Bill 2010 explains that “Data
protection is enacted in order to protect us, our privacy and our data. Data protection is a
specific right on its own, and protects the sacred precincts of personal life,” (Ghana
News Agency, 2010). Thus one can say, data protection protects the privacy of

individuals.

A review of countries which already have privacy and data protection legislation shows
that although they may have different number of privacy principles they all almost
specify the same thing. Whereas UK Data Protection Act (DPA) 1998 has eight
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principles, Hong Kong Personal Data (Privacy) Ordinance Principles has six and
Canada’s privacy legislation also has ten principles. Some countries seem to have their
legislation more strict than others. In particularly, data protection laws in the EU are

regarded as stringent (Informationweek Government, 2011).

The EU directive which required all member states to implement national privacy
legislation (European Union, 1995) prompted United Kingdom to create the Data
Protection Act 1998. The Act had at its core eight principles (The National Archives,
2011) stating that:

Personal data shall be processed fairly and lawfully and, in
particular, shall not be processed unless —

[.]

2 Personal data shall be obtained only for one or more specified and
lawful purposes, and shall not be further processed in any manner
incompatible with that purpose or those purposes.

3 Personal data shall be adequate, relevant and not excessive in
relation to the purpose or purposes for which they are processed.

4 Personal data shall be accurate and, where necessary, kept up to
date.

5 Personal data processed for any purpose or purposes shall not be
kept for longer than is necessary for that purpose or those purposes.

6 Personal data shall be processed in accordance with the rights of
data subjects under this Act.

7 Appropriate technical and organisational measures shall be taken
against unauthorised or unlawful processing of personal data and
against accidental loss or destruction of, or damage to, personal data.

8 Personal data shall not be transferred to a country or territory
outside the European Economic Area unless that country or territory
ensures an adequate level of protection for the rights and freedoms of
data subjects in relation to the processing of personal data.

The Hong Kong Data Protection Principles (Office of the Privacy Commissioner for
Personal Data, 2001) also states that:

Principle 1- Purpose and manner of collection. This provides for the

lawful and fair collection of personal data and sets out the

information a data user must give to a data subject when collecting
personal data from that subject.

Principle 2 - Accuracy and duration of retention. This provides that
personal data should be accurate, up-to-date and kept no longer than
necessary.
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Principle 3- Use of personal data. This provides that unless the data
subject gives consent otherwise personal data should be used for the
purposes for which they were collected or a directly related purpose.

Principle 4- Security of personal data. This requires appropriate
security measures to be applied to personal data (including data in a
form in which access to or processing of the data is not practicable).

Principle 5- Information to be generally available. This provides for
openness by data users about the kinds of personal data they hold and
the main purposes for which personal data are used.

Principle 6- Access to personal data. This provides for data subjects
to have rights of access to and correction of their personal data.

According to Hiller and Bélanger (2001) before the Safe Harbor was implemented, the
US Privacy Act had been passed in 1974 and amended in 1988. This Act requires that

“any agency that maintains a system of records that collects
information about an individual that is identifiable by name, number,
or other identifier must:

1. Give notice in the Federal Register when new systems of
records are created.

2. Make systems of records accessible.

3. Inform the individual when information is being collected and
about its purpose, and disclose the possible consequences of
nonpatrticipation.

4. Obtain permission from the individual to share the
information.

5. Give individuals the right to review records and disclosures of
records and to submit corrections.

6. Ensure the accuracy (obtain information directly from the
individual when possible) and security of information.’

The US Safe Harbor principles are categorised under the following: Notice; Choice;
Onward Transfer (Transfers to Third Parties); Access; Security; Data integrity; and

Enforcement.

Comparing the principles of the UK DPA 1998 and the US Safe Harbor Agreement we
can see that they entail almost the same principles. This is not a surprise since the Safe
Harbor was put together to bridge the different privacy approaches and provide a
streamlined means for US organisations to comply with the data sharing requirements
of the 1995 EU Directive on Data Protection (Safe Harbor Review).
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This literature review shows that countries which have enacted PDP legislations
stipulate what Macaulay and Watts (2002) put in a mnemonic form as FARSTARS
which stands for Fair, Adequate, Rights, Specific, Transfer, Accuracy, Retention and

Security.

Considering FARSTARS, transfer (of data) seems to stand out as the most significant
difference between some of the countries which already have data protection legislation
in place. For instance, whereas organisations in EU countries can only transfer data to
another country which has “adequate’ privacy legislation in place, the same thing

cannot be said about some other countries, for example, the US.
2.10 Privacy and data protection in Ghana

Privacy and data protection has been a matter of concern to many online users. In a
recent survey conducted by European Commission (2011) the results show that three
out of four Europeans are concerned about how companies use their information. In
view of this, many societies throughout the world are designing or implementing

national schemes for privacy and data protection (Howley et al, 2002).

Ghana, as a developing country, enacted the Data Protection Act in 2012. The
enactment was necessary because its 1992 constitution makes provision for the
fundamental human rights and freedoms of the individuals (The Constitution of the
Republic of Ghana, 1992).

Article 18(2) of the 1992 Republic of Ghana constitution states that:

‘No one shall be subjected to arbitrary interference with his privacy,
family, home or correspondence, nor to attacks upon his honor and
reputation. Everyone has the right to the protection of the law against
such interference or attacks.’

Although, not specifically mentioned, privacy and data protection of persons
(irrespective of colour, gender, religion, creed, race and place of origin) living in Ghana
could be taken to be among the fundamental human rights and freedoms under the
constitution. The constitution makes provision for privacy of home, property,
correspondence or communication (The Constitution of the Republic of Ghana, 1992).
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The foundation of what originally represented the Ghana’s privacy and data protection
regulation was the 1992 Constitution, which stipulates a right to confidentiality of
personal life (The Constitution of the Republic of Ghana, 1992). The constitution is
however silent on citizens’ privacy of online personal data and protection. Until the
passing of Ghana 2012 DPA, any privacy violation dispute, for example, the Ghana
Football Association (GFA) versus Economic and Organized Crime Office (EOCO)
(Ghana News Agency, 2011c)™, brought before any court of the country was subject to

the interpretation of the presiding judge.

The fact that the United Nations published in December 1990 Resolution 45/95
(Guidelines for the Regulation of Computerized Personal Data Files), gives credence to
belief that the issue of privacy and data protection is very important. This resolution
among other things urges member countries to “develop regulations that require
fairness, accuracy and transparency of data files” (Reilly, 2004, p.629). Until Ghana
passed the Data Protection Act 2012, the government has in some ways ensured that
data or information it collects is secured. For example, the Government started the
construction of a primary and secondary national data centres in 2010 to store national
information (GraphicOnline, 2013). The centre houses a call centre which would fight

cyber security.

Even though the Data Protection Act has been passed, it lacks enforcement, which
raises some concern. For example, the Ghana government can show the presence of
some form of e-government through its website (Government of Ghana, 2013) there is
ignorance and neglect of privacy issues. Another issue is, the Ghana Consumer
Advocacy Centre (CAC), as already mentioned in section 1.2, has as at May 2014
drawn the government attention to the fact “people used the SIM card registration as an
opportunity to retrieve consumers’ personal information to engage in criminal activities,
which leads most of the consumers into trouble” (GraphicOnline, 2014). However, there
is no evidence to show that this has been acted upon. Even though the enforcing body,
the Ghana Data Protection Commission, has already been inaugurated (GNA, 2012),
and more than 2 years since Ghana DPA 2012 was enacted the law is yet to be enforced.

3 This story is discussed in section 2.11
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The national banks which offer online transactions to their customers have not posted
any online privacy policies on their website (Ghana Commercial Bank Limited, 2011,
Bank of Ghana, 2011). However there are presence of privacy policies on the foreign
banks with their headquarters in countries which have enacted privacy laws (Barclays-
Ghana, 2013; Standard Chartered-Ghana, 2013).

Danielsson (2007, p.1361) explains that “the privacy policy of an organisation
documents how personal data should be used by the organisation, including who has
access to which data and under what circumstances, and for how long personal data is
retained before being deleted, or made anonymous and aggregated for further use as
statistics”. The reason for these lacks of privacy policies could be attributed to the non-

enforcement of the DPA.

Now that the Ghana DPA 2012 has been passed, when it comes into force it will be
obligatory for private and public organisations to host a privacy policy. The Data
Protection Commission must enforce it since the policy explains to users how their data

are collected, processed and stored.

The Ghana Minister of Communications (Ghanaweb, 2010) directed all mobile phones
operators to start collecting information aimed at identifying existing and subscribers.
This directive was issued without considering any data protection implications. In other
words the directive was issued without consideration as to how the personal data
collected would be processed, stored and secured. One may argue that since there was
no data protection law in place at that time, the government enforced the directive
without any data protection implications. However, since the constitution makes
provision for privacy as a human right, subscribers’ personal details could not have
been collected arbitrarily without letting them know first and foremost how their data
would be collected, processed and stored. This was a violation of individuals’ privacy,

but there was no protest. The public seemed to have accepted this instance as normal.

In UK not only do mobile phones companies collect data about their customers, they
also retain data about who subscribers call, when they make the call and where they are
when they make the call (BBC NEWS, 2007). For example, in a court case in which a
gang is alleged to have stolen £105,000 in a robbery at Fareham's Nationwide Building
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Society, Jurors were shown mobile phone records which showed the defendants were in
the vicinity of the area before and after the robbery (BBC, 2013). Since the disclosure
was for prosecution of offenders (which is deem as an exemption in the Data Protection
Act) the aforementioned may not be considered as a breach of the UK DPA 1998.

The difference between mobile phone companies in UK and Ghana collecting their
subscribers data is, in UK the data collected is protected under the Data Protection Act

1998 while in Ghana there was no privacy legislation at the time to safeguard the data.

Perhaps the reason why there was no privacy legislation in Ghana until 2012 was that,
there is low privacy risk. This could result from the fact that “the level of computer
literacy and awareness in the country is very low” (Docstoc, 2013). The awareness is
not there, thus the public is not very much concerned about data collected on them, the
purpose or use. It is interesting to note that people are more than willing and happy to
keep their names and contact details in the public telephone directory.

People in Ghana do not really bother themselves with privacy issues until it happens
that someone or an organisation has intruded into their personal life or private matters.
It is interesting to note that most publically aired violations of privacy cases are about
the media publishing private stories about individuals. For instance the Ghana News
Agency (2011a) reports that the “media were disregarding the rights and privacy of
children” when they published “the name of the 14-year-old girl who was alleged to
have murdered her father”. In the absence of Data Protection law at the time the incident
happened there have been other legislations like Juvenile Justice Act which spells the
“protection and privacy of children” thus publishing of the girl’s name by the media
“constituted a violation” of her privacy (Ghana News Agency, 2011a).

It is probable that the reason why it took Ghana a while to enact any privacy legislation
is that, privacy has not been an important issue and also the awareness and
consciousness, as mentioned earlier, is not there. With just 59,086 Internet hosts and
1.297 million Internet access (CIA-World Factbook, 2013) it could be deduced that the
country has not advanced in ICT so much so that privacy would be an important issue
for government to enact legislation on. Another possible reason could also be that the

Government is not concern because the processing and storing of peoples personal data
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is more of manual than computerised, so the threat of someone hacking into an
organisation’s system from a remote site is non-existent or minimal. It is anticipated
that when the Ghana 2012 Data Protection Act is enforced it will make provision for

how personal data can be accessed, collected, processed and stored.

Most organisations in Ghana, especially the state owned banks, do not have privacy
policies (Bank of Ghana, 2011; Ghana Commercial Bank, 2011). It has been more than
2 years since the DPA was passed yet the law is not being enforced to make these
organisations (government departments included) comply with or compel them to come
out with any privacy policy. No individuals, or advocacy/pressure groups, civil societies
have raised any concerns about it. According to Sarnaik (2001), “a civil society is a
public space between the state, the market and the ordinary household, in which people
can debate and tackle action”. He adds that, it “could include any voluntary collective
activity in which people combine to achieve change on a particular issue”. Considering
how privacy issues, as mentioned above, are overlooked in the country suggest low
value of privacy concerns of the people. However, depending on the circumstances,
some individuals, may to some extent, show concern about their examination results,
bank accounts balance, salary and medical records being made public. For instance, due
to the stigma and shame that come to the family, if a person has HIV AIDS he/she
would want it to be kept private and confidential; likewise if student fails his/her exams.
In a situation like this individuals may have privacy concerns because of the

embarrassment and negative impact on the family.

The above discussion suggests the low of value concern organisations (data controllers)
and citizens (data subjects) in Ghana seem to attach to information privacy. Yet the
country is reported to be “ranked among the world’s top 10 countries in cybercrime”
(Warner, 2011; Ghana News Agency, 2011; Ghanaweb, 2009) with its associated
identity theft cases as mentioned in section 1.2. Guermazi and Satola (2005, p.42) write
that:

‘An FBI investigation of global credit card internet fraud revealed

that over $5 million of online shopping fraud was detected to have

generated from Ghana. The report shows that even if credit card

usage is not very common in Ghana, the offenders managed to hack
into credit cards account in Ghana to conduct online transactions.’
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‘Ghana is yet to update its legal environment to respond to such
fraudulent activities. The lack of laws protecting against cyber fraud
simply means that perpetrators of such crimes can still get away. The
implications for the lack of reform can be very costly for Ghana. First
as a result of the FBI report, Internet shopping was banned for
Ghana, credit card holders in Ghana can no longer use their cards to
buy online. The implications for the banks can also be onerous as the
combination of lack of an adequate regime for compliance with
security procedure and for deterrence of cyber fraud threatens to
scare away potential business with wider economic implications for
the country.’

This may have prompted the Ghana Government to pass the DPA in 2012. This study
finds out that the Ghanaian population attitude towards privacy differs from that of the
Western world. It differs more especially in individual’s privacy concerns over online
personal data. While the Ghanaian society has low privacy concern over their online
personal information, previous studies (Belanger and Hillier, 2006; Carter and McBride,
2010) have shown that privacy concern is high among the people developed countries.
The Ghanaian society seems to put their trust in the government; with a notion that it is

the government responsibility to protect the personal information it collects from them.

With Ghana named as the one of the locations mostly notably for online romance scams
(Internet Crime Complaint Center, 2011) and also reported as among top ten countries
in cyber fraud (Internet Crime Complaint Center, 2010), the Data Protection Act 2012
was probably enacted to let the International community see the country is taking
measures to curb the menace. In other words it seems the law was passed to allay the
fears foreign investors and visitors may have over their personal information and hence

increase their trust in the country.

The enactment may have other implications as well. That is, to satisfy the eighth
principle EU DP directive and hence boost trade with EU countries as mentioned in
section 2.9. It could also be taken as compliant with UN, OECD and the ECOWAS

directives.

Considering the account the bad publicity Ghana has in terms cyber fraud, specifically,
the Sakawa menace (Warner, 2011), the passing of privacy and data protection

legislation is timely.
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2.11 Breaches of privacy and data protection

As mentioned earlier, Ghana is already involved with the processing of people’s
personal data. There is even a trans-border flow of data transferred from the US. The
Ghana office of the United States firm, Affiliated Computer Systems - Business Process
Solutions (ACS-BPS) provides remote data entry of medical records for insurance
company Aetna (Turner et al, 2004). ACS sells data processing services to insurance

companies in the US.

Some organisations have breached EU data protection laws by transferring customer
data to outsourcing companies in India. Actually, the European Data Protection
Directive states that: “the transfer to a third country of personal data which are
undergoing processing or are intended for processing after transfer may take place if
...the third country in question ensures adequate level of protection”. According to
Privacy and Data Protection Journal issue of 2004, India did not “have adequate data
protection laws” yet some companies in the EU member states were outsourcing in the

country.

Brooks (2004) wrote about a customer of Lloyds TSB who objected to the fact that his
personal data is transferred to India for processing. According to Brooks, the customer
claims that the bank outsourcing its operations to India is a breach of the UK DPA 1998
and also EU data export laws. Interestingly, the bank has rejected the claims by
maintaining that “it has complied with the Act by putting in place appropriate measures

to protect customer data”.

Perhaps it is the EU Directive that prohibits trans-border flows of personal data which
has prompted India to be working on its privacy legislation for approval. Most EU
countries and the US have been outsourcing in India which is a boost to the Indian
economy. On April 11, 2011 a new privacy and data protection law was passed by the
Indian Government (Dalmia, 2011).

Privacy laws enacted by the EU member states, US, Canada, Australia and other
developed countries seek to safeguard personal data, yet “reports of privacy abuses

abound”. In the UK there are reported incidents of government departments and
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agencies losing sensitive personal data of their citizens. For instance, a medical practice
lost patients’ details including names, addresses and NHS numbers (BBC, 2011);
Sturcke (2008) also reports that “computer discs holding personal information on 25
million people and 7.2 million families had gone missing”; and a Royal Navy officer's
laptop which contained the personal details of 600,000 people who had applied to join
the UK armed forces got stolen. The US has also had reported cases of privacy
breaches. The Identity Theft Resource Center 2009 Data Breach Statistics report

showed that 222,477,043 records were exposed from 498 private data breaches.

The US Department of State (2011) reports that even though Ghana 1992 constitution
prohibits “arbitrary Interference with privacy, family, home, or correspondence...the
government sometimes infringed on privacy rights. The report adds that “although the

law requires judicial search warrants, police seldom obtained them in practice”.

It is evident that “even when privacy legislation is enacted, it does not guarantee good
privacy practice, even on the part of government agencies” Appel (2006). It therefore
suggests that the passing of Ghana’s DPA 2012, commendable effort by the
government, will not totally eliminate or prevent possible privacy violations in the

country. It may at best reduce occurrences when enforced.

Ghana News Agency (2011c) reports that on December 8, 2010, the Economic and
Organised Crime Organisation (EOCO), a government law enforcement agency, in
executing an order of the court, proceeded to the offices of the Ghana Football
Association (GFA) (which is also a government agency) and took away some
computers and documents. The EOCO also took away mobile phones of some of the
GFA's personnel as well. The GFA filed an application in the Human Rights Court
against EOCO for breaching their rights and privacy. The trial judge in a ruling said the
EOCO had exceeded its statutory mandate and by so doing violated the privacy of GFA.

2.12 E-government and privacy

Moon and Welch (2005, p.258) have identified high levels of concern about security
and privacy as one of the factors that slows the implementation of e-government
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initiatives. Arnesen and Danielsson (2007, p.1358) identify some examples of threats to

privacy in the implementation of e-government as follows:

e Data collection capabilities increase as new technology for continuous
and automatic data collection is introduced. Examples of such
technologies include digital video surveillance, biometric identification
and radio frequency identification (RFID).

o Data processing capabilities are rapidly increasing. The very existence
of large amounts of stored personal data, together with the availability
of sophisticated tools for analysis, increases the probability for misuse
of data.

e There is a trend towards integration of formerly separated governmental
services, including physical offices. Providing a single point of contact is
more user friendly, but it may also provide an attacker with a single
point of attack.

e Outsourcing of services (e.g., customer relationship management) is
increasingly popular both among companies and governmental
organizations. Those who deliver such services to many customers have
a unigue opportunity to gather personal information from many different
sources. If services are outsourced across country borders, and perhaps
in several layers, responsibilities soon become unclear.

e Even if the organization responsible for stored personal information
does not have malicious intents, one cannot expect all its employees to
be equally trustworthy. Disloyal employees are a severe threat when
increasing amounts of information are stored.

e Tax records and other public records made available on the Internet
enable efficient searches and aggregation of information about
individuals. ldentity thefts and fraud are common uses of information
gathered in this way.

These threats are of global concern to on-line users. The speed at which governments
are enacting or amending privacy legislation attest to this fact. An aim of countries
developing or enacting privacy and data protection laws is to safeguard the privacy and
personal data of their citizens. One can also say that it is to promote economic growth,
security and to meet international standards. For instance, without the passing of Safe
Harbor Agreement in the US, it would not have been possible to legally transfer airline
passenger data from EU member countries to the US authorities; and also it would not
have been possible for organisations in the same EU member states to legally transfer
personal data of individuals to the US for whatever purpose. This is due to the initial
requirement that, organisations in EU countries can only transfer data to another country

which has ‘adequate’ systems for the protection of personal data in place.
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2.13 Summary

E-government involves governments using ICT as a means to deliver services and
information to citizens. ICT is the “enabled route to achieving good” (Heeks 2001) e-
government implementation. There are benefits to be gained from the provision of e-
government facilities to citizens, notably cost savings to the government and
convenience to the citizens. “These benefits, however, do not come without cost: lost of

privacy” (Privacy Working Group, 1995).

Comparing the privacy principles adopted by various countries shows that, even though
stated differently, the meaning is the same. These principles set out guidelines as to how
personal data of individuals are collected, processed and secured. The only main
difference is the transfer of data across international borders. While principle eight of
the EU Directive specify that personal data must not be “transferred to any other
country without adequate protection in situ”, the 1994 US Privacy Act does not mention
it. It is for this reason that Safe Harbor was introduced — “to deal with international
transfers of personal data” from the EU to US.

This literature review showed that even though some public and private organisations
offer online services to Ghanaian citizens no privacy policy and statements have been
posted on their websites. Currently the new privacy law to regulate data collection of
individuals in Ghana is not being enforced. This may account for the lack of privacy
policies on the organisations websites.

The literature search revealed previous studies’ (Cullen, 2009; Bellman et al., 2004;
Milberg et al., 2000; Milberg et al. 1995) findings which suggest that a country’s
cultural dimensions may influence citizens’ concerns about information privacy and
even their adoption of e-government. Ghana was identified as a collectivist society,

which suggests the people have low privacy (Hofstede et al., 2010).

The literature review identified digital divide, equity issues, management, law and ICT
policy, inadequate ICT infrastructure, and privacy and security as possible hindrance to

the successful implementation of e-government.
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2.14 Conclusion

Even though this literature review finds that Ghanaians have low privacy concerns,
which is in contrast to developed countries; Ghana’s new Data Protection Act 2012 and
the privacy policies of some organisations/institutions within the country are all based
upon western conceptions of privacy, especially the EU.

Now that the Ghana Data Protection Act 2012 has been passed by parliament every
organisation, including government departments and agencies should be made to
embrace data protection positively. Staff should undergo training to know their
obligations towards protection of customers’ personal information and also the
consequences and implications of data privacy breach. A report on the government
website reveals that the only time a workshop was organised only a few government
officials attended (Government of Ghana, 2012); suggesting how little insignificance

the public attached privacy and data protection issues.

The Ghana Government has made an effort to bridge the digital divide however, due to
inadequate computers, slow Internet connectivity and non-availability of staff with the
requisite level of knowledge and skills, the level of achievement has not been as desired.

The CIC project, for instance, may have achieved some little success where “‘today
people living in poorer neighborhoods may be able to surf the web from...community
centers...but this is not the same as having automatic access via high-speed connections
at home and at the office’” (Norris, 2001, p. 92).

E-government is the use of ICT by Governments to offer electronic services to their
citizens. ICT is a major factor in the implementation of e-government with a range of
associated privacy and data protection issues. E-government cannot be implemented
without the provision for PDP. As identified by Howley et al (2002, 2004) IS staff are
playing an important role to the provision of PDP. Thus it can be concluded that apart
from Government officials and the civil servants, IS staff have also have a contribution
towards e-government processes. These contributions of IS staff are very important
since in this ICT age, any e-government implementation without PDP consideration can

be very risky and costly.
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Due to low literacy rate and inadequate technology infrastructure the question of
whether the implementation of e-government will be a success is still very much an

open one.

The current Internet penetration rate of 14.1% suggests that more than half of the
citizenship will not have access to e-government services if government does not take
steps to bridge the digital divide. This indicates that what the citizens need most is
Internet accessibility and the skills to use the new technology and not privacy and data

protection legislation.

Even though Internet penetration is still low it has made progress since the year 2005.
According to the World Bank and ITU Internet usage has increased 9% since then. The
increase in Internet activity has also come with increase in cyber fraud called “Sakawa”
(Warner, 2011) in local parlance. This poses a privacy risks to the e-government users.
Privacy and data protection must therefore be in place to safe guard the online personal

information of users.

E-government is a key factor for governments in providing better, efficient and effective
services to their citizens. Likewise privacy and data protection is crucial to the
implementation of e-government. Despite the potential benefits of e-government

individuals are wary of its use, due to the privacy risks to their personal information.

Carter and McBride (2010) point out that “when conducting transactions over the
Internet it is necessary for [government departments and] agencies to collect data from
citizens, therefore collection is integral to the success of e-services”. In a situation
where citizens submit false personal data due to mistrust in government and for that
matter fear of violation of their personal data by government workers is a hindrance to
the successful implementation of e-government. Therefore, privacy regulation cannot be
an afterthought in the implementation of e-government; it should be incorporated from

the initial design and throughout implementation of any e-government project.

There is no empirical evidence to show a similar study has been conducted in
developing countries, especially, in Sub-Sahara Africa, such as Ghana. Previous studies
which sought to investigate privacy and data protection issues in e-government
implementation were undertaken with the survey or fieldwork conducted in developed
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countries. For instance, Belanger and Hiller (2006) study is the one that comes close to
the research phenomena being understudied. They sought to find a framework for
understanding the implications of privacy in the electronic federal government.
However, the study was undertaken in the US. Similarly, Beldad et al (2011), in a study,
also investigated the factors influencing Dutch Internet users’ perceptions of the risks in
disclosing personal data for e-government services. This was an Internet-based survey
which was implemented in The Netherlands, a developed country. This study therefore
seeks to contribute to knowledge by investigating privacy and data protection issues that

arises when e-government is introduced in a developing country like Ghana.

The next chapter discusses the theoretical framework of the research. It lays out the
theoretical framework that examines the impact of national culture on privacy concerns

of citizens in the implementation of e-government.
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3 Chapter Three: Theoretical Framework

3.1 Introduction

Chapter 2 set the scene for the study regarding the crucial role of privacy and data
protection in e-government implementation in a developing country like Ghana.
Employing Hofstede’s dimensions of national cultural model this chapter lays out the
theoretical framework that examines the impact of national culture on privacy concerns

of citizens in the implementation of e-government.

Research questions, as already highlighted in section 1.7, guiding the study are as

follows:

e To what extent is privacy and data protection crucial to e-government?
e What current issues or challenges, regarding Ghana’s e-government

implementation, do stakeholders consider particularly significant issues?

The research questions sought to explore the role of privacy and data protection in e-
government implementation. They also aimed at identifying factors which affect e-

government implementation and empirically investigate the relationship between them.

This chapter discusses the theoretical framework of the research. There are many
theories that IS researchers have employed to investigate individuals adoption and use

of new technology like e-government. The most common ones include:

e Davis’ (1989) technology acceptance model (TAM);

e Rogers’ (2003) diffusion of innovation theory (DOI);

e Venkatesch et al.’s (2003) unified theory of acceptance and use of technology
(UTAUT); and

e Hofstede’s (1980) dimensions national culture model.

The theory that is used is Hofstede’s dimensions of national culture (Hofstede et al.,
2010, p.31). Kagitcibasi (1997, p. 11) points out that, “Hofstede's [theoretical]
framework is still the most comprehensive comparative study in terms of both the range

of countries and the number of respondents involved”.
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3.2 Hofstede’s national culture model

The Hofstede’s cultural dimensional model (Hofsetde et al., 2010, p.31) was developed
by Geert Hofstede. He worked on the problem of employees’ values orientations in the
1970s. He undertook a large scale research in the IBM multinational corporation and its
subsidiaries in 40 countries (he later increased the number to 50 countries). His research
involved analysis of 117,000 reports which comprised a wide range of professions. He
sought to see the differences in the system of national values. He analysed the value
orientations of IBM employees who had similar problems in different countries and
nevertheless gave different answers to the same questions. From the statistical analysis
of the answers, he formulated a four-factor** dimensional model of national cultural
differences namely: power distance (from small to large), individualism versus
collectivism, masculinity versus femininity and uncertainty avoidance (from weak to
strong). He defined dimension as “an aspect of a culture that can be measured relative to
other cultures” (Hofsetde et al., 2010, p.31)".

Previous studies (Cullen, 2009; Milberg et al., 2000; Bellman et al., 2004) have shown
that the four dimensions of culture, aforementioned, affect relationships within an
organisation (and for that matter country), and may influence citizens’ concerns about
information privacy. In the same vein, Zhao (2011) and Kovaci¢ (2005) employing
these dimensions in separate studies found that worldwide e-government readiness and

its components are related to culture.

Among the Hofstede dimensions of national culture, uncertainty avoidance index has
been identified as the most influential dimension affecting the adoption of 1S (Sundqvist
et al. (2005); de Luque and Javidan, 2004; Straub, Keil and Brenner, 1997). Similarly,
previous studies (Cullen, 2009; Bellman et al., 2004; Milberg et al., 2000) have
identified individualism versus collectivism as the most influential national culture

dimension affecting information privacy.

1 Hofstede’s model of cultural differences is now made up of six dimensions (Hofstede et al., 2010, p.31)
— the other two dimensions, long-term orientation and indulgence versus restraint, are briefly explained
in section 3.6 below.

15 The information in this paragraph was extracted from Hofstede et al. (2010).
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3.3 Criticism and limitation of Hofstede’s national culture model

Hofstede's work has attracted criticisms from some researchers notably, Ailon (2008),
Baskerville (2003) and McSweeney (2002a). For instance, Ailon’s (2008) study of
Hofstede’s work reveals several inconsistencies in both theory and methodology and
therefore cautions researchers against an uncritical reading of Hofstede's cultural
dimensions. Baskerville (2003) also identifies problems such as: “(i) the assumption of
equating nation with culture (ii) the difficulties of, and limitations on, a quantification of
culture represented by cultural dimensions and matrices; and (iii) the status of the

observer outside the culture”.

Among these critiques, McSweeney (2002a) is the most cited critique (from Google
Scholar search). McSweeney (2002a) main argument is that results extracted from a
company level, irrespective of how multinational the research participants are'®, cannot
be generalised to a nation. He supports his argument with the fact that: IBM Company,
as a micro-location, is not typical of a nation; and that its employees are not
representatives of a country. He also points out that, the main dimensions of culture
cannot be identified by a questionnaire. McSweeney (2002a) had a problem with the

sampling to which he said “was flawed, being sparse and unevenly distributed”.

To make a case for how valid and reliable his national culture model is, Hofstede (2009;
2003; 2002) has painstakingly responded to the critics mentioned above. To
McSweeney (2002) criticism, in particular, Hofstede (2002) responds that, what was
measured in his study were differences between national cultures; and that the IBM set
of data consisted of unusually well matched samples for an unusually large number of
countries. He added that “the country scores obtained correlated highly with all kinds of
other data, including results obtained from representative samples of entire national
populations” (Hofstede, 2002).

Ailon (2009), Baskerville-Morley (2005) and McSweeney (2002b), still not satisfied
with aforementioned responses, have counter-responded to insist that Hofstede’s

national culture model is relied “on fundamentally flawed assumptions and the evidence

16 The emphasis is mine.
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of the predictive capacity of those depictions is contrived (confirming not validating)”
(McSweeney, 2003).

The many criticisms of Hofstede’s work from these researchers and the responses from
Hofstede himself may probably be due to the fact that “culture is so complex and
dynamic; problems of reliability and validity make it difficult to measure” (Davidson,
2009).

The next section highlights attempts made by this study to avoid the criticisms raised

about Hofstede’s work and the rationale for employing the model.

3.4 Rationale for employing Hofstede’s national culture model

In spite of these criticisms, researchers (see tables 3.2 and 3.3 below) in the field of IS
continue to employ Hofstede’s national culture model in their studies. Jones and Alony
(2007) study into the arena of information systems proving IS scholars additional
insight into Hofstede work concluded that it “is the most widely cited in
existence...[and] remains the most valuable piece of work on culture for both scholars
and practitioners”.

This study’s attempt to avoid the criticisms raised about Hofsteds’s work is presented in
table 3.1. It, in particular, addresses the issue of methodology, in terms of data

collection appropriateness.

Limitations of Hofstede’s Evaluation based on this research
study

Data collection Hofstede’s study was criticised for using
appropriateness surveys. Considering the concern of using

surveys as the data collection method, this
study used one-to-one in-depth interviews and
focus group interviews as a mechanism to
collect data. The researcher believed this study
will benefit by using interviews, as
understanding the culture in depth can be
aided by asking more leading questions as
appropriate. For example, the researcher
sought to explore why in spite of the potential
benefits e-government in terms of convenience
and cost, some Ghanaians would still want to
use traditional government services; and
whether the reasons presented by participants
have any cultural connotations.
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One company approach To avoid this limitation, the study involved
collecting data from multiple organisations,
for example Government’s ministries,
departments and agencies as well as
universities, Internet Service Providers and the

general public.

Data too old As presented in chapter 5 new data was
collected for the study .
Cultural heterogeneity Hofstede assumes national culture to be

homogeneous. To avoid assumption of
cultural homogeneity, this study collected data
from smaller groups (comprising the
stakeholders — e-government providers and
users) such as academic community,
politicians, civil servants, students.

Table 3.1: Review study based on Hofstede’s limitations

Adapted from Sutharshan (2013)

Hofstede’s dimension of national cultural model has a bearing to this study. As

presented in table 3.2 below, previous studies have employed this model to show that

the national culture affects relationships within an organisation (and for that matter

country), and may influence citizens’ concerns about information privacy.

Study title

Source

Culture, identity and information privacy in the age of digital
government

Cullen (2009)

International differences in information privacy concerns: A global
survey of consumers

Bellman et al. (2004)

Does national culture influence consumers’ evaluation of travel
services? A test of Hofstede’s model of cross-cultural differences.

Crotts and Erdmann
(2000)

Information privacy: Corporate management and national regulation

Milberg et al. (2000)

Values, personal information privacy, and regulatory approaches

Milberg et al. (1995)

A field experiment comparing information-privacy values, beliefs, and
attitudes across several types of organizations

Stone et al. (1983)

Table 3.2: Examples of researchers that employed Hostede’s model in their study of information privacy

Table 3.3, also highlights previous studies that have examined the influence of national

culture in e-government adoption. Kovaci¢ (2005), for instance, conducted an analysis

of the impact national culture has on e-Government readiness and its components for 95

countries by using Hofstede’s dimensions of national cultures. Employing the

dimensions, Zhao (2011) also examined empirically whether national culture has an

impact on e-government development in 84 countries around the world.
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Study title Source

The surprisingly low effect of national culture on e-government Akkaya et al. (2012)

adoption: a cross-cultural comparison

Impact of national culture on e-government development: a global Zhao (2011)

study

The impact of national culture on e-government implementation: a Ali et al. (2009)

comparison case study

E-government adoption: A cultural comparison Carter and
Weerakkody (2008)

The impact of national culture on worldwide egovernment readiness Kovacic (2005)

Table 3.3: Examples of researchers that employed Hofstede's model in their study of e-government adoption

As seen in tables 3.2 and 3.3, previous researchers have used Hofstede’s dimensions of
national culture model to investigate the two phenomena understudy (that is, privacy
and data protection and e-government implementation) separately. Unlike the previous
studies mentioned above in this section, the use of the model in this study focuses on the
combination of these two important areas at the same time. The model is used in this
study, as the theoretical framework, to discuss the impact of culture on privacy and data
protection (for example privacy concerns) in e-government implementation in

developing countries in Sub-Saharan Africa, with particular focus on Ghana.

The sections in this chapter explain what culture is and also discuss Hofstede’s
dimensions of national cultures. The influence of national culture on privacy and data

protection and e-government implementation is also discussed.

3.5 What is culture?

A literature search for the meaning of culture resulted in a variety of meanings. The
study therefore limits itself to the definitions which are in the context of the phenomena
understudied. Hofstede et al. (2010, p.516) define culture as “the collective
programming of the mind distinguishing the members of one group or category of
people from others™. McCort and Malhotra (1993, p.97) cites Taylor (1871) as defining
culture “the complex whole which includes knowledge, belief, art, morals, custom and
any other capabilities and habit acquired by man as a member of society”. This
definition relates very well to Ghanaian culture. Belief for instance, plays an important

role in the choices and decisions people take."’

7 Researcher personal view
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Culture is what makes people from one country different from the other. The differences
may due to their “knowledge, belief, art, morals, custom and any other capabilities and
habit acquired by man as a member of society” McCort and Malhotra (1993, p.97).
Chen (2001, p.56) highlights the importance of culture by stating that *...to understand
a person’s communication behavior or to communicate effectively with a person from a
different culture, it is first necessary to understand the person’s culture”. Akkaya et al.
(2012) point out that national culture shapes the values, norms and behaviours of
individuals. They therefore recommend that *“governments should offer services
considering the cultural characteristics of their nations” It is probably for these reasons
why e-government researchers, for instance, Zhao (2011) and Kovaci¢ (2005),
employed Hofstede national culture model to examine the e-government readiness of
countries and the impact it has on countries’ e-government development. Similarly, in
Bellman et al. (2004) study, as mentioned in section 3.2 above, they found out those
differences in internet privacy concerns are due to the different cultural values that

countries have.

As shown in table 3.4, the dimensions of national culture, as identified by Hofstede,
correspond to significant issues in social life, which are: identity, hierarchy, gender and

truth respectively (Hofstede et al., 2010).

Hierarchy has to do with the extent and nature of
inequality between people and groups, and whether or
not this is seen as natural or not. The "power distance’ in
different countries varies according to prosperity -
generally in more wealthy, there is a smaller power
distance between individuals, this becomes larger is less
wealthy countries.

Power distance Hierarchy

Identity has to do with the relationship between the
individual and the group. Collectivism is an adaptation
Identity to poverty and limited resources and individualism as an
adaptation to wealth and plenty. As societies become
wealthier, they move towards individualism, but remain
collective as they deal with the challenge of scarcity.

Individualism versus
collectivism

Unequal role distributions between men and women are
consistent with tougher societies because there is more
Gender emphasis on achievement and fighting and less on caring
and compromise. Where there is more equal role
distribution, a more ‘feminised’ society results. Unequal
role distribution equates to masculine, equal

Masculinity versus
femininity
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distributions would equate to feminine societies.

Anxiety and the search for (the) truth are closely related.
Cultures which are concerned with Truth with a capital
Truth ‘T" are usually unfriendly to outsiders. What is different
is dangerous. This is referred to by Hofstede as
‘Uncertainty Avoidance’ in contrast to Uncertainty
Tolerance.

Uncertainty
avoidance

Table 3.4: The basic issues of society (that societies respond to, to produce ‘culture’)
Adapted from Davidson (2009)
The four dimensions, as preesented in the above table, are discussed in detail in the next
section vis-a-vis their influence in information privacy and e-government

implementation.

Kumaraguru and Cranor (2006) in a study state that culture affects a population’s
attitude toward privacy. Similarly, drawing on cross-cultural research in IS adoption and
diffusion, Akkaya et al. (2012) posit that “differences among adoption behaviors of
nations may be attributed to cultural differences”. They add that “national culture
shapes the core values and beliefs of individuals, which in turn influence attitudes and
behaviors”. It is in the light of this that, Hofstede’s national culture of dimensions
model is being employed in this study to investigate the influence of culture in e-

government implementation in Ghana.

The next section discusses Hofstede’s cultural dimensional model with particular focus

on Ghana.

3.6 Discussion of Hofstede’s national culture model

National cultural dimensions, as presented in table 3.5 below, affect relationships within
an organisation (Hofstede et al., 2010, p.31), and for that matter a country. The table is
an adapted version of Hofstede national cultural dimensional model and it is used here
to discuss how attitudes towards privacy and e-government adoption in a society (in

particular Ghanaian society) are influenced by its cultural orientation.

Dimension What it means Score - Ghana
It is the extent to which the less
Power distance powerful members of institutions and 80 - Large power

PDI (from small to large) | organisations within a country expect distance society

and accept that power is distributed
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unequally.

IDV

Individualism versus

It is the degree of interdependence a

15 - collectivist

collectivism society maintains among its members. | society
. It is what motivates people, wanting to
MAS :‘\gr?]i%lmlrt];% VEISUS 1 he the best (mz_:lsculine) or liking what fnoascluol\i,\rlm society
you do (feminine).
The extent to which the members of a
Uncertainty culture feel threatened by ambiguous or | 65 — Strong
UAI | avoidance (from unknown situations and have created uncertainty avoidance
weak to strong) beliefs and institutions that try to avoid | society

these is reflected in the UAI score.

Table 3.5: Cultural dimensions of Ghana
Source: Hofstede et al. (2010, p.31) and Hofstede (2014)

Ghana’s dimensional scores as indicated in table 3.5 and figure 3.1 depict the country as

a large power distance, collectivist and strong uncertainty avoidance society. Its score of

40 in the masculinity dimension expects Ghanaians to have low value for privacy

concerns.

Ghana

100
80

80

60 -

40 -

Scorces

PDI

UAI=U

PDI - Power Distance

MAS — Masculinity

tainty
Y

avoidance

40
15 I
IDV MAS UAI

Culltural dimensions

LTO

IVR

Figure 3.1: National cultural dimensions of Ghana

Adapted from Hofstede (2014)

As already mentioned in section 3.2 and shown in figure 3.1, Hofstede’s model of

cultural differences is made up of six dimensions (Hofstede et al., 2010, p.31). The two

'8 Hofstede et al. (2010, p.156) caution readers not to be confused about femininity with feminism. They
explain that feminism is an ideology that wants to change the role of women in society. In the context of
this study, femininity is used for countries that scored from 0-49 in the masculinity dimension.
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additional dimensions are long-term orientation (LTO)*® and indulgence versus
restraint (LVR)%.

For the purpose of this study, only power distance (from small to large), individualism
versus collectivism, masculinity versus femininity and uncertainty avoidance (from
weak to strong) are discussed. The two latest additional dimensions would not be

discussed since there are no available scores on them for Ghana.

3.7 Power distance

Hofstede et al. (2010) explain that power distance is “the extent to which the less
powerful members of institutions and organisations within a country expect and accept
that power is distributed unequally”. It is the conviction of very many people from
large power distance societies that “whoever holds the power is right and good” (as
highlighted in table 3.6 below) and, by extension, could be trusted with their personal
details. It also suggests that citizens from such society are more likely to comply with

directives from the government.

Power distance

Small power distance Large power distance
The use of power should be legitimate and Might prevail over right: whoever holds the
follow criteria of good and evil. power is right and good.
Subordinates expect to be consulted. Subordinates expect to be told what to do.
Less powerful people and more powerful Less powerful people should be dependent.
people should be interdependent.
Inequalities among people should be Inequalities among people are expected and
minimized. desired.
Scandals end political careers of those Scandals involving power holders are usually
involved. covered up.

Table 3.6: Extracts of the key differences between small- and large-power distance societies
Source: Hofstede et al. (2010, p.72, p.76, p.83)

9 This dimension is the extent to which a society shows a pragmatic future-oriented perspective rather
than a conventional historical short-term point of view. Societies with a short-term orientation generally
have a strong concern with establishing the absolute truth. They are normative in their thinking. They
exhibit great respect for traditions, a relatively small propensity to save for the future, and a focus on
achieving quick results (Hofstede et al., 2010).

2 Indulgence stands for a society that allows relatively free gratification of basic and natural human
drives related to enjoying life and having fun. Restraint stands for a society that suppresses gratification
of needs and regulates it by means of strict social norms (Hofstede et al., 2010).
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As shown in figure 3.1, Ghana scores 80 in this dimension, this makes it a large power
distance society, which suggests Ghanaians are expected to have high levels of privacy

concerns.

3.8 Individualism

Hofstede et al. (2010) explain that individualism is “the degree of interdependence a
society maintains among its members”. Its opposite, collectivism**, represents a
preference for a tightly-knit framework in society in which individuals can expect their
relatives or members of a particular in-group to look after them in exchange for
unquestioning loyalty. This means that in collectivist society, intrusion is acceptable and

it is not viewed as breach of individuals’ privacy.

According to Hofstede et al. (2010) “the right to privacy is a central theme in many
individualist societies that does not find the same sympathy in collectivist societies,
where it is seen as normal and right that one’s in-group can at any time invade one’s
private life.” In the latter, “private life is invaded by group(s)” (see table 3.7 below)
which does not raise any privacy concerns among the people. The implication of this is
that, people from this society are more likely to accept the intrusion by groups
(government and organisations) into their personal life without much of a concern for
their personal privacy. They provide personal information to these groups without much
of a thought of the risks involved. For instance, a low dimensional index score of 15 by
Ghana (see figure 3.1) portrays the country as a collectivist society. It suggests,
Ghanaians are more likely to accept intrusion by government and its agencies into their
private life (Hofstede et al, 2010, p.130).

This was evident in the mobile phone SIM card registration in 2010 (Ghanaweb, 2010;
Malakata, 2010) which was discussed in Chapter 2. It gives credence to the reason why
the directive by government to all mobile phone companies in the country to register all
their subscribers was successfully carried out. As mentioned in Chapter 2, even though
the directive raises privacy concerns the people complied without resistance. There is an

implication for this in the context of the e-government implementation. It implies that

2L A collectivist society is a society or country that has a dimensional score of 0-49 (Hofstede et al.,
2010).
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Ghanaians are more likely to access e-government services without having too much

concern about their privacy.

As highlighted in table 3.7, in a collectivist society like Ghana, “people are born into
extended families” which make them “interdependent” Hofstede et al. (2010). It means
that things that people do privately, for example committing adultery, lead to shame to
oneself and the extended family. “Whether shame is felt depends on whether
infringement has become known by others. This becoming known is more of a source of
shame than the infringement” (Hofstede et al., 2010, p.110). It suggests that people in

Ghana are more likely to protect private matter than online personal information

privacy.
Individualism

Collectivist Individualist
Private life is invaded by group(s). Everyone has a right to privacy.
People are born into extended families or Everyone grows up to look after him- or herself
other in-groups that continue protecting and his or her immediate (nuclear) family only.
them in exchange for loyalty.
Interdependent self. Independent self.
Consumption patterns show dependence on | Consumption patterns show self-supporting
others. lifestyles.
Relationship prevails over task. Task prevails over relationship.
The Internet and email is less attractive and | The Internet and email hold strong appeal and are
infrequently used. frequently used to link individuals.

Table 3.7: Extracts of the key differences between individualist versus collectivist society
Source: Hofstede et al. (2010, p.155, p.165, p.180)

The findings of other empirical studies (Bellman et al., 2004, Milberg et al., 1995,
2000) show that the level of individualism-collectivism influences the privacy concerns

of personal information submitted online.

3.9 Masculinity
It is what motivates people, wanting to be the best (masculine) or liking what you do

(Hofstede et al., 2010). Societies with high masculinity (MAS) scores tend to place
greater emphasis on achievement and material success, and possibly on the economic
benefits of using private information, over caring relationships and quality of life
(Bellman et al., 2004). Its opposite, femininity, stands for a preference for cooperation,
modesty, caring for the weak and quality of life. Society at large is more consensus-
oriented. Ghana’s score of 40 on this dimension is relatively low. This means that the
dominant values in the Ghanaian society are caring for others and quality of life.

72

www.manaraa.com



Masculinity
Feminine Masculine
Relationships and quality of life are Challenge, earnings, recognition, and advancement
important. are important.
The Internet is used for rapport building | The Internet is used for fact gathering.
Permissive society Corrective society
Welfare society, help for the needy Performance society ideal; support for the strong

Table 3.8: Extracts of the key differences between masculinity versus femininity
Source: Hofstede et al. (2010, p.113, p.117, p.124, p.130)

As highlighted in table 3.8, individuals in the feminine society cherish “relationships
and quality of life”. They are tolerant of each other; and tend to have little privacy

concerns.

3.10 Uncertainty avoidance

Hofstede et al (2010) explain that the extent to which the members of a culture feel
threatened by ambiguous or unknown situations and have created beliefs and
institutions that try to avoid these is reflected in the UAI score. Ghana’s score of 65
makes it a strong uncertainty avoidance society. According to Bellman et al. (2004),
societies with a strong uncertainty avoidance index tend to reduce uncertainty by
embracing clear written rules and regulations, and may be more likely to introduce

higher levels of government regulation of privacy.

Uncertainty avoidance

Weak uncertainty avoidance Strong uncertainty avoidance
Comfortable in ambiguous situations and Acceptance of familiar risks; fear of ambiguous
with unfamiliar risks. situations and of unfamiliar risks.
What is different is curious. What is different is dangerous.
Belief in generalist and common sense Belief in experts and technical solutions
Citizen protest is acceptable Citizen protest should be repressed
Citizens trust politicians, civil servants, and | Citizens are negative toward politicians, civil
the legal system. servants, and the legal system.
There is fast acceptance of new features There is hesitancy toward new products and
such as mobile phones, email and the technologies.
Internet.

Table 3.9: Extracts of the key differences between weak and strong uncertainty avoidance
Source: Hofstede et al. (2010, p.203, p.208, p.217, p.223)

Table 3.9 portrays individuals from strong uncertainty avoidance society to see what is
different as dangerous. Unlike weak uncertainty avoidance society, “there is hesitancy

toward new products and technologies” (Hofstede et al., 2010). In other words, the
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willingness to use e-government services by individuals from low uncertainty avoidance
is more likely than individuals from high uncertainty avoidance. These suggest that,
Ghana’s high score in uncertainty avoidance index dimension can negatively affect

people acceptance and usage of e-government services.

Having discussed the Hofstede’s dimensions of national culture model, with particular
focus on Ghana, the next section explores how the dimensional scores affect privacy
and data protection and e-government implementation in Ghanaian society.

3.11 Influence of culture on PDP and e-government in Ghana

As already discussed in section 3.3, cultural values are a set of strongly held beliefs that
guide the attitudes and behaviour of people in a society (Bellman et al., 2004). Previous
studies have been carried out to find out how national culture influences privacy and
data protection and individuals adoption and use of electronic services. Kumaraguru and
Cranor (2006) for instance found out that culture affects a population’s attitude toward
privacy. Similarly, Crotts and Erdmann (2000, p.410) also found out that “national
cultural differences are one of many forces influencing consumer [citizen] decision
making” in their adoption of a service. In view of this, Hofstede’s dimensions of
national culture as explained above are used to discuss their influence on privacy and

data protection and e-government implementation in Ghana.

3.11.1 Culture in privacy and data protection

As was mentioned in section 3.6, in a collectivist society like Ghana, things that people
do privately (and are deemed as taboo or against the norms of the society) lead to
shame. “Whether shame is felt depends on whether infringement has become known by
others. This becoming known is more of a source of shame than the infringement”
(Hofstede et al., 2010, p.110). This means Ghanaians are more wont to be concerned

about their personal life or private matter than their online personal information privacy.

Stone et al. (1983) define personal information privacy, as “the ability of the individual
to personally control information about oneself”. What this definition means to an

individual in a collectivist society, like Ghana, is the ability to control his or her private
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matter from becoming public, especially, personal matter that might bring shame to the

family.

In other words, individuals are more likely to safeguard personal private matters
(especially if they are negative or things that the society disapprove of and will bring
shame to the family) than personal online data. In such situations, individuals’ privacy
concerns are more about preventing or protecting private matter that might cause
damage to ones reputation from the public domain. However, in the Ghanaian society,
“private life is invaded by group(s)” (see table 3.7). Hofstede et al. (2010) explain that,
this does not raise any privacy concerns among the people and it is accepted by the

people as normal.

The implication of this to Ghana as a collectivist society is that people are more likely
to accept the intrusion by groups (government and organisations) into their personal life
without much of a concern for their personal privacy. They provide personal
information to these groups without much of a thought of the privacy risks involved.

This suggests the Ghanaian people have low privacy concerns.

As mentioned in Chapter 2 and section 3.6, the mobile phone SIM card registration in
2010 is an example of organisations or government institutions intruding on peoples’
privacy, yet there seem not to be any protest, and it is deem acceptable. Even though the
registration raises privacy concerns but due to the collectivist nature of the people it was
faithfully complied with. As pointed out by Totterdale (2012) people from a collectivist
society tend to have more trust which suggests “perhaps less concern over the use of

personal information and general privacy concerns”.

Makulilo (2012) points out that “collectivism denies an individual a space to advance
[a] claim for privacy”. He found out in a study that although “collectivist culture is an
important factor in explaining the limited state of privacy in Africa [Ghana included], it
iIs not a catch-all phenomenon”. He adds that “instead, technological, economic,
political and social processes have significantly affected privacy consciousness and

consequently the systems of privacy and data protection in the [African] continent”.

According to Makulilo (2013), “commentators in the field of data privacy are in

agreement that the adoption of data protection legislation outside of Europe is largely a
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result of the influence of the European regime of data protection.” Particularly, “the
Directive dealing with data transfers to countries outside of the EU have an absolute
impact on the data protection policies of every nation that trades with an EU member”
(Hobby, 2005). A review of Ghana DPA 2012 supports the aforementioned. The Act
incorporates the principles of UK Data Protection Act 1998 (which in itself resulted
from EU Directive 95/46/EC). Just like the UK Information Commissioner Office, the
Act makes provision for a supervisory authority to enforce the law. There is one major
difference though. Whereas, Ghana’s DPA 2012 is silent on the international transfer of
personal data, the EU Directive is binding for all member countries to ensure

“adequate” protection for transfer of personal data outside the EU.

Due to its influence in the other jurisdictions the EU Directive 95/46/EC has been
identified as the “most influential instrument of all international codes of data protection
policies in the world” (Kuner, 2011). Makulilo (2013) attributes the influence to be
“mainly from the Directive’s spillover effect”. It seems what might have caused the
Directive to have so much influence globally is the Article 25 of the EU Directive,
which among other things enjoins member countries to ensure an “adequate” level of
protection of personal data transfer to countries outside the EU. This implies countries
that want to boost trade relationship with the EU, must comply with the Directive, at

least with respect to data from the EU.

This means countries outside the EU, Ghana included, are enacting privacy and data
protection laws, not just to protect the personal details of their citizens but for economic
reasons. However, “no country likes to feel the downward pressure of being dictated to
concerning issues that may have significance in terms of a nation’s ability to regulate its
own affairs, ergo national sovereignty, simply because of economic leverage” Hobby
(2005).

The aforementioned suggest Ghana, for instance, with its low concern for privacy due to
its cultural collectivist nature would not have bothered to enact the DPA 2012 at the
time it did. It would have taken some time since citizens privacy concerns were not an
issue. Bellman et al (2004) and Milberg et al (1995) found out that countries implement

privacy and data protection legislations when there is growing concerns among the
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citizens for their personal data privacy. This study is therefore of the view that,
considering the country’s collectivism nature with its connotation of low value for
privacy, Ghana’s main reason for implementing privacy and data protection legislation

is economic.

3.11.2 Culture in e-government implementation

The discussion in the above section suggests Ghanaians have low concern for
information privacy and that its national culture dimensions, specifically collectivism,
may be an influential factor. This section discusses whether the dimensions also affect

the country’s e-government implementation.

As already mentioned in section 3.2, previous researchers have explored the possible
influence of national culture in e-government implementation. Akkaya et al. (2012), for
example point out that “cultural differences among the nations may be one of the main
causes for the different usage and adoption patterns of e-government.” National culture
explains why individuals in a particular society may prefer face-to-face interaction with
public officials/civil servants, when applying for government services, even though

online services (as already found out in Chapter 2) may be convenient and cost saving.

Ghana as a collectivist society, as mentioned in section 3.6, is characterised by long-
lasting, strong relationship between people. “Face-to-face dependence relationship”
(Crozier, 1964, p.222) is a significant trait in this society and people look up to others in
assisting them to get task done. As highlighted in table 3.7, in a collectivist society,
“relationship prevails over task” where “only natural persons are worthy of trust”
(Hofstede et al., 2010) but not computers or the Internet. Also, “consumption patterns
show dependence on others” (Hofstede et al., 2010), that is, the use of government

services is done with face-to-face with assistance from public officials.

Studies have been carried out to find out how national culture influence services. Crotts
and Erdmann (2000, p.410) for instance, found out that “national cultural differences
are one of many forces influencing consumer [citizen] decision making” in accepting to
use a service. In another study, Warkentin et al. (2002) state “culture is likely to

contribute to the adoption or resistance to e- Government”.
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As found out from section 3.8, Ghana’s uncertainty avoidance score of 65 which is high
(Hofstede, 2014), can negatively affect peoples’ acceptance and usage of e-government

services.

As indicated in table 3.9 strong uncertainty avoidance cultures have the tendency to
view new, unfamiliar things being introduced into their community as threatening and
“dangerous” and try to avoid them. There is hesitancy toward new products and
technologies (Hofstede et al., 2010), for instance e-government services.

3.12 Conclusion

The applications of the Hofstede’s dimensions of national culture have been used to
investigate the link between culture and privacy and data protection in e-government
implementation in Ghana. The investigation revealed that national culture significantly
affects peoples’ value of privacy. It was found out from the discussion in this chapter
that, Ghana is a collectivist society, which suggests Ghanaians have low value for
privacy and this may, to an extent, possibly influence their privacy concerns for their
online personal data when accessing e-services. It can be deduced that privacy concerns
and absence or presence of data protection law may not be a hindrance to most people

accessing e-government

The long delay of Ghana’s Data Protection Bill to until 2012 when it was finally passed
into law could be attributed to the collectivism nature of the society where as mentioned
in section 3.6 the people are more likely to accept the intrusion by groups (government
and organisations) into their personal life without much of a concern for their personal
privacy thus privacy and data protection legislation is not so much of a priority.
Likewise, the femininity nature of the society which (which as discussed in section 3.6)
places little or no emphasis on privacy concerns of the people. Privacy and data
protection legislation and its enforcement may not be a priority to the government.

The discussion as presented in this chapter has show that there is a link between a
country’s culture and privacy. It has been found out that people from collectivist
society, for example Ghanaians, have low privacy concerns for their online personal
data. It has also shown that a country’s national culture influences its adoption and use

of electronic services, for example e-government services. For instance, people in a

78

www.manaraa.com



highly individualistic country like the UK, are more likely to adopt e-government
services than the people from Ghana. This assertion is supported by Ling and Bauer
(2000) study which found out that the cultural differences between different countries

may influence its adoption and use of e-services.

Using Hofstede’s model of national dimension as the theoretical framework for the
investigation of this study’s topic — the role of privacy and data protection in the
implementation of e-government in Ghana, it is concluded that Ghana is significantly
characterized as a strong power index (personal relationships), collectivism (power of
the group), low masculinity and strong uncertainty avoidance society. These
characteristics have the tendency to negatively influence the people’s adoption of e-
services and for that matter, e-government. However, its collectivism nature also depicts
it as a country with low privacy concerns, which suggests, privacy and data protection
may not necessarily be an issue in its e-government implementation. In the same
vein, Ghana score of 65 in the uncertainty avoidance dimension, which is relatively
high, suggests the people may be less willing to use the e-government services when it
implemented. This is due to the fact that, high uncertainty avoidance cultures have the
tendency to view new, unfamiliar things being introduced into their community as

threatening and try to avoid them.

Drawing from above, it is concluded that Ghanaians may not adopt or use the e-
government services, not because of their concern for their online information privacy,
but probably, for the reason that, they may find the new technology unfamiliar and
threatening.

Overall, the theoretical framework revealed how influential national culture can have on
citizens concern for information privacy and also their adoption and use of e-
government. Akkaya et al. (2012) therefore recommend that “Governments worldwide
should design and deliver their e-government services after a very careful examination
of their national cultures”. Also drawing from the findings of Bellman et al. (2004) and
Milberg et al. (2000, 1995) studies which revealed that countries implement privacy and
data protection legislations when there is growing concerns among the citizens for their
personal data privacy, it suggests that Ghana, for instance, with its low concern for
privacy due to its cultural collectivism nature would not have been bothered to
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implement the DPA 2012 at the time it did. It would have taken sometime for it to be

implemented since citizens concerns for their privacy were not an issue.

Having explored the theoretical framework of the study, the next chapter gives details of
the methodology employed in carrying out the research. The, philosophy, strategy,
methods and design used in answering the research questions are presented.
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4 Chapter Four: Research Methodology

4.1 Introduction

In this chapter the research philosophy, strategy, method and design used to address the
research questions stated in Chapter 1 are presented, discussed and evaluated. The
philosophical assumptions underlying approaches to information systems (1S) research;
qualitative research methods and data collection techniques are discussed. All these are
explained in detail taking into consideration the research questions, aims and objectives.
The data analysis approach, discussed in detail in Chapter 7, is also introduced later in
this chapter.

4.2 Philosophical assumptions

Myers (2009, p.34-35) explains that every piece of research has underlying
assumptions. Such underlying assumptions make it possible to determine which
methods are regarded as suitable for the whole research process. These assumptions are
philosophical in nature. All research whether quantitative or qualitative is based on

these philosophical assumptions.

Sobh and Perry (2006) explain that “a core issue for researchers is not related to choice
of methodologies but related to acknowledgement of the research paradigms”. A

paradigm is defined as “a basic set of beliefs that guides action” (Guba 1990).

Information systems research has strategies “with different underlying philosophical
paradigms” (Oates, 2006, p.282). According to Oates (2006, p.282), a paradigm is a “set
of shared assumptions or ways of thinking about some aspect of the world”. It is also
the “basic belief system or world view that guides the investigator” (Guba & Lincoln,

1994, p.105) in a piece of research.

The importance of a coherent philosophy in research cannot be overemphasised.
Easterby-Smith et al. (2012, p.17) point out that it helps researchers to choose research
methods that they will use to decide on their overall research strategy. They add that

knowledge of research philosophy will enable and assist researchers to evaluate
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different research methods and avoid inappropriate use and unnecessary work by

identifying the limitations of particular approaches at an early stage of their study.

Myers (1997) identifies three philosophical paradigms in information systems research

as:

i.  Positivist
ii.  Interpretive

iii.  Critical research

These paradigms “have different views about the nature of our world (ontology) and the
ways we can acquire knowledge about it (epistemology)” (Oates, 2006, p.291). Sobh
and Perry (2006) state that, ontology is “reality”, and epistemology is the relationship
between that reality and the researcher, and methodology is the technique used by the

researcher to discover that reality.

4.2.1 Positivism

This paradigm comes from natural science and uses scientific methods in social sciences
research. In the words of Orlikowski and Baroudi (1991) in social science research
positivism is “evidence of formal propositions, quantifiable measures of variables,
hypotheses tested, and the drawing of inferences about a phenomenon from the sample
to a stated population”. It is a model that “treats social facts as existing independently of
the activities of both participants and researchers” (Silverman, 2013, p.103). Positivist
research is about the social world which, which it is claimed, exists independent of
human action and beliefs and can be discovered and described using measurable
variables (Orlikowski and Baroudi, 1991).

Lincoln and Guba (1985) claim that, researchers who make use of the positivist

paradigm rely on the following five points:

i.  The phenomenon under study is tangible and there is a

unique description for each of its aspects.
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ii. The researcher and the participant are distinct and
independent entities for the purpose of explaining the
phenomenon under study.

ili.  The aspects of the phenomenon being studied are considered
to be precise and have a fixed meaning, which therefore
allows for generalisation like, for example, law.

iv.  The “Truth” is obtained by using methods based on theory
and deductive analysis with the goal of testing and
confirming the hypothesis.

v. Inquiry is value-free (i.e. the enquiry is not influenced by the

inquirer).

Orlikowski and Baroudi (1991) support the last point by adding that (in positivist
research) the variables are independent of the researcher and human action and
experience. In relationship to the research topic, this point is also underpinned by Heeks
and Bailur (2007, p.249) when he states that:

Positivist e-government studies would hold an empiricist

epistemology (set of assumptions about how one should gather data

about the world) that would seek to observe key e-government

variables and to experiment in order to build knowledge about

underlying relations and laws. They would assume that data and data

gathering are independent of the observer and of his/her interests and
qualities?.

It can be concluded from the aforementioned that, in using positivism as a philosophical
paradigm in e-government study the variables/data should be free from the researcher‘s
influence. It is not adopted for this study, for a reason that the “approach [positivism]
views knowledge as something external to the Individual, not based on the meaning an
individual assigns it...It does not depend on the perception of any one individual”
(Creswell and Miller, 1997). As mentioned in Chapter 1, this study investigates the
privacy and data protection issues which arise when e-government is implemented in a
developing country like Ghana. The appropriate way to carry out a study of this nature
is to collect the views and shared experiences of individuals, analyse and interpret them.

Positivism is therefore rejected as a research philosophy.

%2 My emphasis
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4.2.2 Interpretivism

According to Oates (2006, p.292), “interpretive research in IS and computing is
concerned with understanding the social context of an information system: the social
processes by which it is developed and construed by people and which it influences, and
it is influenced by, its social setting”. She adds that unlike positivism, “interpretive
studies do not prove or disprove a hypothesis” but rather attempt to give explanation to

how social settings are related and interdependent.

In this philosophical paradigm, “individuals seek understanding of the world in which
they live and work” Creswell (2013, p.24). The paradigm assumes that “people create
and associate their own subjective and intersubjective meanings as they interact with the
world around them” Orlikowski and Baroudi (1991).

Walsham (1995) explains that “interpretive methods of research start from the position
that our knowledge of reality, including the domain of human action, is a social
construction by human actors and that this applies equally to researchers. There is no
objective reality which can be discovered by researchers and replicated by others, in
contrast to the assumptions of positivist science”. Researchers who adopt interpretive
paradigm in their study “thus attempt to understand phenomena through accessing the
meanings participants assign to them” Orlikowski and Baroudi (1991). It is therefore
considered for adoption by this study, which seeks to investigate the role of privacy and
data protection in e-government implementation in Ghana by interpreting stakeholders
perception of the phenomena.

4.2.3 Critical research

Critical research is one of the three philosophical paradigms in information systems
research. According to Myers (1997), the main task of critical research is seen as being
one of social critique, whereby the restrictive and alienating conditions of the status quo
are brought to light. Critical research focuses on the oppositions, conflicts and
contradictions in contemporary society, and seeks to be emancipatory i.e. it tries to
eliminate the “sources of alienation and domination” (Oates, 2006, p.296). Researchers

whose study is based on this philosophical paradigm make the assumption that social
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reality is historically constituted and that it is produced and reproduced by people
(Myers and Avison, 2002).

4.2.4 Comparison of the three identified IS philosophical paradigms

Table 4.1 presents the comparison of the three IS paradigms discussed above.

Positivist

Interpretivist

Critical Research

Ontological
Assumptions

* "Naive Realism" in
which an understandable
reality is assumed to exist,
driven by immutable
natural laws. True nature
of reality can only be
obtained by testing
theories about actual
objects, processes or
structures in the real

* Relativist; the social
world is produced and
reinforced by humans
through their action
and interaction

« Historical realist; social
reality is historically
constituted; human beings,
organizations, and societies
are not confined to existing in
a particular state

world.
Epistemological | * Verification of » Understanding of the | « Knowledge is grounded in
Assumptions hypothesis through social world from the social and historical practices

rigorous empirical testing
» Search for universal laws
or

principles

* Tight coupling among
explanation, prediction
and control

participants'
perspective, through
interpretation of their
meanings and actions
* Researchers' prior
assumptions, beliefs,
values, and interests
always intervene to
shape their
investigations

« Knowledge is generated and
justified by a critical
evaluation of social systems
in the context of researchers'
theoretical framework
adopted to conduct research

Relationship * It is possible to discover | * Generative « Generalizations point to

between universal laws that govern | mechanisms identified | regularities of process rather

Theory and the external world for phenomena in the than cross-sectional

Practice social sciences should | differences
be viewed as * Generalization in critical
‘tendencies', which are | research focuses on the
valuable in "totality" of relationships
explanations of past * There can be no theory
data but not wholly independent collection
predictive for future and interpretation of evidence
situations to conclusively prove or

disprove a theory
Role of the * Objective, impartial * Interactive; the « Transformative; initiating
Researcher observer, passive, value- researcher interacts change in social relations and

neutral

with the human
subjects of the enquiry,
changing the
perceptions of both
parties

practices, helping to eliminate
the bases of alienation and
domination

Table 4.1: Comparison of IS research paradigms

Source — Khazanchi and Munkvold (2003)
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Implicit in the table 4.1 is the role of the researcher. In interpretivist paradigm
researchers interact with the participants and attempt to understand the phenomena from
their (participants’) views. Whereas in positivist paradigm researchers remain passive
and neutral. In critical research rather than simply describing current knowledge and
beliefs, as an interpretive researcher might do, the idea is to challenge those prevailing
beliefs, values, and assumptions that might be taken for granted by subjects themselves
(Myers, 2009, p.42).

4.2.5 Chosen research paradigm

Interpretive approach was judged appropriate to answer the research questions outlined
in Chapter 1. This is due to the fact that it answers ontological question that is reality
which is a social construct and is fabricated by human beings in relation to each other
(Lincoln and Guba, 1994; Oates, 2006).

As already elaborated in Chapter 1, the study seeks to investigate the role of privacy and
data protection in the implementation of e-government in Ghana. Emphasis of the study
is on how individuals perceive privacy and data protection, in particular privacy
concerns, in their use of e-government services. Other related issues which arise when

e-government is introduced in developing countries like Ghana are also explored.

To answer the research questions, views, experiences and direct knowledge are needed
from individuals (stakeholders). Knowledge is contributed based on the findings from
the analysis, interpretation and meaning the researcher gives to individuals’ personal
perspectives on the phenomena. As justified in section 4.9 below, the empirical data
could be appropriately gathered by using in-depth interviews and focus groups. The
research questions are answered by also exploring current knowledge and beliefs of the
phenomena held by participants in those phenomena which are line with interpretive

research.

4.3 Research method

In all research, the researcher has the choice to choose either quantitative or qualitative

methodology or a combination of the two methodologies. Borch and Arthur (1995)
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suggest that using both quantitative and qualitative methodologies together in a piece of

research may sometimes be appropriate.

The research methodology and methods chosen for this study are influenced by the
research topic, aim and objectives. Halaweh et al. (2008) explain the difference between
methodology and method. According to them, methodology refers to the entire research
process, from the identification of one or more research questions and the selection of a
research method through to the formulation of the findings and results, in which the
entire process is based on philosophical assumptions (ontology and epistemology),

whilst method is a procedure or technique used to collect and/or analyse data.

Potter (1996, p.50) also makes a clear distinction between methodologies and methods
by explaining that methodologies are “perspective on research [which] set out a vision
for what research is and how it should be conducted” and methods are “tools-techniques
of data gathering, techniques of analysis and techniques of writing”.

Silverman (2013, p.122) summarises the aforementioned by stating that “methodology
shapes which methods are used and how each method is used”. In other words research

methodology influences the research methods that are employed to conduct a study.

Research method is essential to every piece of research. It influences researchers’ data
collection. Myers (1997) explains a research method as “a strategy of inquiry which
moves from the underlying philosophical assumptions to research design and data
collection”. Jankowicz (1991, p.158) adds that it is the systematic and orderly way by
which data is collected so that information can be obtained from those data. This makes
research method instrumental in every piece of research. It influences how data is
collected from the field and also how it is analysed.

Research methods are categorised into two main groups of methods namely:
quantitative and qualitative. The choice of either of these two groups of methods
influences the way in which a researcher collects data. Choosing a specific research
method (quantitative or qualitative or combination of both) imply different skills,

assumptions and research practices.
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4.4 Quantitative research methods

According to Myers (2013, p.7), quantitative research methods were originally
developed in the natural sciences to study natural phenomena. A quantitative approach
in a piece of research involves collecting and analysing numerical data and applying
statistical tests (Collis and Hussey, 2003). The emphasis, when doing quantitative
research, is most of the time on analysing a large number of cases using carefully
constructed instruments that have been evaluated for their reliability and validity
(Patton, 1990).

Quantitative research is more about numbers, that is, data that can be quantified. In
other words, it is about “collecting data about things that can be counted” (Moore, 2000,
p.120). Survey is an example of a quantitative research data collection technique. It is a
detailed and formal examination of a subject (Remenyi, 2013a, p.216). Researchers
often employ quantitative research methods to answer research questions which have
underpinnings of positivist philosophy and emphasis is on quantitative data (Recker,
2013, p.66).

4.5 Qualitative research methods

The use of qualitative methods as means of data collection enables researchers to gather
a detailed description of situations, events and people. It allows the use of direct
quotations from people about their experiences, attitudes, beliefs, and thoughts. It also
allows the researcher to study selected issues with an in-depth detail (Patton, 1990;
Collis and Hussey, 2003). Pope and Mays (2006) point out that qualitative research is
more of an interpretative and subjective exercise, to which the researcher is intimately

involved in the process.

Qualitative research methods were developed in the social sciences to enable
researchers to study social and cultural phenomena (Myers, 2009, p.8). Ethnography,
case study research, action research and grounded theory are examples of qualitative
research methods (Recker, 2013, p.88; Creswell, 2013, p.10; Myers, 2009, p.8). These
are categorised as research strategies and discussed in section 4.9. Qualitative data

sources of evidence from using these approaches include direct observation and
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participant observation (fieldwork), interviews and questionnaires, documents and texts,

archival records and physical artifacts, and the researcher's impressions and reactions

(Myers, 2009, p.119; Yin, 2009, p.102).

4.6 Differences between qualitative and quantitative research

methods

The differences between the two identified research methods are presented in Table 4.2.

Quantitative

Quialitative

Numbers used as data

Words - written and spoken language-(and
images) used as data

Seeks to identify relationships between
variables, to explain or predict - with the aim of
generalising the findings to a wider population

Seeks to understand and interpret more local
meanings, recognises data as gathered in a
context; sometimes produces knowledge that
contributes to more general understandings

Generates ‘shallow’ but broad data - not a lot of
complex detail obtained from each participant,
but lots of participants take part (to generate the
necessary statistical power)

Generates ‘narrow’ but rich, “thick
descriptions’ — detailed and complex
accounts from each participant; not many
take part

Seeks consensus, norms, or general patterns;
often aims to reduce diversity of responses to an
average response

Tends to seek patterns, but accommodates
and explores difference and divergence
within data

Tends to be theory-testing, and deductive

Tends to be theory generating, and inductive
(working up from the data)

Values detachment and impartiality
(objectively)

Values personal involvement and partially
(subjectively, reflexivity)

Has a fixed method (harder to change focus
once data collection has begun)

Method is less fixed (can accommodate a
shift in focus in the same study)

Can be completed quickly

Tends to take longer to complete because it
is interpretive and there is no formula

Table 4.2: Some broad differences between qualitative and quantitative paradigms
Source — Braun and Clarke (2013, p.4)

It can be concluded from the table that qualitative research methods collect data that
answers the “why”, “what”, or “how” questions; whereas quantitative research
generates numerical data that are better suited to answer “how many” or “how much”

questions.

Sechrest and Sidani (1995, p. 78) point out that, both qualitative and quantitative
methodologies “describe their data, construct explanatory arguments from their data,
and speculate about why the outcomes they observed happened as they did”. The
differences between data collected using the two research methods are highlighted in
table 4.3 below.
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Quantitative data Qualitative data

e Based on meanings derived from e Based on meanings expressed
numbers through words

e Collection results in numerical and o Collection results in non-
statistical data standardised data requiring

classification into categories

e Analysis conducted through the use e Analysis conducted through the use

of diagrams and statistics of conceptualisation

Table 4.3: Distinctions between quantitative and qualitative data
Sources — Saunders et al. (2009, p.482)

Saunders et al (2009, p.482) point out that meaning does not always depend on
numbers. However Dey (2005, p.28) asserts that, “numbers depends on meaning”. He
explains that, numbers are analysed through statistics; and meanings through

conceptualisation.

Patton (1990, p.464) explains that “it is likely that quantitative methods and qualitative
methods will eventually answer questions that do not easily come together to provide a
single, well-integrated picture of the situation”. In other words combining the methods
in research adds insights and understanding that might be missed when only quantitative
or qualitative method is used (Recker, 2013, p.105). The combination of the two
research approaches is called mixed methods (Braun and Clarke, 2013, p.333).

4.7 Mixed methods

Johnson et al. (2007) define mixed methods research as a type of “research in which a
researcher or team of researchers combines elements of qualitative and quantitative
research approaches (e.g., use of qualitative and quantitative viewpoints, data collection,
analysis, inference techniques) for the broad purposes of breadth and depth of

understanding and corroboration”.

As a method, mixed method focuses on “collecting, analyzing, and mixing both
quantitative and qualitative data in a single study or series of studies. Its central premise
is that the use of quantitative and qualitative approaches, in combination, provides a
better understanding of research problems than either approach alone” Creswell and
Plano Clark (2007, p.3).
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The above definition goes beyond mixed methods being seen or understood as a

“methodology that spanned viewpoints to inferences and that included the combination

of qualitative and quantitative research” Creswell and Plano Clark (2010, p.4).

Employing mixed methods in a piece of research “can benefit from both quantitative

and qualitative method strengths” (Recker, 2013, p.105), where a researcher:

collects and analyses persuasively and rigorously both qualitative and
quantitative data (based on research questions);

mixes (or integrates or links) the two forms of data concurrently by
combining them (or merging them), sequentially by having one on the other,
or embedding one within the other;

gives priority to one or to both forms of data (in terms of what the research
emphasizes);

uses these procedures in a single study or in multiple phases of a program of
study;

frames these procedures within philosophical worldviews and theoretical
lenses; and

combines procedures into specific research designs that direct the plan for
conducting the study (Creswell and Plano Clark (2010, p.5).

Johnson and Onwuegbuzie (2004) highlight the strengths and weaknesses of mixed

methods as presented in table 4.4.

Strengths

e Words, pictures, and narrative can be used to add meaning to numbers.

Numbers can be used to add precision to words, pictures, and narrative.

Can provide quantitative and qualitative research strengths.

Researcher can generate and test a grounded theory.

Can answer a broader and more complete range of research questions because the researcher is not
confined to a single method or approach.

e The specific mixed research designs discussed [...]have specific strengths and weaknesses that

should be considered (e.g., in a two-stage sequential design, the Stage 1 results can be used to
develop and inform the purpose and design of the Stage 2 component).

A researcher can use the strengths of an additional method to overcome the weaknesses in another
method by using both in a research study.

Can provide stronger evidence for a conclusion through convergence and corroboration of findings.
Can add insights and understanding that might be missed when only a single method is used.

Can be used to increase the generalizability of the results.

Qualitative and quantitative research used together produce more complete knowledge necessary to
inform theory and practice.
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Weaknesses

e Can be difficult for a single researcher to carry out both qualitative and quantitative research,
especially if two or more approaches are expected to be used concurrently; it may require a research
team.

e Researcher has to learn about multiple methods and approaches and understand how to mix them
appropriately.

e Methodological purists contend that one should always work within either a qualitative or a
quantitative paradigm.

e More expensive.

e  More time consuming.

e Some of the details of mixed research remain to be worked out fully by research methodologists
(e.g., problems of paradigm mixing, how to qualitatively analyze quantitative data, how to interpret
conflicting results).

Table 4.4: Strengths and weaknesses of mixed research
Source - Johnson and Onwuegbuzie (2004)

Even though mixed methods would have been appropriate research for this study due to
its characteristics of making up for the limitations of qualitative methods (for example,
a possible chance of bias). It was however not considered due to some of the
weaknesses as presented in table 4.4. For instance, combining the methods in a piece of
research involve a lot more than singly using quantitative or qualitative methods.
Therefore, due to time pressure and resource (funding) limit, it would have been

expensive and time consuming to adopt the mixed methods.

4.8 Rationale for choosing qualitative research methods

Considering the research questions the use of qualitative method for this research was
influenced by the differences between the two research methods as highlighted in tables
4.2 and 4.3. For instance, as shown in table 4.3, data analysis in quantitative research is
based on meanings derived from numbers. However this study is investigating
phenomena which are sparse in a developing country like Ghana. Quantitative research
“with its focus on measurement, has the tendency to isolate specific aspects of
phenomena” (Recker, 2013, p.13). This study, as stated in Chapter 1, seeks to
investigate the role of privacy and data protection in e-government implementation in
Ghana. This requires analysing and interpreting stakeholders’ perceptions on privacy
risks, in particular peoples’ privacy concerns, in e-government adoption. “Why people
make decisions and act the way they do is often highly contextual, qualitative research
methods are designed to explore this very context, in order to offer explanations for why

the phenomena occurred the way they do” (Recker, 2013, p.88). This places emphasis
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on in-depth interviews with stakeholders to solicit qualitative data. It is therefore

appropriate to employ qualitative research methods.

4.9 Research strategies

A research strategy is a general plan of action that gives directions in a research and
which intend to enable the researcher to conduct it in a systematic manner (Altinay and
Paraskevas, 2008, p.76). The strategies considered before choosing the most appropriate
method for the research design and data collection are:

e Ethnography
e Grounded theory
e Case study

e Action research

The strategies are individually discussed in the next sections. The rational for choosing

the appropriate method to answer the research questions is also discussed.

4.9.1 Ethnography

According to Myer (1997), ethnography is a research method that comes from the
discipline of social and cultural anthropology. In this type of research method
ethnographers are expected to spend a considerable amount of time in the field and
absorb themselves in the lives of the people they study (Lewis, 1985, p.380). Through
this they are able to place the phenomena studied in their social and cultural context
(Myer, 1997).

This strategy was not used due to the fact “a good ethnography requires prolonged stay
at the research site” (Wolcott, 2008). Staying at the research site to observe and interact
with the research sites would have been impossible due to time and financial

constraints.
4.9.2 Grounded theory

Myer (2009, p.106) states that, “grounded theory is a qualitative research method that seeks to

develop theory that is grounded in data systematically and analysed”. It is different from the
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other qualitative research methods in the sense of “its specific approach to theory development”.
In the words of the founders of grounded theory, Glaser and Strauss (1967, p.65):

In Grounded Theory Study, neither one kind of data on a category nor technique
for data collection is necessarily appropriate. Different kinds of data give the
analyst different views or vantage points from which to understand a category

and to develop its properties.

The idea about grounded theory research, which is mostly inductive, is to become
grounded in the data and to allow understanding to emerge from close study of the text
(Bernard, 2012, p.524).

Recker (2013, p.102) highlights the following as the characteristics of grounded theory:

e The main purpose of the grounded theory method is theory building, not testing.
e Prior domain knowledge should not lead to pre-conceived hypotheses or
conjectures about the research that the research then seeks to falsify or verify.

e The research process involves the constant endeavour to jointly collect and
compare data, and to constantly contrast new data to any emerging concepts and
constructs of the theory being built.

e All kinds of data are applicable, and are selected by the researcher through

theoretical sampling.

Adapting the Straussian version of the grounded theory as a data analysis technique, all
the above points, with the exception of the second one, were employed in the data
analysis phase of this study (see Chapters 7 and 8). The second point was ignored on the
basis that it seems to suggest that researchers should not have any preconceived
theoretical ideas before embarking on their research. This was impossible in the case of
this study, since research proposal was written and submitted for approval before the
research was started. The proposal made use of available theoretical ideas found in the
literature. Grounded theory as research methodology was not used due to the fact that
review of literature of the phenomena was undertaken before data analysis. Likewise

fieldwork data was collected and transcribed before thorough data analysis.
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The Straussian version of grounded theory “is a style of doing qualitative analysis that
includes a number of distinct features...and the use of a coding paradigm to ensure
conceptual development and density” (Strauss, 1987). It was borrowed for the data

analysis of the fieldwork data for the reasons:

o it allows researchers to become immersed in the data at a detailed level;

e It encourages systematic, detailed analysis of the data and provides a method for
doing so;

e It gives researchers ample evidence to back up their claims; and

e It encourages a constant interplay between data collection and analysis (Myer,
2009, p.111).

4.9.3 Case study

Yin (2009, p.13) defines case study in two parts:
1. The case study is an empirical inquiry that

e Investigates a contemporary phenomenon in depth and within its
real-life context, especially when

e The boundaries between phenomenon and context are not clearly
evident.

2. The case study inquiry

e Copes with the technically distinctive situation in which there will be
many more variables of interest than data points, and as one result

¢ Relies on multiple sources of evidence, with data needing to converge
in a triangulating fashion, and as another result

e Benefits from the prior development of theoretical propositions to
guide data collection.

Myers (2009, p.75) explains that part 1 of Yin’s definition “specifies the scope of the
study” and the part 2 “the data collection and the data collection analysis”.

Case study research is a “strategy for doing research which involves an empirical
investigation of a particular contemporary phenomenon within its real life context using

multiple source of evidence”. According to Yin (2009, p.4) the choice of case study

95

www.manaraa.com



largely depends on the research questions. He explains that the more research questions
seek to “explain some present circumstances the more that the case study method will
be relevant”. He adds that case study is also relevant if the research questions “require

an extensive and in-depth description of some social phenomenon”.

Table 4.5 highlights some of the key characteristics of case studies. The choice of case

study as a strategy for this study was informed by these characteristics.

1. Phenomenon is examined in a natural setting.

2. Data are collected by multiple means.

3. One or few entities (person, group, or organization) are examined.

4. The complexity of the unit is studied intensively.

5. Case studies are more suitable for the exploration, classification and hypothesis
development stages of the knowledge building process; the investigator should have a
receptive attitude towards exploration.

6. No experimental controls or manipulation are involved.

7. The investigator may not specify the set of independent and dependent variables in advance.

8. The results derived depend heavily on the integrative powers of the investigator.

9. Changes in site selection and data collection methods could take place as the investigator
develops new hypotheses.

10. Case research is useful in the study of "why" and "how" questions because these deal with
operational links to be traced over time rather than with frequency or incidence.

11. The focus is on contemporary events.

Table 4.5: Key Characteristics of Case Studies
Source - Benbasat et al., 1987

The research problem asked the “why” and “how” questions which solicited an in-depth
responses from the stakeholders and other research participants during data gathering.

Furthermore, Otley and Berry (1994) point out that, case study also allows a researcher
to generate new knowledge when the existing knowledge is inadequate and incomplete.
This assertion therefore supports the use of case study as an appropriate strategy to
answer the research questions, since studies into the role of privacy and data protection
in e-government implementation in developing countries, and for that matter sub-

Saharan African countries such as Ghana are rare.

Yin (2009, p.14) points out that, in adopting the case study strategy in research there is
the tendency for the researcher to have “biased views to influence the direction of the
findings and conclusions”. The strategy reliance of getting access to a case site is also a
challenge (Recker, 2013, p.95).
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To limit or avoid any bias as mentioned above, documentation was adopted as a
secondary source of evidence. For example, the Ghanaian citizens’ comments on media
reports of the passing of the 2012 Data Protection Act were accessed and compared with
the views of the study participants on the phenomena. In the same vein the challenge of
getting access to stakeholders was not a problem. The stakeholders seemed interested in

the study and its findings and thus gave their full cooperation and participation.
4.9.4 Action research

Oates (2006, p.301) points that action research like case study can be in any of the three
paradigms discussed in section 4.2 above, however it tends to be more in the
interpretive paradigm than the other two. It “aims to contribute both to the practical
concerns of people in an immediate problematic situation and to the goals of social
science by joint collaboration within a mutually acceptable ethical framework”
(Rapoport, 1970, p.499). It is more concerned with collaboration and change involving

researchers and research participants (Myers, 2009, p.56-57).

What makes Action research so distinctive from the other research methods discussed
above is the “collaboration with practitioners and the deliberate intervention of the
researcher... [Researchers using case study, grounded theory and ethnography] try not
to interfere with their subject matter” (Myers, 2009, p.57). For instance, in action
research, if observation is adopted as source of evidence, the researcher not only
observes, “but also find a role within the group observed from which to participate in
some manner” (Recker, 2013, p.101). Therefore participation of researchers is essential

in action research.

Even though action research is exemplary in terms of its unique contribution to practice
and research — that is, solving current practical problems while also expanding scientific
knowledge - (Myers, 2009, p.62), it was not useful to be adopted for data collection due
to the fact that the researcher was not in a position to bring about change. .

4.10 Data collection techniques

This section presents the source of evidence most commonly used in doing case study

research (Yin, 2009, p.101) namely: documentation, archival records, interviews, direct
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observations, participant-observation and physical artefacts. Table 4.6 shows their

comparative strengths and weaknesses.

Source of Evidence

Strengths

Weaknesses

Documentation

Stable-can be reviewed
repeatedly

Unobtrusive-not created as a
result of the case study
Exact-contains exact names,
references, and details of an
event

Broad coverage-long span of
time, many events, and many
settings

Retrievability - can be
difficult to find

Biased selectivity, if
collection is incomplete
Reporting bias-reflects
(unknown) bias of author
Access-may be
deliberately withheld

Archival Records

[Same as those for
documentation]
Precise and usually quantitative

[Same as those for
documentation]
Accessibility due to
privacy reasons

Interviews

Targeted-focuses directly on
case study topics
Insightful-provides perceived
causal inferences and
explanations

Biased due to poorly
articulated questions
Response bias
Inaccuracies due to poor
recall
Reflexivity-interviewee
gives what interviewer
wants to hear

Direct Observations

Reality-covers events in real
time

Contextual-covers context of
“case”

Time consuming
Selectivity-broad coverage
difficult without a team of
observers
Reflexivity-event may
proceed differently
because it is being
observed

Cost-hours needed by
human observers

Participant-
Observation

[Same as those for direct
observations]

Insightful into interpersonal
behavior and motives

[Same as those for direct
observations]

Bias due to participant-
observer’s manipulation of
events

Physical artefacts

Insightful into cultural features
Insightful into technical
operations

Selectivity
Auvailability

Table 4.6: Six sources as evidences - strengths and weaknesses

Source — Yin (2009, p.102)

According to Yin (2009, p.101), no single source presented in the table has a complete

advantage over all the others. However, the choice of any of these techniques for data
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gathering is explored in relation to the aims and objectives of the research as outlined in
Chapter 1. Out of the six data resources evidences presented in table 4.6, this study
employed interviews (including focus groups) and documentation as data collection

instruments.

4.10.1 Direct and participant observation

In direct observation the researcher acts as a passive and neutral bystander that is not
involved in the phenomenon being studied; while as in participant observation the

researcher is an active participant and influences the phenomenon (Recker, 2013, p.91).

According to Ritchie (2003, p.35) observation offers a researcher the opportunity to
record and analyse behaviour and interactions as they occur. This makes it possible for
events, actions and experiences to be observed through the eyes of the researcher. It is
particularly useful where a study is “concerned with investigating a ‘process’ involving
players, where an understanding of non-verbal communications are likely to be

important or where the behavioural consequences of events form a focal point of study”.

This technique could have been adopted for this study to observe and hear discussions
among the key stakeholders implementing the e-Ghana project. However, as previously

mentioned, due to time pressure and financial constraints, it was not possible.

4.10.2 Documentation

According to Yin (2009, p.101), documentation is relevant to case study topic. He
however cautions that it is not “always accurate and may not be lacking in bias”; its
important use is to “corroborate and augment evidence from other source”. Creswell

(2013, p.160) suggests analysing public documents in qualitative research.

It must be noted that, documents collection (documentation) was not initially chosen as
a data collection method in the research design, however during the fieldwork, some
participants made available documents to complement their responses. For example,
Participant P13, a Member of Parliament, made available a draft copy of the Data
Protection Bill, to support his claim that, the Bill was before Parliament, waiting to be
passed into law. People’s comments on media reports of the passing of the 2012 Data
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Protection Act in Ghana were accessed and compared with the views of the study

participants on the phenomena.

The use of documentation to complement the interview data is called triangulation of
data. It helps researchers to “gain a more nuanced picture of the situation, and increase
reliability and validity of their findings” (Recker, 2013, p.91).

4.10.3 Interviews

Interviewing as a data collection technique is the systematic collection of data through
asking questions, then carefully listening to and recording or noting the responses
concerning the research question (Altinay and Paraskevas, 2008, p.107). It is the most
prominent form of data collection techniques; and it can be either face-to-face or one-to-
many, as in focus groups (Recker, 2013, p.90). It provides the platform which allows a
researcher to gain an in-depth knowledge from the responses. It has an advantage of the
researcher having full grip of the interview and controlling the flow of the responses. It
also gives participants the chance to respond to questions in their own way. However
this has a disadvantage of producing data which at times is not easy to analyse due to
the fact that it may be too diverse. A solution to this problem is to structure the
interview questions in such way they solicit responses from participants that are focused
on the research question. To achieve this, Yin (2009, p.92) recommends first piloting

the interview questions and then refining them.

Altinay and Paraskevas (2008, p.107) highlights the following difficulties associated

with interviews:

e It may be difficult to secure the interview in the first place

e Access to people may be denied for a number of reasons

e Organising, preparing for and conducting an interview can often be very time

consuming.

The researcher considered all these difficulties and eliminated them before embarking
on the field work. For example, direct assistance was sought from the then Deputy
Speaker of Parliament to interview the members of the Select Committee of
Communication and this was granted. A date was arranged and the interviews took

place on the premises of the Parliament House in Accra, Ghana.
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4.10.4 Focus group

Focus group is a data collection technique where fieldwork data is simultaneously
collected from multiple participants (Braun and Clarke, 2013, p.108). It provides direct
evidence about similarities and differences in participants’ opinions and experiences
(Morgan, 1998). It is based on facilitating an organised discussion with a group of
individuals selected because they were believed to be representative of some class
(Altinay and Paraskevas, 2008, p.117, Myers, 2009, p.125). This technique is ideal
because it is possible to group participants at one place for interviewing or discussion.
The discussion is used to bring out insights and understandings in ways in which simple
questionnaire items may not be able to tap. At times people get caught up in the spirit of
group discussion and may reveal more than they would normally do in the more formal
one-to-one interview setting. Interaction is the key to successful focus group. Due to its
unique characteristic of participants’ responses giving cue to others to further express
their views on phenomena when it is used in a piece of research, it would have been
appropriate to use it as the sole data collection technique. However, there is the
difficulty of grouping some participants at one place at the same time. For instance, in
this study fieldwork, it would been difficult to put the selected Members of Parliament
and Directors of government departments and agencies together for focus group

interviewing, due to their busy daily schedule.

One limitation to this technique is there is a possibility that one or two participants
could dominate the proceedings and others may not have the chance to contribute at all.
Remenyi (2013a, p.74) cautions researchers to watch out for this. The fore knowledge
of this limitation was useful in curtailing a particular instance® during the main
fieldwork, as was reported in section 6.4.2. Also to prevent the occurrence of such
situation in subsequent focus groups, where one person dominates the discussion, the
interviewer familiarised himself with participants’ names and called them to solicit for

2% During one of the fieldwork focus groups interviews one of the participants tried to dominate the
discussions. With no reference to anybody in particular, the moderator politely stopped proceedings and
reiterated the ground rules, stressing on the need to allow other participants to also share their opinions.
Also, as recommended by Braun and Clarke (2013, p.128), the quieter participants were encouraged to
express their views.
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their views. This was particularly useful in getting participants who were reluctant to

contribute to share some views on issues under discussion.

4.11 Rationale for choice of data collection technique

Considering the fact that this research took place in Ghana and the researcher was based
in the United Kingdom it would have been cheaper in terms of cost to use questionnaire
rather than face-to-face interviewing as a data collection technique. Moreover as
compared to face-to-face interviewing, questionnaire would have given a wide
coverage; and also save the researcher time of travelling to Ghana. Questionnaires in
general are easier to administer than arranging interviews. It however does not allow
the researcher to understand or explore answers (Gillham, 2008). It is for this reason
that the researcher used interview as a data collection method rather than questionnaire.
The interview as a qualitative research data collection technique collects data which
“are usually in a text form, and offer a richer, more in-depth representation of people’s

experiences, attitudes and beliefs” (Altinay and Paraskevas, 2008, p.75).

In spite of its limitation of anticipated voluminous pages of transcripts which takes great
deal of time to analyse, interviews and focus group were the main data collection and
fact finding methods. The choice was influenced by the nature of the research questions.
That is, the ability to have a face-to-face personal interaction with participants enables
researchers to probe further and seek clarification where there is ambiguity in the
responses provided by participants.

The choice of interview was made for the reason by using this technique there is a
possibility to check the clarity of answers given by research participants and ask further
probing questions, which give in-depth knowledge about the phenomena being
investigated. Also as compared to focus group, interview is relatively easy to arrange.
However (as explained in Chapter 5), it was found out that that apart from interviewing
it was useful to also consider focus group as a data collection technique where the
stakeholders met and shared ideas (or discussed issues) on the role of privacy and data

protection on the implementation of e-government in Ghana.

As stated in Chapter 1, this study sought to evaluate the role of privacy and data

protection in the implementation of e-government in Ghana. Stakeholders and other
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research participants in-depth views were sought to answer the research questions.
Qualitative approach was used to collect data. This was in-line with qualitative research
definition by Hussey and Hussey (1997, p.20) which states that “a subjective approach
which includes examining and reflecting on perceptions in order to gain understanding

of social and human activities”.

The next section discusses how CADQAS can be employed to analyse qualitative data

collected in the field.

4.12 The use of CADQAS in data analysis

In qualitative research, the researcher is more often than not faced with large volume of
data. Previous researchers (Hoover and Koerber, 2011; Bringer et al., 2006; Weitzman,
2000) therefore recommend the use of Computer Assisted Qualitative Software
(CAQDAS) in data analysis in order to save time.

Hoover and Koerber (2011) cite Blakeslee and Fleischer (2007) and Hughes and
Hayhoe (2007) in pointing out the important role CAQDAS plays in *“storing,
managing, and analysing qualitative data”. They identify the following CAQDAS, with
their distinguishing features, as some of the well-known examples:
e Nvivo — Interface similar to Microsoft Outlook; advanced querying functions;
and powerful source data and coding organization;
e ATLAS.ti — Advanced multimedia support; native PDF support (looks like the
original) and Google earth is embedded in it;
e MAXQDA - Interface is clean and intuitive; good use of colour for separating
project elements; and integrates qualitative analysis well with quantitative
analysis features;

e NUD*IST — predecessor to Nvivo version 8.

It must be stated that the use of any of these software does not entirely do the data
analysis which results in research findings. They only facilitate the data analysis
process. They have a unique feature of “increasing efficiency of data analysis,
facilitating multiplicity in research methodologies, and enabling transparency of the
process as a whole” (Hoover and Koerber, 2011). Welsh (2002) explains that CAQDAS
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keep track of data and ongoing analysis; and they support transparency and accuracy

requirements of the analysis process.

The use of one over the other CAQDAS is at times a matter of choice. It also depends
on the kind of data a researcher is dealing with. For instance, MAXQDA may be a
better choice if a researcher employs mixed method in a piece of research and is
overwhelmed with both qualitative and quantitative data. Cost, that is the price of the

software, may also influence a researcher decision to use any of the above software.

For this study, cost did actually influence the choice of Nvivo as a data analysis tool,
since the research institution, De Montfort University (DMU), has a site licence for the
software, so it was free for the researcher to use. Its “advanced querying functions; and
powerful source data and coding organization” (Hoover and Koerber, 2011) were also
influential in it being selected as data analysis tool of choice. In other words, Nvivo was
chosen as a data analysis due to its ability to deal with large volume of data (Walsh,
2003) and thereby reducing it to a manageable size (Rouse and Dick, 1994) which make
it convenient for the researcher in terms of channelling the time saved to the

interpretive, creative dimensions of their work (Hoover and Koerber, 2011).

Using the Nvivo software to analyse the pilot study data gave the researcher the much
needed experience and confidence to use it again in the analyses of the fieldwork data
which is discussed in Chapters 7 and 8.

4.13 Pilot study

Easterby-Smith (2008 te al., p.24) points out that “in a [PhD study] time is short and one
may then need to launch directly into the main study ... [however] there is usually time
to carry out a pilot investigation to test methodologies and to assess the feasibility of
initial ideas, which might lead into a larger study or be completely jettisoned at a later
stage.” It helps researchers to refine their “data collection plans with respect to both the

content of the data and the procedures to be followed” Yin (2013, p.92).

Taking a cue from the aforementioned, the interview questions (see Appendix G) were
piloted on the staff of the Ghana High Commission in London before the main
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fieldwork was undertaken in Ghana. The results of the pilot study were used to revise

and refine the research design.

The next section discusses the selection method which used to select the participants
for both the pilot study and the main fieldwork.

4.14 Purposive sampling method

Purposive sampling is a non-probability sampling method. A non-probability sampling
means sampling without using random selection methods. It is a sample selection
method based on purpose and it is used when a researcher wants to access a particular
subset of people in order to select information-rich cases for detailed study (Denzin &
Lincoln, 2000; Patton, 2002). In this case study, stakeholders, for example, users of e-
government services and also policy makers in e-government implementation were

purposely selected.

The sample sizes may or may not specifically be determined before the commencement
of the fieldwork. Sample sizes are dependent on the resources and time available as
well as the research objectives. They are also determined on the basis of theoretical
saturation, that is, the point in data collection when new data no longer brings additional
insights to the research questions (Bryant and Charmaz (2010); Glasser and Strauss,
1967; Eisenhardt, 1989).

Purposive sampling is therefore most successful when data review and analysis are
carried out in conjunction with data collection, as recommended by Glasser and Strauss
(1967).

4.15 Summary

In this chapter the philosophy (interpretive) behind the research was outlined. Various
means by which the data could be collected and analysed were also considered. It was
found out that basically there are two approaches to research, that is, quantitative and
qualitative. The researcher was faced with the choice between these two, however
considering the research aims and objectives, a qualitative method was chosen to

answer the research questions.
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Recognising the importance of survey, one-to-one interview was chosen as the main
data collection method. However, as stated in Chapter 5, after the pilot study focus
group was adopted to compliment this technique to solicit participants’ views on the
study phenomena. The choices for the study’s methodology were made with

consideration to the research aims, objectives and questions as outlined in Chapter 1.

This led to the definite choice of a qualitative data analysis method which was used to
answer the research questions. The whole idea about qualitative data analysis was to
come up with some insight that might help the researcher and others to understand or
explain the subject at hand (Myer, 2009). A detailed account of the qualitative data

analysis method is presented in the next chapter.

The interview questions (see Appendix G) were piloted on the staff of the Ghana High
Commission in London before the main fieldwork was undertaken in Ghana. The pilot
study process is discussed in the next chapter.
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5 Chapter Five: Pilot Study

5.1 Introduction

This chapter discusses the pilot study that took place among Ghanaians at the High
Commission in London, before the main fieldwork was undertaken in Ghana. It
highlights the reasons for conducting the pilot study, the data collection and analysis
techniques used, and finally the contribution of the pilot study to the overall research.
The pilot study was a one-day experience which took place on Thursday, June 10 2010
in participants’ individual offices. Face-to-face semi-structured interviews were

conducted with participants.

As required by the research institution, De Montfort University, an application to gain
ethical approval was submitted to the Human Research Ethics Committee and was
approved (see Appendices H and 1) before the pilot study was undertaken. This is
explained further in section 6.5.

5.2 Pilot study significance

Alreck and Settle (1995) describe a pilot study as a brief preliminary survey, often using
a small convenient sample. De Vaus (1993, p.54) advice to researchers is, “do not take
the risk. Pilot test first.” Pilot study is therefore “done in preparation for the major
study” (Polit et al., 2001, p.467).

The significance of undertaking a pilot study in research of this nature is captured in the
words of Byrne (2001):

Performing a pilot study is always a good idea regardless of which research
method is used. A pilot study provides the researcher with experiential logistics
from actual procedural implementation. The pilot study facilitates a more
systematic approach to actual data collection and analysis. Although many
graduate students view a pilot study as busy work or a time-wasting step, in the
long run, it will expedite the actual implementation phase of a research study.

The pilot study process was therefore undertaken to ensure that there were no
unanticipated difficulties in the investigation. The aim of the pilot study was to test the

interview questions; and to find out if they would solicit the kind of data needed to

107

www.manaraa.com



inform the research questions (Braun and Clarke, 2013, p.85). It also aimed to confirm

and, if appropriate, further identify stakeholders to be interviewed in the main study.

5.3 Pilot study sample

After permission was granted from the Ghana High Commission, in London, to
interview some of their staff, purposive sampling was used to select 10 members of staff
for the pilot study. Purposive sampling aims to create rich, in-depth information
(Liamputtong, 2005; Zmijewska and Lawrence, 2005). The rationale for adopting this
sampling method in the pilot study was to choose a setting or individuals where *“the
processes [phenomena] being studied are most likely to occur” (Denzin and Lincoln,
1994, p.202). In this case, participants who are conversant with e-government project
issues in Ghana; and are also e-government service users themselves and thus could
share their views on privacy concerns. There was also an influential factor as to whether
the participants were *“accessible and convenient” (Braun and Clarke, 2013, p.57) for
the study. The Ghana High Commission, as a sponsor?* of the research, was willing to
make its staff available for the piloting.

On the scheduled date, Thursday, 10 June 2010, seven of the already selected
participants were unavailable on that day due to a department meeting. Due to time
constraints, it was impossible reschedule another date, therefore interviews took place
with the available three participants. The participation of these three interviewees, apart
from the aforementioned (that is their knowledge and experience in the study
phenomena), were also based on convenient accessibility. Therefore the sampling
method is a combination of purposive sampling and convenience sampling, with the
former taking precedence over the latter. Convenience sampling is where study
participants are selected based on accessibility (Braun and Clarke, 2013, p.329). One
limitation for using this method is that the perceptions of these participants from the
High Commission may differ from other participants from the Ghanaian community in

UK and more so in Ghana. This is evident in the differences in the findings with respect

% There is a possibility of sponsor bias here; however this was just a pilot study. The important part was
the ability to pilot the research, rather than the substantive results from the pilot.
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to the role of privacy and data protection in e-government implementation (see sections
5.6 and 8.6.1).

Methods using a small sample size are useful for pilot studies before committing the
research to a large scale. However, a sample size of 3 is too small and may possibly
affect the data quality. The findings from the piloting data analysis cannot therefore be
used to generalise the entire population. However, for the fact that the participants were
selected using purposive sample, that is, they were people specifically interviewed
because of their knowledge and experience in the research phenomena, their responses
were useful in testing and confirming the main fieldwork data collection and analysis

strategy.

5.4 Procedure

As already mentioned the pilot study was a one-day fieldwork experience. Considering
the interview was the technique chosen for the data collection. The rationale for
choosing this technique has already been discussed in Chapter 4. As it was found out,
with this technique, it is possible for the interviewer to have a personal contact with the

participants.

A period of 50 minutes was allocated to each individual interview and one and half
hours to meet participants and solicit their feedback, comments and suggestions. This

became possible because all the participants work in the same building.

The data collected were responses from 3 participants. These same participants were
later in the day grouped together for discussions, comments and feedback on the earlier
one-to-one interviews. This proved to be a very useful exercise as it turned out be more

like a focus group.

As a novice researcher with no experience in interviewing, Easterby-Smith et al. (2008,
p.146) and Myers and Newman (2007) guidelines (see section 6.4.1) were adopted for
the entire interview process. They were helpful in developing interview skills for the
subsequent fieldwork in Ghana. As highlighted in section 8.1, in some instances, when

the participants were hesitant, careful prompts were used to encourage them to speak.
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This skill, for example, was acquired from piloting the interview questions in

conjunction with the aforementioned guidelines.

5.5 Pilot study data analysis

In line with the methodology employed for this research (see Chapter 4), data analysis
approach was borrowed from the Straussian version of grounded theory. The analysis of
the pilot study data followed the same procedure as highlighted in Chapters 7 and 8.

As Sampson (2004, p.399) points out it is “only when data is evaluated that any gaps in
a research design begin to show up”. Analysing the data from the pilot study gave
valuable insights. It gave a picture of issues that could possibly influence the

implementation of e-government in Ghana.

5.6 Findings and discussions

Initial findings showed that privacy and data protection play a crucial role in e-
government implementation in Ghana. Issues such as low Internet penetration and
inadequate ICT infrastructure; digital divide; lack of awareness and e-skills; and
unskilled technical staff could possibly hamper the e-government implementation in
Ghana. However, from the experience of the Ghanaian community in the UK, potential
benefits of the online services — in terms of convenience and cost saving — are likely to

influence many citizens adoption and use of e-government services in Ghana.

The finding shows that, among the Ghanaians interviewed online personal privacy and
data protection have significant relationship with e-government implementation. This
means that citizens would be less willing to access e-government services in the absence
of privacy and data protection law. Legislation would therefore be needed to allay
citizens’ fears and also safeguard their online privacy before they would adopt e-

government services®.

All the participants were of the view that the Internet is not a safe place to submit one’s

personal information. It was revealed that, this assertion though, is not as a result of

% |t must be stated here again that these interviews and data analysis took place before the Privacy and
Data Protection Act was passed in February 2012.
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personal experience of privacy breach, but through media reports. Participant PS3, for

instance revealed that:

““as a T-mobile customer, | was worried to read in the newspapers that, personal
details of thousands of customers of the phone company had been stolen a

couple of months ago™.

They are of the view that, from their knowledge of privacy violations in the western
countries, privacy and data protection is crucial and it would influence their decision to

access e-government services.

Even though the participants highlighted the importance of privacy and data protection
in e-government implementation they also however emphasised on ICT infrastructure as

highly necessary. According to Participant PS2:

“The online passport application service we offer here [in the UK] has been

successful because users have access to the Internet 24/7” Participant PS2.

This emphasised the crucial role of Internet accessibility in e-government
implementation. It suggests that the Ghanaian people are more likely to use e-

government services if they have convenient access to the Internet.

5.7 The contribution of the pilot study to the research

Considering the relevance of views and ideas which were raised by the participants
during the feedback and group discussion the study adopted focus groups as the second
data collection technique to complement the already chosen one-to-one interview

technique.

The pilot study was instrumental in identifying some of the stakeholders for the main
data collection. For instance, the National Information Technology Agency (NITA),
Ghana, was pointed out as the main government body in-charge of the e-government
implementation. This information was already known through literature search, but
what was significant was the participants provided contact information of some key
personalities at the e-government implementing agency. This was very useful for the

fieldwork, as it enabled these staff to be recruited for interviews.
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Also crucial issues which did not come to the fore during the literature review and

research design emerged. For instance, Participant PS1, revealed that:

“The Ghanaian community in UK uses the High Commission website a lot to
apply for or renew their passports. This is a good thing for us [the High
Commission]. It’s taken the pressure off us; it has curtailed long queues we used

to experience.” PS1
Participant PS2 added that:

“| think the Ghanaian community are happy with the online service since those
living outside London don’t have to travel all the way here to renew or apply for

a new passport.”

Literature searching showed that this facility (online passport application) is unavailable
in Ghana. This gives credence to Heeks (2002) argument that ICT implementation and
use in developed countries (for example UK) are different than it is in developing

countries such as Ghana.

It is evident from the participants’ responses that, the Ghanaian community have
adopted and are really using the online passport application and renewal service. As can
be deduced from the responses, the online service has been beneficial (in terms of
convenience) to both the High Commission and the Ghanaians resident in the UK. Chen
et al. (2006) point out that implementation of e-government has been successful in the
developed countries, for example UK, due to (among other things) high Internet access
and computer literacy for users; good current infrastructure; and dedication of resources.
These may possibly have influenced the Ghanaian community acceptance and usage of

the online service.

The above revelation prompted the study to include in the interview guide a topic which
sought to explore online services people obtain from the government portal in Ghana;

and also how often they browse the government portal.

It was observed that the participants were reluctant to answer questions around
corruption among government officials/workers. For instance the following questions:

what is your view about corruption among government officials/workers? How can e-
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government eliminate or reduce corruption among government officials/workers? did

not yield any responses from participants.

In the group discussion and feedback, the interviewer sought to find out from the
participants why they were reluctant to answer corruption related questions. One
participant jokingly said: “‘no one washes his dirty linen in public”. This response, even
though light-heartedly said, suggested participants were uncomfortable answering
corruption related questions. It indicates their admittance of corruption in the Ghanaian
society, especially among government officials®®, but they were not going to talk about
it. It also confirmed the collectivist national cultural dimension of the Ghanaian society
where people do not discuss intimate “family” matters in public, especially if they are
shameful. It was apparent this type of questions was not going to yield responses and
they were therefore deleted from the interview guide.

It emerged through the piloting that the mixed questions encompassing the phenomena,
e-government and privacy and data protection, initially seemed confusing to the
participants. This was rectified by grouping the interview questions under each

phenomenon as shown in Appendix G.

5.8 Conclusion

It was concluded from the pilot study data analysis finding that privacy and data
protection is an influential factor for individuals to access the e-government services. It
thus seemed to suggest that in Ghana, privacy and data protection plays a crucial role in
the implementation of e-government. Previous research (DeBenedictis et al., 2002)
confirms this finding. The findings from the pilot study supported the chosen research

methods as reliable to collect fieldwork data to answer the research questions.

By using purposive sampling, researchers believe that some participants are more
appropriate for the research compared to other individuals (Castillo, 2009). For
example, since this study draws on the knowledge, expertise and experience of persons
involved in electronic government implementation, Participant PS1 was identified as an

important source of knowledge. As was revealed the Ghanaian community in UK are

2% As discussed in section 2.7.1.
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able to renew and apply for passports online; the participant’s shared experience with

the developments in this electronic services and online privacy was useful to the study.

Likewise, it must be stated that even though convenience sampling is the least rigorous
and justifiable sampling method (Sandelowski, 1995) it became necessary to
incorporate it to complement the purposive sampling due to the pilot study sample
convenient accessibility. The Ghana High Commission, as a sponsor of the research,

willingly made its staff available for the piloting.

Feedback from participants confirmed that the interview questions were appropriate and
understandable and that the resulting data was capable of being analysed using the
proposed data analysis strategy. The refined research interview questions (see Appendix
G) which resulted from piloting were used to collect the fieldwork data. A detailed

report of the fieldwork is presented in the next chapter.
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6 Chapter Six: Fieldwork Report

6.1 Introduction

Creswell (2013, p.95) explains fieldwork is gathering of information in the context or
setting where the participants live. This section presents the report of the main
fieldwork and a subsequent follow-up that took place in Ghana. It emerged in the
follow-up fieldwork trip that the situation in Ghana has not changed since the
commencement of the research. The research questions that this research seeks to
address still exists and remain unanswered. This research commenced before the Ghana
Data Protection Act 2012 was passed in February 2012. However, the passing of the
legislation did not affect the findings of the research. This became known through the
comparison of the first interview data and the follow-up interview data. It was possible
to compare the responses of both interviews due to the fact that the similar questions

were asked in both cases.

As was highlighted in Chapter 4, this study employs case study methodology to
investigate the role of privacy and protection in e-government implementation in Ghana.
This chapter describes the purposive sampling that was used to select the research
participants whose combined responses would enable the research questions to be

answered

As stated in Chapter 1, the research aimed to solicit views from the participants on the
role of privacy and data protection in e-government implementation. Qualitative data
was collected through semi-structured interviews with stakeholders from government
departments and agencies, parliament, universities, private and public organisation and
the general public. Participants’ responses were not influenced by their respective
managers or heads of department®’. The data solicited are account of the participants’
personal perspective of the phenomena being under studied.

%" To detect any influence of Managers in participants’ responses, the interview data were compared with
each other and also with other sstakeholders to check if they seem to out of line — nothing untoward was
found.
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Guided by set criteria, purposive sampling is used to select the interview participants. In
total, 53 participants were interviewed. Each individual one-to-one interview lasted
approximately one hour. The focus group (comprising six participants in a group) was
also conducted within an average time of three hours. The one-to-one interviews and the
focus groups followed the same schedule and structure as presented in appendix F and
G.

Criteria for the selection of participants were based on their knowledge and/or
prominence in e-government implementation. This was done to limit bias in the
collection of interview data. This is in line with Eisenhardt and Graebner (2007) who
assert that highly knowledgeable participants who view the focal phenomena from
diverse perspectives limit biases in the interview data collection. Overall the participants

were enthusiastic to share their views on the study phenomena.

The process of interviews and focus groups along with the research’s ethical
considerations are also highlighted. A discussion of the field notes and the data

transcriptions are also presented and a summary concludes the chapter.
6.2 Fieldwork follow-up

While the initial fieldwork took place in November 2010, a follow-up was undertaken
from October 11 to 25, 2012. The data collected from this follow-up trip added value to
the data analysis. The responses were similar to those collected in the previous
fieldwork trip. It also emerged that the practiced situation in Ghana has not changed
since the commencement of the research. The follow-up fieldwork trip confirmed that
the problem that this research seeks to address still exists. The e-government
inplementation project is on-going (but still at cataloguing stage). There are still reports
of identity theft, cyberfraud and corruption in the country as discussed in sections 1.2
and 2.7.1. The only significant change in the country was the passing of Data Protection
Act in February 2012. However, this development did not have any effect on the study

findings.
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6.3 Selection of research participants

In selecting the research participants the “time and resources available, and the number
of suitable people who [could] be identified and contacted for inclusion” (Descombe,
2007, p.334) were considered. A purposive sampling method was chosen to select the
research participants. This sampling method is in conformity with interpretive paradigm
research (Llewellyn et al., 1999) and researchers like Patton (2002) and (Denzin and

Lincoln, 2000) recommend it for a study of this nature.

6.3.1 Research participants
The Ghana government, in its ICT4D policy (Republic of Ghana, 2003), identified the
following as the key implementation agencies, players and stakeholders in its e-
government implementation project:
e All Government Ministries and Public Sector Organisations
e The Public Enterprise Commission

e The Labour Union

Even though the ICT4D policy has been reviewed (Ghana News Agency, 2011) since
the start of this research, the identified stakeholders in the e-government implementation
project remain the same. Freeman (1984, p.25) defines a stakeholder as “any group or
individual who can affect or is affected by the achievement of the organization’s
objective”. The literature search identified other stakeholders (see table 6.1 below) that

also play a key role in e-government implementation.

Stakeholders of E-government Source

Political Leaders UN (2008), Orange et al. (2007), UNESCO
(2005)

Government (including its Ministries, Millard (2008a), Yildiz (2007), Heeks (2006),

Departments and Agencies) Orange et al. (2007), UNESCO (2005)

Legislative Bodies UNESCO (2005)

Public Administrators UN (2008), Orange et al. (2007)

Private Sector (especially Internet Service UNESCO (2005)

Providers)

International Organisations and NGOs Heeks (2006), UNESCO (2005)

Informed citizens (academic) Millard (2008a), Irani et al. (2007)

Project managers/design developers/IS Orange et al. (2007), UN (2008)

staff/Programmers

End Users (Citizens, Businesses, Employees, Millard (2008a), UN (2008),Yildiz (2007), Heeks

Students etc.) (2006), UNESCO (2005), Mintzberg (1996)

Table 6.1: Identified stakeholders of e-government
Source - Adapted from Rowley (2011) and UNESCO (2005)
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The findings from the literature review established that e-government implementation is
a multi-stakeholder coordination process (Wright, 2010). One of the aims of the
research design was to involve at least one participant from each of these identified

categories of stakeholders. As presented in tables 6.2 and 7.2, this aim was achieved.

As presented in table 6.1 the implementation of e-government involves the active
participation and contribution of the following identified key players and stakeholders

in the entire process:

* Government (including its Ministries, Departments and Agencies): Similar to
political leaders and the legislative bodies, the government stands out as a key
player in the e-government project. It is the policy making body and, through its
Ministry of Communications and affiliated agencies, coordinates the whole e-
government implementation process and activities. UNESCO (2005) advises
“the government departments at all levels in country need to ensure a perfect
backend integration of systems and processes to ensure a smooth and seamless
transformation of the government to a digital state”. The government itself
stands to benefit from this transformation since the ministries, departments and
agencies can collaborate and provide services to one another.

» Legislative Bodies: These are key players in the e-government implementation
in the sense that the onus lies on them to formulate and pass well-crafted ICT
laws and policies which are a pre-requisite for the success of the project
(UNESCO, 2005).

* Public Administrators: The awareness amongst the government employees and
their willingness to embrace change plays a crucial role in the whole e-
government implementation process (UNESCO, 2005).

* Private Sector (especially Internet Service Providers): The important role of the
private sector in the e-government implementation cannot be ruled out.
Currently there are nine Internet Service Providers (ISPs) in Ghana, namely:
KNet, Broadband4u, Africa online, Internet Ghana, Network Computer Systems,
Zipnet, Busy Internet, Accelon and Ecoband Networks Ltd Being the main
service providers in a country with a low Internet penetration of only 14.1%
Internet users (CIA World Factbook, 2013), a healthy collaboration and
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partnership between the government and the industry/private sector (especially
the service providers) “shall lead to an easy fulfilment of e-government goals as
both the parties can draw benefit out of the ventures”. A Director of the Ministry
of Communication (2010) stated in the data collection interview that apart from
taxes, the service providers pay one percent of their annual revenue into the e-
government project fund. UNESCO (2005) adds that “the private sector can be
an investor for e-government initiatives and can also add value to the e-
government initiatives through deployment of advanced technology and global
expertise. Apart from the commercial aspect, they would in turn benefit from the
increased efficiency, transparency and accountability of the government.”
International Organisations and NGOs: These also play an important role by
being facilitators and motivators for the projects. The World Bank, for instance,
has been funding some aspects of the e-government project. Through an
effective promotion of e-government initiatives, organisations like the United
Nations can raise awareness amongst citizens and can also contribute by
carrying out research in the area and exchanging best practices with countries
that have already proved successful in some areas of e-government (UNESCO,
2005).

Informed citizens (Academics): Due to the nature of their profession (teaching
and research - especially those in computer science/ICT departments), their
contribution to e-government implementation cannot be ruled out. They teach
and train many of the Project Managers, Design Developers, Information
Systems (IS) Staff and Programmers in university. Also Government policy
making is sometimes based on evidence from their studies/research (Ferlie et al.,
2003).

Project Managers/Design Developers/IS Staff/Programmers: Research findings
have shown that these professionals (especially IS Staff) are already contributing
to the provision of privacy and data protection (Howley et al., 2004). As the
literature review (Chapter 2) indicated, e-government cannot be implemented
without provision for privacy and data protection; these professionals’ role in the
process is important hence their being selected to participate in the research

interview.
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* End Users (citizens, businesses, employees, students etc.): They are the key
beneficiaries of e-government process. The end users “play a crucial role as
they are the ones to expect a fast and convenient delivery of online information
and services from the government” UNESCO (2005).

Since this study focussed on e-government, privacy and data protection
implementations it was essential that the policy makers and legislators views were
solicited. The main reason for choosing these research participants was that they could
enlighten the phenomena of privacy and data protection issues, and e-government
implantation in Ghana. They were specifically recruited because of their knowledge or

experience relating to the phenomena.

The research design aimed to involve at least one participant from each of these
identified categories of stakeholders. This was realised, and out of the fifty-three
research participants, several participants were selected from each of the stakeholder
categories as shown in table 6.2. Among these were politicians/parliamentarians (from
both sides of the political divide), civil servants and government officials tasked with
the responsibility for implementing the e-government project. Educators, students and
industry experts were also sourced from the universities, Internet Service Providers,

mobile phones network companies and banks.

Stakeholders of E-government Number of Participants
Providers® | Political leaders/ legislative bodies 4
Government (including its ministries, departments
and agencies officials - Public administrators/civil 6
servants
Private sector (especially Internet Service 3
Providers, International organisations and NGOSs)
Informed citizens (academic/researchers) 9
Project managers/design developers/IS 1
staff/Programmers
Users® Citizens, businesses, employees, employers,
30
unemployed, students etc.)
Total number of participants 53

Table 6.2: Research participants

%8 provider is used here in the context of any person or body which is linked to e-government
implementation. For instances, Government as electronic services provider; Members of Parliament as
policy makers or influencing government decisions on e-government; academics/researchers as
consultants to the e-project; and NGOs and ISPs in public private partnership with government to provide
e-government services citizens.

2 Users denote citizens (potential users) who are likely to adopt and use e-government services.
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As shown in table 6.2, the research participants are all stakeholders and are classified
into two groups: providers and users. They were selected to solicit their views on the
role of privacy and data protection in e-government implementation in Ghana. Their
views on what they consider most significant issues on e-government implementation

were also considered.

The criteria for choosing the participants from these stakeholders were one or more of
the following: involvement in e-government implementation; knowledge and
experience of e-government usage; knowledge of the Internet or have been using the
Internet to access information or e-services; academics/lecturers involved with research

or teaching of the e-phenomena; and university students studying ICT/Computing.

Based on one of the criteria that participants should have knowledge of the Internet or
have been using the Internet to access information or e-services, Internet cafes were
chosen to recruit volunteers from the general public® to participate in the research. It
must however be pointed out that “the Internet café as a space did not fully contain the
social phenomena under study but rather served as an entry point” (Burrell, 2012, p.32)
to recruiting volunteers from the general public who were Internet users to participate in

the study.

Using these criteria means e-government potential users (especially those who did not
know what the Internet is or have never used the Internet) were excluded from the
selected participants. Their participation would not have added any value to the research

due to their lack of knowledge and experience in the phenomena being studied.

The participants selected, based on the selection criteria, resulted in a multiple
perspective of fieldwork data. Their knowledge and experience put them in a better
position to share their opinions on the role of privacy and data protection in e-

government implementation.

%0 Many of the general public participants heard about the term e-government for the first time during the
interviews. However, as found out from section 8.1.2, when it was explained to them they were able to
give potential benefits of e-government.
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6.4 Data Collection

Letters (see Appendix A) asking for permission to interview the identified stakeholders
were sent to the ministries, departments, agencies and organisations. The invitation
letters were sent out to heads*! of department of the participants. The letters stated the
aim and purpose of the research and highlighted the fact that the research was being
sponsored by the Government of Ghana. Research consent forms (see Appendix E)

assuring participants of their confidentially were attached to the letters.

Permission to conduct the interviews was granted from almost all the relevant
stakeholders in the various organisations; and a convenient date was arranged with each
willing participant. Organisations which were not in the position to participate in the
research interviews referred the interviewer to the appropriate ones. For example,
literature search revealed that, the Ghana-India Kofi Annan Centre of Excellence in ICT
(KACE) was involved in stimulating ICT growth in the country. However, they
declined an invitation to be part of the study and signposted the researcher to The
National Information Technology Agency (NITA), the e-government implementing
agency of the Ministry of Communications. NITA had already agreed to be part of the
study, however, KACE’s kind gesture was very much appreciated. The participants
from NITA gave an insightful account of the phenomena which was helpful to the data

analysis.

Convenient dates were arranged with participants so interviews could be conducted.
Using the purposive sampling method, whose main aim is to obtain rich, in-depth
information (Liamputtong, 2005; Zmijewska and Lawrence, 2005), the Select
Committee of Communications of Ghana Parliament was identified; and permission
from the Deputy Speaker was granted to interview some of its members. The committee
is appointed by the Ghana Parliament to ensure that government ICT policy and
decision-making is based on good professional advice and evidence. It has the mandate
to examine the activities of ministries, departments and agencies involved with ICT

projects in the country, for example the e-government project implementation.

31 The fact that invitation letters were sent through heads of departments raise possible influence or bias.
As a precautionary measure to eliminate or reduce biases, participants’ responses were compared with
each other to check if they seem to out of line.
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Membership of the committee is made up of parliamentarians from both sides of the
political divide, the majority and minority. The members were selected to be part of this
study due to their experience and legislative work in ICT. This direct access offered the
opportunity to solicit responses which were considered privileged information
(Denscombe, 2007, pp.175-180) and enabled an in-depth understanding of the Ghana e-
government implementation process to be gained. The Members of Parliament who
were interviewed were kind enough to make available a draft copy of the Data

Protection Bill. As mentioned in Chapter 2, this Bill has now been passed into law.

The Deputy Speaker’s role in the selection of participants for the interviews did not in
any way affect the fieldwork data. Many of the participants are experienced
professionals and public officials who are involved in the e-government implementation

project. They willingly gave their expert opinion on the phenomena under discussion.

Permission was also granted to interview some top civil servants from the Ministry of
Communications during work time. The Ministry of Communications has an oversight
role in the e-government implementation project; thus the selected participants from the
sector ministry shared information which highlighted the e-government implementation

project.

The general public were recruited by contacting Internet café managers with a request to
interview their customers. Three Internet cafes were contacted; one opted out and one
agreed to the request. The manager of the third café declined with the excuse that he did
not have any space available for the interviews to take place. However, he volunteered

to participate in the research and the interview was conducted in his office.

As an incentive, an agreement was reached with the second Internet café manager to
allow each volunteer one hour of free browsing and the total cost of the Internet usage
was to be passed on to the researcher. The manger therefore put up a notice at the
reception a week before the scheduled meetings. The notice read: “VOLUNTEERS
WANTED TO TAKE PART IN A RESEARCH INTERVIEW - 1 HOUR FREE
INTERNET BROWSING FOR EACH VOLUNTEER AFTER THE INTERVIEWS”.
Any volunteer who wanted further information was asked to contact the researcher or

the manager who had already been briefed about the research.
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Interested volunteers left their names and contact details with the café receptionist. They
were later contacted on the phone and email to brief them about the research interview
and to remind them about the interviews date and time. The manager was kind enough
to arrange a room in the café premises for the interviews to be conducted. The total cost
of the free Internet usage by the volunteers was paid for by the researcher after the

interviews.

Considering the research aims and objectives which sought to evaluate the role of
privacy and data protection in the implementation of e-government in Ghana, interviews
and focus groups were chosen as techniques for the data collection. With these
techniques, it was possible to have personal contact with the participants. It also made it
possible to explain and clarify certain aspects of the interview questions to the
participants who might have had difficulties understanding them.

The fieldwork produced a total of 53 responses comprising of 35 individual face-to-face
interviews and 4 focus groups with 6 participants in each group (see table 7.2). Crucial
issues that came up during the interviews and focus groups, with the associated possible
effect of data saturation, resulted in the 53 participants’ responses collected. Data
saturation is the point at which “no additional data are being found whereby the
[investigator] can develop properties of the category” Glaser and Strauss (1967).

6.4.1 Fieldwork Interviews

As described in Chapter 4, Research methodology, interview is a useful research
instrument for obtaining the story behind a participant’s experiences. Researchers use it
to pursue in-depth information around the study topic. The interview process for this
study was informed by the guidelines outlined by Myers and Newman (2007) (see
figure 6.1).
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CONTEXT
(Physical, Social,
Cultural)

2.Minimise Social Dissonance
5. Use Mirroring in Q&A
6. Flexibility

Situating the
Researcher

v,

INTER- SUBJECT 3. Represent

. (INTER- foar Joice
VIEWER |, VIEWEE) Various Voices

TECHNOLOGY,

7. Confidentiality
of Disclosures

4. Everyone is an
Interpreter

Figure 6.1: Guidelines for the qualitative research interview
Sources: Myers and Newman (2007)

These guidelines were reinforced with the following suggestions by Easterby-Smith et
al. (2008, p.146):

The basic probe: the interviewer repeats a question to get the
interviewee back on track; this technique is frequently used when
the interviewee is going off tangent.

The explanatory probe: this is used to achieve clearer
understanding by completing the incomplete statements of the
respondent; the interviewer asks questions such as ‘Can you give
an example?’ or ‘Can you explain that?’

The focused probe: this is used to reach particular details of a
topic — for example, “What type of ... did you use?’

The silent probe: here, the interviewer maintains silence and
waits for the interviewee to break it; this technique is generally
used when the interviewee is taking lot of time to respond or is
hesitant.
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* Drawing out: this is used when the interviewee has stopped
responding; the interviewer restates or rephrases the last question
or topic (e.g. ‘So, the question was ... What else can you tell me
about that?”), which helps the interviewee to start talking again.

e Giving ideas or suggestions: here, the interviewer makes
suggestions or ideas for the interviewee to think about — for
example, “‘Have you thought about ...?’

» Mirroring or reflecting: here, the interviewer repeats what the
interviewee has just said but in different words; this helps the

interviewee to think about what he or she has just said.

These guidelines (see figure 6.1) and suggestions (Easterby-Smith et al., 2008, p.146)
were instrumental in the interviews process which elicited participants’ views about the

role of privacy in e-government implementation.

As a novice researcher these were printed on a small card to ensure that everything was

covered as expected. The card was read every time as a reminder before an interview.

For instance, using the situating the researcher guideline, the researcher was able to
solicit the interviewees’ experience, position or status, job responsibilities, educational
and professional background. Myers and Newman (2007) recommend that this
information is useful in writing up. This was in fact made used of in the writing up.
Also, minimise social dissonance guideline, came very handy, in terms of dressing
appropriately for the occasion. For instance, the researcher was formally dressed for
interviews with the Members of Parliament, whereas in the case of the students, a pair

of jeans and a t-shirt was appropriate.

A sample of questions that were asked during the interviews is presented in table 6.3
(see a full version at Appendix G). The questions were designed in such a way that there
was possibility for the participants to raise issues that had not been captured in the

frame.
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Question

Purpose of question

1. In your own words what is e-government?

To explore stakeholders understanding of e-
government

2. In your opinion do you think e-government
implementation is necessary in Ghana? Why?

To explore how e-government implementation
can enable the electronic provision of services to
citizens

3. Are you aware of any obstacles that are
impeding the e-government implementation? If
yes, what are they?

To explore and identify the barriers related to
successful e-government implementation

4. In your opinion what do you think needs to be
done for the public to embrace the e-government
implementation?

To explore and identify impediments that might
limit the full potential usage of e-government
services in particular Internet access, education
etc

5. Are there citizen concerns regarding the
implementation/use of e-government? If so what
are these concerns? And can they be addressed?

To identify the central concerns for citizens with
respect to e-government implementation, in
particular concerns related to privacy, security,
trust

6. In your own words can you briefly explain
what is meant by privacy?

To explore stakeholders understanding of
privacy

7. In your opinion do you think the Ghana
Government should implement privacy
legislation alongside e-government? If yes
why? If no why?

To explore the necessity of regulatory
frameworks dealing with e-government usage

8. Are you willing to lose your privacy in order
to obtain e-government services? If yes why? If
no why?

To explore whether individuals are ready to give
up their personal privacy for e-government
benefits

9. Is there anything else about privacy and data
protection and e-government implementation in
Ghana that you would like to share with me?

To provide interviewees with an opportunity to
discuss other factors associated with privacy and
data protection in e-Government implementation

Table 6.3: Sample of interview questions

As shown in table 6.3 participants were asked questions about their views on e-
government implementation; the state of e-government implementation in Ghana; the
main obstacles (i.e. Government commitment, organisational, technological
infrastructure, human resources/IT experts, public education etc.) that might impede the
successful implementation of e-government in Ghana; the public attitude towards
change in the likelihood of e-government being finally implemented; ideas of privacy
and data protection; awareness of privacy issues in Ghana; perceptions of the effect of
implementation of e-government on personal data of the public; suggestions of
priorities/strategies that should be in place for successful implementation of e-

government in Ghana; and suggestions for future implementation of privacy law in
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Ghana. This enabled stakeholders’ views in relation to e-government, privacy and data

protection implementation to be elicited.

It must be emphasised that all participants are from Ghana, where English has been
adopted as an official language. English is a second language of all the participants
however, the interviews were conducted in English due to the fact that they speak as

many as ten different languages. On average each interview lasted 60 minutes.

6.4.2 Focus group
As explained in detail in Chapter 4 - Research Methodology, focus group is “a group of
individuals selected by researchers to discuss and comment on, from personal
experience, the topic that has been a subject of the research” (O'Connor, 2012). It has
the ability to help the researcher in identifying quickly a full range of perspectives held
by research participants. It was employed in this study to expand details that might have
been overlooked in the in-depth interviews (Powell and Single 1996 p. 499). It was
particularly used to understand and explore how people think and feel about issues
(Krueger and Casey, 2000) relating to e-government implementation. Bertot et al.
(2010), Verdegem and Verleye (2009) and Scholl et al. (2009) have used this technique
effectively in e-government research. Alsaghier and Hussain (2012) for instance, used
this technique in their study to gain an in-depth understanding of the citizen’s

perception of e-government adoption.

In a country where around the time of the first phase of fieldwork a third of the
population do not know what the Internet is; and half do not know how to use it
(Bowen, 2010), and ““e-government implementation is still in its embryonic stage”
(Participant P24, a top civil servant), it is necessary to employ a focus group technique
as a complement to the in-depth one-to-one interviews to explore further the perceptions
of the “bulk of web surfers [who] are young urban [dwellers]...and highly educated”
(Bowen, 2010). For this reason, the lecturers and students from the universities’ ICT
departments were seen as an important source of knowledge as their research and
academic studies require familiarity with the developments in the field of electronic
services and online privacy. They were selected to form the focus groups. The
composition of the focus groups satisfies the criteria set in the selection of participants

as highlighted in section 6.3.
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After a letter of confirmation to participate in the research was received (see Appendix
B), a convenient date was arranged for the focus group interviews to take place. Due to
the large number of students that were available, random purposeful sampling was
employed to choose the focus group participants. In this type of technique, the
researcher chooses cases at random from the sampling frame consisting of a
purposefully selected sample. Miles and Huberman (1994, p. 28), point out that this
technique “adds credibility to sample when potential purposeful sample is too large”.
The introduction of the researcher as a fellow student collecting data for research

facilitated trust and confidence which put the participants in a relaxed mood.

Fontana and Frey (2005, p.704) identify one limitation to using focus group technique,
which is the possibility that one or two participants could dominate the proceedings and
others may not have the chance to contribute at all. There is also the possibility of one

or two individuals being too shy to express their views.

There was an instance in one of the focus group interviews where a participant tried to
dominate the discussions. It was observed that this particular participant was trying to
act the “best brain” amongst the group by not giving others the chance to contribute to
the discussions. With no reference to anybody in particular the moderator politely
stopped proceedings and reiterated the ground rules, stressing on the need to allow other
participants to also share their opinions. This brought the recalcitrant participant in
check. Every effort was taken to ensure that no one person or small coalition of persons
dominated the group in the subsequent interviews. All respondents were encouraged to
participate which thus facilitated obtaining responses from the entire group to ensure the
fullest coverage of the topic as recommended by Fontana and Frey (2005, p.704). The
number of participants in each focus group was limited to six. In all three focus groups

were conducted.

6.5 Research ethical consideration

Attention was given to the ethical conduct of the research. As required by the research
institution, an application to gain ethical approval was submitted to the Human
Research Ethics Committee and was approved. The strict code of conduct of The
Chartered Institute for IT, Social Research Association Ethical Guidelines, and

Economic and Social Research Council Ethics Framework were also followed.
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Before the interview, a consent form (see Appendix E), that had been approved by the
Human Research Ethics Committee was given to each participant to read and sign if
they were willing. The form, among other things, specified: the aim of the study;
duration of the interview; confidentiality of participants; and their right to refuse to
answer any question or withdraw from the interview at any stage. How the
responses/data collected would be protected, secured, stored and who has access to the
data was also communicated to them. Most of the research participants provided their
contact details for follow-up interviews. As mentioned in section 6.2 a follow-up was

undertaken to ascertain if there had been any changes since the previous fieldwork trip.

6.6 Field notes

A notebook was used to record the place, date and time of the interview. The notebook
was also used to write down responses of two participants who declined to have the
interviews recorded. These did not make any significant contribution to the data
analysis so they were later discarded. Observations and emerging themes were also
noted in the book. These notes were later expanded and typed onto a laptop after each
day’s interviews. The notebook itself was helpful in remembering the participants and it
was also useful during the data analysis process especially in transcription of the

interview data.

6.7 Data transcription

After the data collection, the recorded responses were transcribed for analysis. Due to
time constraints the services of a volunteer was engaged. The volunteer transcribed
eleven individual face-to-face interviews data and the rest were completed by the
researcher. The transcripts (including the ones typed by the volunteer) were all checked

against the digitally recorded interviews for accuracy.

6.8 Conclusion and summary of data collection

A purposive sampling method was chosen to select the participants who had a stake in
the e-government project; and whose responses would be to answering the research
questions. In total fifty-three identified stakeholders selected from various government

departments, agencies and private organisations took part in this research.
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The study drew on the expertise of persons involved in electronic government

implementation, end-users, as well as academics and students with ICT background.

Participants were selected on the basis that they have access to the Internet or e-
government services. Participants who were also likely to be involved in the e-
government project were selected using purposeful sampling technique. For instance,
members of the Select Committee of Communications in Parliament were purposely
selected for the study interview to gain an insight to government ICT policy, e-
government and privacy and data protection implementation in the country. They were
selected from both sides of the political divide and their diverse views illuminated the
privacy and data protection and e-government phenomena. Accessibility to the Internet
or e-government services was a factor to the selection of participants for the focus group
participants. A random purposeful sampling technique was used in selecting the

students due to their large number.

Data was collected from the above stakeholders through the use of face-to-face
individual interviews and focus groups. Interviews and focus group techniques made it
possible to ask the reasons behind participants’ responses. Thus in-depth knowledgeable
data was collected for analysis to enable the research questions as outlined in Chapter 1
to be answered.

Purposeful sampling was useful in selecting the research participants for data collection.
Such an approach restricts the generalisability of the results, but does not necessarily
weaken the conclusions (Stahl and McRobb, 2007).

This study could be the basis for future research which will involve rural participants

and non-Internet/e-government users as well.

A more detailed description of the data analysis procedure and data analysis of the

fieldwork data are presented in the subsequent two chapters.
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7 Chapter Seven: Data analysis procedure

7.1 Introduction

Having collected the data required by the research questions, according to techniques
outlined in Chapter 6, in this chapter, the strategy used in analysing the data is
explained. It discusses how the data analysis technique, borrowed from the Straussian
version of Grounded Theory, was employed to create the codes, categories and their

associated concepts.

The fieldwork data used in creating the codes and categories are a set of responses to
semi-structured questions asked during in-depth interviews and focus groups. As
mentioned in section 6.4.1, all participants are from Ghana, where English has been
adopted as an official language. The interviews were conducted in English due to the
fact that the participants speak as many as ten different languages. Since English is not
their first language some of the quotations from the participants’ responses may not be
grammatically correct. However these grammatical errors did not distort the meaning of
the participants’ responses. It must be stated that terms used by the participants
themselves in their responses were used in labelling the concepts, codes and categories.

A grounded theory approach (Straussian version) was borrowed to analyse the
fieldwork transcribed data. Documentation®?, for instance, the participants from the
implementing agency (NITA) made available to the researcher some reports which were
used to update the literature review. Also, individuals’ comments on media reports of
the Ghana DPA 2012 enactment were accessed online. These were used in the analysis

and discussion of the research findings in section 8.6.

As discussed in Chapter 4, this study adopted an interpretive approach to investigate
stakeholders’ views on the role of privacy and data protection in e-government
implementation. Borrowing from grounded theory the fieldwork data was coded using:
open coding, axial coding and selective coding - as recommended by Strauss and
Corbin (1990, 1998).

%2 Also, as mentioned in 3.10.2, a draft copy of the Data Protection Act, which had not yet been posted
online, was made available to the researcher.
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Table 7.1 highlights the procedure recommended by Creswell (2013, pp.190-191) when
using grounded theory approach to analyse qualitative data. This recommendation has
been adapted to discuss how the fieldwork data was analysed in this chapter and
Chapter 8.

Data analysis and representation Grounded theory approach

Data organisation o Create and organize files for data

Reading, memoing o Read through text, make margin notes,
form initial codes

Describing the data into codes and themes o Describe open coding categories

Classifying into codes and themes e Select one open coding category for

central phenomenon in process

e Engage in axial coding — causal
condition, context, intervening
conditions, strategies, consequences

Interpreting the data o Engage in selective coding and
interrelate the categories to develop a
“story” or prepositions

Representing, visualizing the data e Present a visual model or theory
e Present propositions

Table 7.1: Grounded theory approach in analysing qualitative data
Source: Creswell (2013, pp.190-191)

This chapter encompasses data organisation; reading and memoing; describing the
data into codes and themes; and classifying into codes and themes whiles Chapter 8

focuses on interpreting the data; and representing and visualizing the data.
7.2 Data analysis procedures

The data analysis process of this study commenced with the verbatim transcription of
fieldwork data. Necessary precautions were taken to ensure that participants’ anonymity
was preserved. The transcribed data was organised into individual interviews and
labelled P1 (Participant 1), P2 (Participant 2), P3 (Participant 3)...P29 (Participant 29)
as shown in table 7.2 below. The focus group participants were also labelled FG1, FG2,
FG3...FG24.

Participant label Profession Qualification No of Interviews
P1-P3 Academics/Lecturers Postgraduate degree 3
P4-P10 Students Undergraduates 7
P11-P14 Members of Parliament Graduates 4
P15 Civil servant/Engineer At least first degree 1
P16-P17 Self-employed At least first degree 2
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P18-P20 Civil servants MSc 3
P21-P22 Internet service provider staff BSc 2
P23 IT/IS Professional BSc 1
P24-P25 Directors — Ministries MSc 2
P26-P27 Bankers BSc 2
P28 NGO staff BA 1
P29 Unemployed graduate BSc 1
FG1-FG6 IT students Undergraduates 6
FG7-FG12 Informed citizens At least first degree 6
FG13-FG18 Ordinary citizens At least secondary 6
school education
FG19-FG24 Internet cafe users At least secondary 6
school education
Total 53

Table 7.2: Summary of the fieldwork participants with their labels

The individual transcripts, fieldwork notes and documents collected during the
fieldwork were reviewed. The transcribed data was read through at the same time with
the playback of the recorded interviews. This was done to make the necessary
corrections to mistranscribed data and also have a general idea of participants’
responses. Where there was no clear understanding of participants’ responses on
specific issues and they had indicated they were willing to be contacted again they were
called by phone for clarification. For instance, participant P20, a Civil Engineer, stated
that, ““if the citizens could trust the government they would readily give out their
personal data when using the e-government services”. Clarification was sought to find

out whether he meant *“trust in government™ or ““trust in e-government””.

The transcribed data was imported into Nvivo software for coding. Borrowing from
grounded theory the interview data was taken through three stages of coding: open,

axial and selective coding.

7.2.1 The use of Nvivo in data analysis
As stated in section 4.12, in qualitative research, a qualitative researcher is more often
than not faced with large volume of data. Previous researchers (Hoover and Koerber,
2011; Bringer et al., 2006; Weitzman, 2000) therefore recommend the use of CAQDAS,
for example Nvivo, in data analysis in order to save time. It must however be be stated
that the use of CADQAS do not entirely do the data analysis which results in research
findings. They only facilitate the data analysis process. It has a unique feature of

“increasing efficiency of data analysis, facilitating multiplicity in research
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methodologies, and enabling transparency of the process as a whole” (Hoover and
Koerber, 2011).

Weitzman (2000) advises researchers who intend using CAQDAS to first of assess their
computer literacy/skills. Following this advice this researcher completed the following
three training programmes with the DMU Graduate School Office: Creating and
Managing Large Documents; Introduction to NVivo for Qualitative Data Analysis; and
Advanced NVivo for Qualitative Data Analysis. The successful completion of these
training programmes was also influential factor in the choice of Nvivo as a computer

software tool to facilitate the data analysis process which is discussed below.
7.2.2 Open coding

According to Strauss and Corbin (1998, p.101) open coding is “the analytic process
through which concepts are identified and their properties and dimensions are
discovered in data”. It is the initial phase of the data analysis process. In order to capture
the essence of the views of the participants, conceptual labels were employed in coding
every phrase that has relevance to the research questions:

e To what extent is privacy and data protection crucial to e-government
implementation in Ghana?; and

e What current issues or challenges, regarding Ghana’s e-government
implementation do stakeholders consider particularly significant issues?

The main aim of the study as highlighted in Chapter 1 was to analyse the role of privacy
and data protection in e-government implementation. Using opening coding, initial
concepts were developed based on the research topic and questions. Caswell (2013,
p.184) explains coding as involving aggregating fieldwork data “into small categories of
information, seeking evidence for the code from different databases being used in a
study and then assigning a label to the code”. Even though he recommends that
regardless of the size of fieldwork data, not more than 25-30 categories of information
[initial concepts] should be developed’. However, in this study, when it reached the

point when coding of the data no longer contributed further initial concepts, 36
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concepts™?, as presented in table 7.3, had been developed. This was achieved by using in
vivo to code excerpts from participants’ responses that seemed to have the same
meaning. In vivo coding refers to using “terms used by [research participants]
themselves” (Strauss, 1987, p.33) to label concepts. In other words, it uses the “research
participants terms as codes to uncover their meanings and understand their emergent
actions...[and] studying these codes and exploring leads in them allows you to develop
deeper understanding of what is happening and it means” (Charmaz, 2014, pp.134-135).
Not only that, “names the researcher composes that seem to best describe the
information” (Creswell, 2013, p.185) were also used to represent the concept labels.
Pidgeon et al. (1991) suggest that the “label should fit the phenomenon described in the
data exactly, so that the terms chosen provide a recognizable description of the item,

event or activity under consideration”.

For example, the following excerpts, as shown on table 7.3 (point 3) have connotations

of potential benefits of e-government implementation:

“e-government makes government information more readily available and it

improves upon democracy”,
““it encourages openness and reduces or eliminates corruption”,
“it saves time and improves upon the way things are done”.

They describe the things that both the government and citizens are likely to benefit from
when e-government is successfully implemented. They were therefore grouped together
under the concept label benefits of e-government. In vivo coding was not used in
developing the concept label; rather it was a label the researcher composed that seemed
to best describe the information.

However in the case of point 12 on table 7.3, for example, the concept label corrupt

government officials was open coded using in vivo coding — that is, using the

% These 36 label concepts were developed from responses of all the stakeholders’ (both providers and
users) who participated in the fieldwork data collection.
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participants own phrases to represent the concepts. This concept label depicts the

corruption in government and its impact in e-government implementation.

Employing the aforementioned coding techniques, the excerpts were coded and grouped

under the same concept label as recommended by Strauss and Corbin (1998).

Concept label® Excerpts from participants’ quotes

1 Meaning of e-government “E-government is government trying to
implement its services and functions to the
public electronically, in other words,
digitalising government functions to achieve a
better supervision, a better coordination and a
better governing process”

2 Lack of technical experts “even if the government gets all the money
[funds] to acquire the computers needed for
this [e-government] project they still need the
human resource, | mean, the technical people to
handle and manage them”

3 Benefits of E-government “e-government makes government information
more readily available and it improves upon

democracy”, “it encourages openness and
reduces or eliminates corruption”, “it saves
time and improves upon the way things are

done”

4 Lack of resources “we don’t have the resources, both human and
the technological know-how”; “I think we lack
the resources to implement the e-government
project”

5 Digital divide “there is a big divide between the ‘haves’ and
‘have-nots’ in terms of computer and Internet
access, which means, e-government can only
be used by a small number of people”

6 Internet access “make computer and Internet access available
to the people to motivate them and they will
use it [e-government services]”

7 Internet readily accessible “It [Internet] is the technology that drives the
e-government services and should therefore be
readily accessible; it should be available 24/7”

8 Internet affordability “those who want to subscribe to the Internet
should get it at an affordable rate”
9 Challenges of e-government “the challenge that the government is currently

facing is human base”; “our challenge to this e-
government project has been low Internet
access penetration”

10 | Infrastructure “| think infrastructure in itself cannot be
overlooked...that many of the past projects that
the government had tried carrying out, they

3 It must be stated here that based on recommendation by Creswell (2013, p.185), the number of
participants who contributed to each concept label were not counted. He explains that, “counting conveys
a quantitative orientation of magnitude and frequency contrary to qualitative research.” He adds that, “a
count conveys that all codes should be given equal emphasis, and it disregard that the passages coded
may actually represent contradictory views.”
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failed because the infrastructure was not put in
place before implementing them”

11

Corrupt government officials

“in Africa [and that matter Ghana] we do
usually have a corrupt government officials, so
we will like to know who will ensure the
government does not use or manipulate our
personal information anyhow”

12

Meet stakeholders

“the first thing to do address this problem [lack
of IT experts] is to meet all the stakeholders
especially the university lectures [academics]
to develop the higher level computer science
education in the country”

13

Public education

“We can do a lot of education in the media,
radio, TV whatever...a lot can also come from
the youth teaching their parents how to use
computers, how to browse the Internet and
most importantly how to access e-government
services online”

14

E-government awareness

“for the e-government [implementation] to
work the government has to create awareness
by educating the people”

15

Privacy and data protection awareness

“there is the need for public education to make
the people aware of the e-government
implementation and more especially their
privacy rights as well”

16

Knowledge about latest technologies

“I know there are these sophisticated
technologies out there that ensure that you
cannot escape the notice of the security
services ”

17

Use of new technology

“making the ordinary people know about the
new technology and bringing it down to their
level and showing them how to use it”

18

Meaning of privacy

“Privacy is protecting your data from being
misused”; “Privacy is having control over my
personal information”

19

Meaning of data protection

“It’s got something to do with the law
protecting privacy”; “it is about those who
collect my personal details ensuring that they
are secure and they don’t get into the hands of
wrong people”

20

Importance of privacy legislation

“privacy legislation is very important; it will
ensure the unit that collects our personal data
when we use the e-government services
protects and secures it”

21

Privacy concerns

“if you are using e-government services, your
personal data will be collected and if you don’t
know what is going to happen it, you will get
worried”

22

Lack of privacy legislation

“the absence of privacy law will be harmful to
the citizen’s personal data”: “there is no law to
protect the data that would be collected from
being misused or identity theft”

23

Scared to put personal information online

“l worry about the latest technologies available
that make it possible for people to hack into a
computer database; it makes me scary to put
my information”

24

Worried about personal details

“l worried about this new age where right form
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birth till death, information is stored about me
in a database...data mining and processing
power is so vast that someone gets to profile
me so well and someone can easily assume my
identity”

25

Need for privacy legislation

“Privacy is a human right and it is the
responsibility of Government to respect and
protect it”

26

Privacy laws in other countries

“our laws need to move with times, we
shouldn’t be left behind the rest of the world”

27

Privacy as a human right

“since privacy is a right we need a law to
protect it”

28

Motivation to use e-government services

“people will go online and use the services
freely once they know that they are protected”;
“Privacy legislation will motivate people to use
the e-government services”

29

Measures taken in the absence of privacy law

“We don’t have privacy law however we do
our best to protect and secure our customers
personal data using latest security technology
available”; “we have invested in high-quality
security to protect our customers’ personal
details”

30

Confidence to use the e-government service

“it will give people confidence to use the e-
government service, in the sense that, they
know whatever personal information they
submit online there is a law backing
[protecting] it”

31

Motivation to go online

“knowing that your personal information is
secured, protected and that no one is going to
misuse it will motivate you to go online”

32

Trust in government

“if the citizens can trust the government they
will readily give out personal information when
using e-government services”

33

Mistrust in Government

“because we don’t trust the system it will be
very, very difficult to get people to give their
personal details online™)

34

Government commitment to privacy legislation

“Government should be committed to privacy
legislation”

35

Unwillingness to provide personal information
online

“If I can be sure of a law to protect my personal
data then I will be more than willing to provide
my personal information online”

36

Politicisation of e-government implementation

“we should also not politicise the
implementation of important projects like e-
government. The opposition should support the
government to make it successful”

Table 7.3: Conceptual labels

These labels as captured in table 7.3 were coded making use of ‘In vivo coding’. In

Vivo coding refers to using “terms used by [research participants] themselves” (Strauss,
1987, p.33) to label concepts.
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7.2.3 Axial coding

Axial coding refers to the process of making connections and links between the
categories (Strauss and Corbin 1998). Remenyi (2013b, p.148) explains that it “involves
grouping open codes to constitute more comprehensive constructs”. The intention is to
combine the initial concepts into “concepts of greater breadth and depth” (Remenyi,
2013b, p.21). It is essentially about shifting from lower codes to broader categories, and
building a more theoretical or conceptual analytic take on the [fieldwork] data” (Braun
and Clarke, 2013, p.239). Considering the above and bearing in mind the phenomena
being studied, some concepts which share the same property were merged to form
categories® as discussed below and presented in table 7.4. As recommended by Braun
and Clarke (2013, p.239), the definition of each category has been given to make it

more meaningful and relevant to the phenomena.

The concept labels “e-government awareness” “privacy and data protection
awareness” and “benefits of e-government” were merged to form *“awareness of e-
government and privacy and data protection”. The concepts in this category described
individuals’ awareness of e-government implementation and the potential benefits both
the government and citizens would tend to derive as well as privacy concerns and data

protection issues.

The codes ““digital divide” “Internet access™, ““Internet affordability’” and *““Internet
readily accessible” were merged to form the category ““Digital divide. Digital divide
represents the gap between those who have access to digital technologies (computers
and Internet) and those who do not. As mentioned in the literature review, Chapter 2,
Internet entity is the major access to e-government services. It is the enabler of the e-
government project, however, Bowen’s (2010) survey report highlights significant
variations in Internet access between rural and urban communities, as found out in
Chapter 2.

% Crewell (2013, p.186) recommends 5-7 categories at this stage, that is, the researcher reducing the data
to a small, manageable set of themes (categories) to write the final narrative.
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The concepts “use of new technology” ““computer illiteracy” and “lack of technical
experts” were merged to form a new category ““information and communication
technology”. This category was initially considered to be merged under digital divide
however further analysis showed that they had distinctive concepts which could be
explored to answer the research questions. Whereas, “digital divide” (as previously
discussed) is about the gap between those who have or have no access to the
technology, the category ““information and communication technology” deals with the

development of basic telecommunication and ICT infrastructure.

The merging of “trust in government”, “mistrust in government” and *‘corrupt

government officials™ concepts resulted in the category “trust in government™.

In this study, trust is taken in the context of citizens’ willingness to use e-government
services with a confidence that the government and its departments and agencies will

not misuse their personal data.

Carter and Belanger (2005) in a study found out that trust was an important factor in
citizen’s acceptance of e-services. E-government involves online transactions which
raise privacy concerns for the citizen and make trust a condition for exchange (Ribbink
et al., 2004). Citizens would therefore like to trust the service provider as well as the

service provided before using it.

The concepts “motivation to go online”” and ““confidence to use the e-government
service”” were merged under the category ““trust in government”. They described the
willingness and or tendency of individuals to access the e-government services.
Belanger et al (2002) defined trustworthiness as “the perception of confidence in the
electronic marketer’s reliability and integrity”. A citizen confidence to use a new
technology is imperative to e-government implementation (Bélanger and Carter, 2008).
That confidence is a motivation factor for an individual to go online and access the e-

government services.

Privacy concerns emerged as the category to represent the initial concepts:
“unwillingness to provide personal information online”, ““scared to put personal

information online™ and “worried about personal details”. As previously explained in
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section 2.8, privacy concerns relate to issues or concerns over how the citizens personal
detail are collected, processed, stored and even the possibility of disclosure to a third

party without their consent.

The category ““privacy and data protection legislation” was obtained by merging the
codes “privacy laws in other countries™, “privacy as a human right”, “importance of
privacy legislation”, ““lack of privacy legislation”, “need for privacy legislation”,
“measures taken in the absence of privacy law” and ““government commitment to
privacy legislation”. This category depicted the necessity of the law that protects

personal data and its crucial role in the implementation of e-government.

The category ““Privacy concerns” was further merged into ““Privacy and data
protection legislation”. The relationship between these two categories stems from the
fact that privacy concerns of e-government users require data protection legislation to
address them.

As explained above, through the axial coding, the concepts developed in the open

coding stage were explored further and five categories emerged as shown in table 7.4

below.
Initial concepts Emerging categories Relevant literature

e E-government awareness Awareness of e-government Carter and

e Knowledge of privacy and and privacy and data Weerakkody (2008)
data protection protection

o Benefits of e-government

e Digital divide Digital divide Sipior and Ward

e Internet access (2009)

e Internet affordability

o Internet readily accessible

e Computer illiteracy Information communication Mossberger (2009),

e Lack of technical experts technology Bertot et al. (2010)

e Use of new technology

e Trust in government Trust in government, Alsaghier et al. (2009),

e Mistrust in government motivation, confidence to go Bélanger and Carter

e Corrupt government online (2008), Carter and
officials Bélanger (2005)

e Motivation to go online

e Confidence to use the e-
government service
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e Importance of privacy and Privacy and data protection Bansal and Chen
data protection legislation legislation in e-government (2011), Arenesen and

e Lack of privacy legislation Danielsson (2007)

o Need for privacy legislation

e Measures taken in the
absence of privacy law

e Government commitment to
privacy legislation

e Privacy concerns

e Willingness to provide
personal information online

e Privacy laws in other
countries
Privacy as a human right

e Scared to put personal
information online

e Worried about personal
details

Table 7.4: Emerging categories

Using selective coding the relationships between these five emergent categories were
further explored to identify the links among the categories. In the process the main

(core) category was also identified. How this was done is discussed in the next section.
7.2.4 Selective coding

Selective coding is “the process of integrating and refining the theory” (Strauss and
Corbin 1998, p.143). It is the process of selecting a focal core category which is the
central phenomenon that has emerged from the axial codes and relating it to other
categories in addition to validating those relationships (Strauss and Corbin, 1990). The
relationships between the categories identified in section 7.2.3 were further investigated
and privacy and data protection legislation in e-government emerged as the core

category.
7.3 Memo writing

Throughout the data coding process, memo writing took place to list the emerging ideas
that occurred to the codes. Memos are “sites of conversation with ourselves about our
data” (Clarke, 2005, p.202). They capture the thoughts of researchers as they progress
through their work (Fernandez, 2004).
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In this study, memos were produced constantly from the beginning of the analysis
process until reaching closure. For instance, the initial stage of the data analysis process
commenced with the following memos written to reflect on the study’s research

questions and the emerging ideas:

Thoughts arising® from fieldwork data:

e Participants®” are aware of the concepts e-government and privacy and
data protection;

e Participants are aware of the benefits of e-government but a few would
prefer using the traditional services for fear of misuse of their personal
data;

e Fieldwork participants seem to be less concern about their privacy than
the pilot study participants (why — has it got anything to do with their

geographical location or the sample size?).

Furthermore, attention was given to the literature search on “the role of privacy and
data protection in the implementation of e-government in developing countries which
is very close to the title of the research. This facilitated the comparison of emergent
concepts with the results of the literature search as recommended by Eisenhardt (1989).
For example the following memo was written and later used in the discussion of
findings: while research participants are unlikely to use e-government services for lack
of privacy and data protection legislation which could possibly hinder e-government
successful implementation, in UK, BBC (2003) reports the Data Protection Act is
hampering e-government project. The memos kept the data analysis process on track

with the study aim and objectives.
7.4 Summary

Borrowing from the Straussian version of grounded theory, the three stages of coding:

open, axial and selective coding were used to identify the concepts and categories. The

% These were interim notes made during the research - each only referred to small parts of the research.
%7 This memo was written about the focus group (FG1-FG6) made up of IT undergraduate students — they
may possibly have learnt about the phenomena in the lecture room.
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outcome of these processes is all codes which did not have any meaning or provide
insight into the research questions (outlined in section 1.7) were discarded. Similarly, all
concepts with the same meaning were grouped under one category as illustrated in
section 7.2.3. Additionally, categories with similar meanings were merged under one
category to minimise the number of categories used in the data analysis. The process
was repeated many times until all the categories were identified. The emergent
categories were: awareness of e-government and privacy and data protection, trust in
government, motivation and confidence to go online, information and communication

technology, digital divide, and privacy and data protection in e-government.

A detailed account of the qualitative data analysis of the fieldwork data is presented in
the next chapter under these emerged categories and their associated concepts. The

interrelationships between them are also discussed using the empirical data.
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8 Chapter Eight: Data analysis

This chapter reports the interpretations arrived at using the methods described in
Chapter 7 to analyse the accounts of interview participants, taking into consideration the

research questions, aim and objectives as highlighted in Chapter 2.

The emergent categories are as follows:
e Awareness of e-government and privacy and data protection
e Trust in government, motivation and confidence to go online
¢ Information and communication technology
e Digital divide

e Privacy and data protection in e-government

Even though the study sought to investigate the role of privacy and data protection in
the implementation of e-government in Ghana, some categories as shown in the
previous chapter (see tables 7.3 and 7.4) emerged alongside the core category of privacy

and data protection legislation.

A review of e-government literature shows that the categories which emerged in this
study have been identified as challenges to successful implementation of e-government
in other research, notably, Dwivedi et al., (2012), Jaeger and Bertot (2010) and Ndou
(2004).

8.1 Awareness of e-government and privacy and data protection

The data analysis shows that many of the participants were not acquainted with the
concepts of e-government and privacy and data protection. Throughout the individual
face-to-face interviews and focus groups it was difficult soliciting clear and

understandable meanings of the study phenomena from many of the participants.

In some of the interviews for instance, when it became clear that a few of the
participants did not seem to have knowledge of the phenomena under discussion, the
interviewer used cues. For example, the interviewer asked: ““have you thought about
what will happen to your personal information when you submit it in exchange for e-

government services?”. In this instance, the cue was to get the participants to talk about
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online privacy risks and also whether they are aware of privacy violations such as
identity theft. It was found out that these few participants had no clue of the phenomena;
however they participated in the interviews because they satisfied one of the criteria
used in the selection of participants. That is, they had knowledge of the Internet or had

been using the Internet to send email and access information.

Many of the participants though exhibited some knowledge of the phenomena. The
participants from Parliament, universities and the implementing government ministry
showed a better understanding, knowledge and experience of the phenomena. Some
excerpts of the responses are captured below in this section to illustrate some

participants’ understanding and knowledge of the research phenomenon privacy.

Overall, contributions to the discussion of privacy and data protection show lack of
understanding and awareness of the phenomena. As shown in section 8.1.1 below, many
of the participants understand privacy and data protection as private life and protection
of one’s reputation and integrity.

A few though explained privacy separately from data protection. They had an idea
about the relationship between the two and their role in e-government implementation.

Examples of some of their responses are as follows:

“Privacy is protecting your data from being misused”, P1, a university lecturer.

“Privacy is getting to know the purpose for which my personal data is being
collected”, (FG6, undergraduate student).

These responses show that many of the participants from the universities, the
implementing sector ministry and Members of Parliament are conversant with personal
information privacy. They also have an idea about data protection as Participant FG3,
an undergraduate IT student explained:

“l think data protection is about how those who collect my personal details

ensure that they are secured and not misused”

Participant FG2, another undergraduate IT student, added that:
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“It [data protection] means protecting individuals’ personal data from being

used without their concern™.

The explanations given by these participants show their knowledge of the phenomena.
Similarly, participants from e-government implementation project team and members of
the select committee on communication also show that they have knowledge of the
concepts of the phenomena. In the case of the lecturers and students, their knowledge
and understanding of the phenomena seems to have come from their discussion of the
concept in class. They appear to have a meaning near to those as given by authorities in
privacy, for example Westin (1967). It captures the western concept of privacy, which is
“the right to be left alone” (Warren and Brandeis, 1890). This concept has been the
basis of privacy legislation (Sheehan, 2002) in most countries, including Ghana.

Basically, the Ghanaian concept of privacy is articulated by Warren and Brandeis
(1890), that is, to “protect the privacy of private life”. As explained by the following
participants:

“Privacy as | understand it is keeping my private life secret” Participant P19,
When prompted for further explanation he explained that:

“If 1 have some terrible sickness, like say AIDS, it is a private matter and |

would hate for it to become by the public”
Participant P29, an unemployed graduate, said:

“What privacy means to me is, my private life is not made public. | consider the
things that | do privately as personal matter and so far as those things are not

criminal offenses | resent them being made public. > Participant P29

Others also, especially some politicians from the other side of the political divide, too
view privacy as freedom from government surveillance. A Member of Parliament,

Participant P12, remarked that, privacy is:

“...to be free from security agencies following you around, even to your

bedroom™.
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Participant P12’s remarks suggest government surveillance of the citizens. As was
explained in section 2.4.3 “the use of the material monitored by the government for
unauthorized purposes, the danger to political expression and association” (Fried, 1968)
can lead to mistrust in both government and e-government, which in a way can

negatively affect citizens’” usage of online services.

It can be inferred from these participants’ responses that many Ghanaians concept of
privacy is non-intrusion into their personal private life. Privacy to them is “dignity,
honor...and respect [for] one’s private life and [the right] to keep certain things secret,”
(Werro, 2009) from society. People have more concern and are particular about
protecting their private matters than online personal privacy. In essence, a common
Ghanaian concept of privacy and data protection is the need to protect one’s reputation
and prevent anything that might bring shame to their family. This has a cultural
connotations and Hofstede’s model of cultural dimensions (Hotstede et al., 2010, p.31)

are used to discuss it further in section 8.8.
8.1.1 Awareness of privacy issues in e-government

The analysis of the fieldwork data shows many of the participants are aware of privacy
and its impact on e-government. These were revealed from the participants’ responses

in the interviews with them:
“Privacy is protecting your data from being misused” P23, computer programmer.
“Privacy is having control over my personal information” FGL1, IT student.

“Privacy is a human right and it is the responsibility of Government to respect and

protect it P13, Member of Parliament.

“There is the need for public education to make the people aware of the e-government

implementation and more especially their privacy rights as well”” P21, IT manager.

“If you are using e-government services, your personal data will be collected and if you
don’t know what is going to happen it, you will get worried” P1, Lecturer.

“If I can be sure of a law to protect my personal data then I will be more than willing to

provide my personal information online” FG20, Businessman.
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Some participants knew about privacy risks inherent in accessing e-government
services. Participant FG5, an undergraduate ICT student, raised the issue of privacy

concern in using e-government services by saying that:

“When accessing e-government services | would be afraid to give my details

online, because it is possible for it to be misused™.

None of the participants had been victims of privacy breach before; however, their
knowledge of privacy issues in e-government comes from the reported cases in the

media, both local and international. Participant FG21, a technician, indicated that:

““even in the so called developed countries that already have privacy laws, there
are reported cases of people’s personal data being lost, stolen and online credit
card fraud, how much more Ghana which has nothing [privacy legislation] at
all”” Participant FG21%.

The participant’s comparison devalues the need for privacy and data protection in the
country and for that matter its role in the e-government implementation. It seems to
suggest that if there are privacy breaches in even developed countries which already
have established privacy and data protection legislation then the legislation is not so

necessary in Ghana.

The plausible reason for the participant and many other people’s indifference towards
privacy and data protection legislation, as discussed in detail in section 8.7 below, is the
low privacy concerns among them, which are influenced by the national culture,

specifically collectivist cultural society.

While the participant, just like many others, maybe making a reasonable comparison in
his response, he demonstrates lack of awareness and understanding of privacy and data
protection issues. He seems not to value the importance of privacy and data protection

in e-government implementation.

% As already mentioned in Chapters 1 and 5, this interview fieldwork took place (in November 2010)
before the passing of the Data Protection Bill into an Act in February 2012. However, Participant FG21’s
statement, just like the many others, is still currently relevant to the study.
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There are a few participants though who share a contrary view; that is privacy and data
protection legislation is necessary in e-government implementation. They even share a
view of how the privacy legislation can be enforced. They are of the view that the
punishment and fines to be imposed on violators by the privacy law may have deterrent

effect and possibly allay individuals’ fears to access online services.
Participant P15, a civil servant and a civil engineer by profession said:

““| want to be assured that at least there is a privacy law to protect my personal

information whenever | go online to use e-government services™ Participant P15.

The interpretation of their responses is that these participants (few though) are aware of
the privacy risks that result in using e-government services and they want guarantees for

the protection of their personal data when they use online services.
8.1.2 Awareness of potential benefits of e-government implementation

Apart from the privacy and data protection issues raised in the previous section,
participants are aware of the potential benefits of e-government implementation.
Interviewees were asked questions like: “why do you think e-government
implementation is necessary in Ghana?” to explore how e-government implementation
can enable the electronic provision of services and its potential benefits. Participant
P17, a self-employed graduate, responded that:

“E-government is very necessary. | have used the services before in abroad and
it is very convenient and saves a lot of time. For example, | didnt have to go to
any office to apply for a driving licence. | completed the application form online.
You don’t have to pay bribe to anyone as has been happening here [in Ghana]”
Participant P17.

This response, and many other similar ones, exposes the presumption of corrupt
practices by government officials which are dealt with in the next section. The
Participant’s phrase “You don’t have to pay bribe to anyone” seems to suggest a
potential benefit of e-government implementation to citizens. It suggests citizens’

adoption of the online service will eliminate or minimise bribery and corruption. In

151

www.manaraa.com



other words it will eliminate or at least reduce physical contact with corrupt government
officials/workers who may want a financial inducement before offering government

services to the public.

While Participant P17’s response illustrates potential benefits of e-government to
citizens, specifically its convenience of use, time saving and elimination of corruption, it
was found that most of the participants hardly use e-government service in its current
state. The student participants, in particular, stated that, they occasionally use the
government website to search for information (specifically government statistical

figures) for their project work. Participant FG4, an IT student, said:

“The few times | have visited the government website was to look for
information to do my coursework; [he added mockingly] there is nothing much

to see there anyway, apart from the picture of the President Participant FG4.

The demeanour of Participant FG4 when he made the last statement shows that, he finds
the state of the Ghana Government portal disappointing. The phrase *““nothing much to

see” can be interpreted to mean the website is not very functional and developed.

However, it had been useful to a few citizens though. For example, Participant P18, a
secretary, has been using the Government portal to access information. She shared her

experience thus:

“l used the government portal once to search for contact details of one of the
government agencies, | think, Immigration Services...when | was applying for

my passport™ Participant P18.

There are other participants who are of the view that browsing the Government portal is
a waste of time and money. For instance, Participant P16, self-employed, said,

“l wouldn’t pay so much money at the Internet café just to go browse

government website. | would go on facebook instead” Participant 16.

This interviewee response indicates that he does not find the Government website
useful. It also brings to the fore the high cost of Internet access to citizens. Probably if
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Internet access was cheaper or even free then citizens like Participant 16 would be

motivated to browse the portal.

Despite of the fact that most of the participants hardly access the government website
they are aware of the potential benefits of e-government. The following are listed as
some of the potential benefits of e-government:
e Time saving on the part of citizens and government departments and their
various agencies (Participant P17);
e Very convenient, due to the fact that the services can be accessed anytime and
anywhere (Participant FG5);
¢ No need to bribe any corrupt government official to obtain a service (Participant
FG17).

To reinforce the above, the interviewer asked: Are you willing to lose your privacy in
order to obtain e-government services? If yes why? If no why? This question was asked
to explore whether individuals are ready to give up their personal privacy for e-
government benefits. Almost all of the participants responded that these potential
benefits are enough incentive for them to access the e-government services without
considering their personal privacy. As pointed out by Participant FG17, an

administrative staff member with a secondary education:

“l wouldn’t mind giving out my personal details if it means not going to the
ministries [government offices] to join a long queue and also not paying bribe

to those people [corrupt government officials]”” Participant FG17.

It appears from this participant and many others that they have little or no concern over
possible misuse of their online personal information by the government. To find out she
was further asked whether she was not concerned about her personal privacy, she

responded:

“I am concerned about my privacy, but | need the e-government services, it is
convenient and as | said earlier, | don’t have to pay bribe to anybody before
using it. Besides, of what value is my personal information to anyone? None, |
think” Participant FG17.

153

www.manaraa.com



This participant’s understanding of privacy, just like many others, is limited to private
matter. Online personal information does not seem to mean anything to her. The use of
the phrase “of what value is my personal information to anyone?” shows the low level
of privacy concern and lack of awareness of potential privacy violations or misuse of
her personal information by ““corrupt government officials™. It can be deduced from this
participant’s statement and many other similar responses from other participants that
either they are not aware of the privacy risks involved in submitting personal

information online or they just cannot be bothered.

On the other hand, the participant use of the phrase “None, | think” seems to suggest
that probable due to her low income status anyone who steals her identity will not have
value for it. Therefore there is no need to show concern or protect personal information
which has no value to any interested third party or for which she has nothing to lose if it

is stolen. This suggests that income directly affects levels of their privacy concerns.

In addition, the above response can also be interpreted as the potential benefits to be
derived from using the e-government service supersede the privacy concerns: ““I need

the e-government services, [since] it is convenient”

There are a few other participants though, who in spite of the potential benefits to be
derived from accessing e-government services are wary about their personal privacy and
data protection. Participant FG8, a self-employed graduate (ICT consultant), had this to

say:

“While we are aware of the benefits of e-government implementation [however]
we don’t want our personal data to be misused as a result of accessing the
services” Participant FG8.

This participant’s view suggests that the potential benefits must not take the attention

from the privacy concerns that arise out of using e-government services.

The privacy concerns are evident in participant FG18’s response as well:
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“we are aware of the benefits of e-government implementation, but we are also
worried for our personal data. We want our personal data to be secured and not
misused when we use the service” Participant FG18 (a technician).

These few participants are aware of the potential benefits to be derived from e-
government implementation but wary and doubtful about the protection and security of
personal information to be submitted in exchange for the service. It highlights the value
just a few of these participants attached to privacy and data protection legislation in e-

government implementation.

Linking the findings of section 8.1.1 to that of this section it can be concluded that there
is lack of awareness of privacy issues and low privacy concern among Ghanaians. As
discussed in detail in section 8.7 below, cultural dimension of the Ghanaian collectivist
society could be a factor to this finding. Also e-government use is not influenced by
privacy and data protection regulation but rather the potential benefits of the online

service.

A few participants, though, are aware of the potential benefits of e-government; but due
to privacy concerns they are less likely to access the services. They are of the opinion
that the presence of privacy and data protection legislation to safeguard their online
personal data will let them have trust in government and for that matter the e-
government system, which would in turn give them the confidence and motivation to go

online.

Overall, it can be concluded from sections 8.1.1 and 8.1.2 that only a few of the
participants seem to understand the role of privacy and data protection role in e-
government implementation. There is lack of awareness, understanding and
misconception of the phenomena among most of the people. Many of the participants
are more likely to use the e-government service for its potential benefits without
worrying about the potential privacy risks. There is low privacy concern among the

participants. The low income status is a possible factor for low privacy concern.
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8.2 Trust in government, motivation and confidence to go online

The category trust in government, motivation and confidence to go online is relevant to
this study. The major source of mistrust comes ““from the need to collect data on
individuals as the basis for providing services and fears of data surveillance or the
inappropriate secondary use of personal information in computer databases.”
(Germanakos et al, 2007).

Participant FG24, a retired civil servant, makes an interesting comment which captures

the concept of this category:

“You can’t trust something you’ve not used before, something you don’t know
much about...and if people are around, you won’t even go near it [the Internet]

for fear of being laughed at when you mess up” Participant FG24.

The participant’s use of the phrase ““something you’ve not used before” indicates the
new technology, the main enabler of e-government. It shows individuals inability or
lack of skills to use the new technology can result in mistrust. As can be inferred from
the response, low trust discourages individuals from the use the new technology to
access the e-government service. According to Bélanger et al. (2002) trust is significant

in determining whether or not an individual would access an online service.

The concept of trust can be captured in the words of Baier (1986),

“Trust involves the belief that others will, so far as they can, look after our
interests, that they will not take advantage or harm us. Therefore, trust involves
personal vulnerability caused by uncertainty about the future behavior of others,
we cannot be sure, but we believe that they will be benign, or at least not
malign, and act accordingly in a way which may possibly put us at risk.”

In the context of e-government trust is citizens believing in government to protect their
online personal information (free from violations by government officials/workers) The
lack of trust in government (as result of corrupt practices of government officials) as
expressed by some of the participants could give individuals low motivation to access e-

government services. Participant P17, a self-employed graduate, remarked that:
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“E-government is very necessary. | have used the services before in abroad and
it is very convenient and saves a lot of time. For example, | didn’t have to go to
any office to apply for a driving licence. | completed the application form online.
You don’t have to pay bribe to anyone as has been happening here [in Ghana]”
Participant P17.

Participant P17’s use of the phrase ““pay bribe to anyone as has been happening here”
seems to expose an on-going bribery and corruption among government workers and
officials in the country. It suggests a norm of people having to pay bribes to them before
accessing government services. This perception may cause a low level of trust in
Government. The phrase ““I completed the application form online” also suggests e-
government eliminates direct contact with corrupt government workers and thereby can

remove the occurrence of paying bribes to them.

Participant P8, an IT student, who also expressed corruption among government

officials and a privacy concern said:

“In Africa [and for that matter Ghana] we do usually have a corrupt
government officials, so we will like to know who will ensure the government

does not use or manipulate our personal information anyhow”” Participant P8.

In the above response, there is an element of mistrust in e-government due to
government officials’ corrupt malpractices which brings to the fore privacy concern in
e-government use. The interviewee seems to be questioning the security and protection
of citizens’ online personal information in the face of the on-going corruption among
government officials. He therefore seems to asking for guarantees for privacy, security

and protection of their personal information.

Participants P17 and P8 thus make contrasting comments which are worth examining
further. The former’s response suggests mistrust in government as a result of known
corruption and bribery practices among public officials and civil servants. Furthermore
the participant seems to suggest e-government implementation will eliminate these
malpractices which has hitherto lowered trust in the government. The latter’s response
also suggests mistrust in e-government as a result of corrupt government officials which

raises a privacy concern.
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It is interesting to note that whilst Participant P17’s response suggests that e-
government may eliminate or minimise corruption, participant P8 however seems to
believe the e-government implementation is a catalyst for more corrupt practices, that is,
possible privacy violations of people’s online personal information by government
officials. What the latter seems to be suggesting is that, these government officials who
until e-government implementation collect bribes before rendering services to the
citizens are the same ones that will be processing citizens’ personal data in any e-
government transaction. This means that, the potential financial loss that these officials
may lose as a result of e-government implementation may be made up (for example) in
identity theft, cyber fraud or even copying the citizens’ personal data and selling to an
interested third party. Participant P8’s mistrust for e-government is reinforced by
Participant FG6, an IT student. The participant shares knowledge of how people are

tracked when they go online:

“I know there are these sophisticated technologies out there that ensure that you
cannot escape the notice of the security services and they are also done and
coordinated in such a way that no one hold the government accountable for

privacy violation” Participant FG6.

As seen from this response trust captures the privacy concerns citizens have or perceive
to have about e-government implementation. The participant seems to be suggesting the
government will have an ulterior motive, that is, surveillance of citizens whiles they are

online browsing government portal.
Participant P1, university lecturer, expressed this concern by stating that:

“If you are using e-government services, your personal data will be collected
and if you don’t know what is going to happen to it, you will get worried”
Participant P1.

This view, like many others, expresses the citizens’ privacy concern. The phrase “you
don’t know what is going to happen to it”” suggests the participant has doubts about the
privacy and security of the online personal data. This concern is as a result of lack of

trust in the government to protect the online personal data.

158

www.manaraa.com



Worrying over possible misuse of their personal data; corrupt government officials;
tracking of citizens’ online browsing; and lack of privacy and data protection are causes
of public mistrust in e-government. These could influence citizens’ willingness to use e-

government services. Participant FG5, an IT undergraduate student, pointed out that:

“If the citizens can trust the government they will readily give out personal
information when using e-government services. Because we don’t trust the
system it will be very, very difficult to get people to give their personal details

online” Participant FG5.

It can be concluded from the views expressed by the participants in this section that
trust is a factor in citizens’ willingness to access e-government services. The public
mistrust in government is as a result of reported cases of corruption among government
officials. This section further suggests that since e-government reduces physical
between citizens and government officials it can minimise bribery and corruption. E-
government through “Information and communication technologies (ICTs) are
[therefore] seen by many as a cost-effective and convenient means to promote openness

and transparency and to reduce corruption” Bertot et al. (2010).
8.3 Information and communication technology

The information and communication technology category emerged as one the category
that encompasses a group of potential challenges that can hamper the successful
implementation of e-government. Many participants are of the view that the newness of
technology and individuals’ inability to use it are also potential challenges that can
hamper successful implementation of e-government. Participant FG17 is emphatic on

this issue:

“Even if the government gets all the money [funds] to acquire the computers
needed for this [e-government] project they still need the human resource, I

mean, the technical people to handle and manage them”

The lack of technical experts within a project (like the e-government implementation)
team has been found to be an important factor likewise the shortages of qualified

technical personnel (Gil-Garcia and Pardo, 2005).
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In section 8.1.2, it was found out that a few individuals may not use the e-government
services due to privacy concerns. As indicated in section 8.4 below, there are others
who may not access the e-government services not for the reason just aforementioned,
but rather because of lack of knowledge and skills to use the new technology; and
access to the enabling technology (the Internet). As expressed by Participant P11, a

member of the Select Committee on Communication in Parliament:

“There is a big divide between the ‘haves’ and ‘have-nots’ in terms of computer
and Internet access, which means, e-government can only be used by a small

number of people” Participant P11.

This suggests, there are individuals, who in spite of the potential benefits to be derived
from using the online service, would traditional government offices for reasons such as
inaccessibility to computers and Internet. In other words, the existence of a digital
divide may challenge e-government implementation. This is analysed further in the next

section.

Almost all the participants emphasised the importance of this category in e-government
implementation in Ghana. They were of the view that a digital divide and for that matter
lack of access to the Internet is a major challenge and barrier to Ghana’s e-government
implementation project. This category emerged from answers to questions like “what
do you think needs to be done for the public to embrace the e-government
implementation?” This question was asked to explore and identify barriers that might
limit the full potential usage of e-government services.

Participant P28, an NGO Project Manager, had this to say:

“It [Internet] is the technology that drives the e-government services and should
therefore be readily accessible; it should be available 24/7” Participant P28.

Participant FG17 suggested:

“Make computer and Internet access available to the people to motivate them
and they will use it [e-government services]” Participant FG17.

Participant FG13, an unemployed secondary school dropout emphasised the difficulty in
accessing the Internet:
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“I would like to use the e-government service but it is difficult and expensive to
have access to the Internet. When you go to the Internet Café, they charge you
so much per hour and even that it is so slow that it takes a long time for you to

browse™ Participant FG13.

Almost all the participants’ responses suggest that that they are more willing to use e-
government services if they have access to the Internet. Currently there is low patronage
of the government portal as found out in section 8.1.2. The reason for this was attributed
to the current state of the website, that is, its lack of functionality and just the fact that it

is only displaying information.

However, the low patronage could also be attributed to low Internet penetration, low
rate of adult literacy and no effort on the part of the government to create awareness of

the presence of the portal to the citizens. As Participant P5 pointed out:

“Many Ghanaians do not even know there is a presence of government website”

Participant P5.

It may be that the policy makers do not realise that if a service is available online but in
practice cannot be found by the citizens, it is rendered useless.

It is evident from the analysis that even for the privileged citizens, who have easy access
to the Internet, only a few browse the government portal. This does not contribute to

government services improvement that e-government implementation seeks to achieve.

Participant FG24, a retired civil servant, makes interesting responses which are worth
being analysed in this section to bring out the connections between awareness, trust,
information and communication technology and digital divide categories (see table 8.1).
The mistrust, low Internet penetration and lack of skills issues raised below are views
shared by many of the participants as illustrated in this section and sections 8.1, 8.2 and
8.3.

“You can’t trust something you’ve not used before, something you don’t know
much about...and if people are around, you won’t even go near it [the Internet]

for fear of being laughed at when you mess up.”
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The participant talked about his preference for traditional government service and also

his experience at Internet café as follows:

“...1 would prefer going to the ministries where | can always get someone to
explain it to me. | only use the Internet to send emails to my son in America. Even
with that it’s very difficult. | don’t know how to use the computer so | always write
my message on paper and get someone to type it for me. The last time | tried it
myself | spent the whole day at the Internet café and they charged me more”
Participant FG24.

Just like this participant, there are a few more who have some basic computer skills but
they still employ the services of people to help them send an email. The participant’s
negative perception of e-government service and hence his preference to go to the
government offices where he ““can always get someone to explain it to him was largely
influenced by his two experiences of lack of skills to use the computer/Internet and also
the high cost accessing the Internet.

Phrase Concept/category

something you’ve not used before Indicates new technology

something you don’t know much Indicates lack of awareness and digital divide (lack

about of skills)

something you don’t know much influences | Trust

about

you won’t even go near it Indicates lack of trust, motivation and confidence
to go online

don’t know how to use the computer | Indicates Digital divide

charged me more Indicates high cost of Internet access (digital
divide)

prefer going to the ministries Indicates prefer manual traditional government
services to e-government

Table 8.1: Interpretation of participant FG24 responses

These experiences are shared by most of the participants and they capture the
relationship between findings of sections 8.1, 8.2, 8.3 and 8.4. That is, lack of
awareness, access and skills to use the new technology results in digital divide which

directly influences trust, motivation and confidence to use the e-government services.
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8.4 Privacy and data protection in e-government

Having established above that a digital divide, new technology and trust directly
influence the use of e-government, the study now investigates the crucial role of the

core category, privacy and data protection in e-government implementation.

In section 8.1 it was established that a few of the participants were conversant with
privacy and data protection and as such most of them show low privacy concern and

lack of awareness of privacy and data protection issues.

This section analysis focuses on the role of privacy and data protection in e-government
implementation. This was done with the consideration of the research question: “To

what extent is privacy and data protection crucial to e-government?”

To answer the research question, participants were asked the interview question “To

what extent are you willing to lose your privacy in order to get e-government services?”
Participant FG5 made a significant comment:

“No, never! That will be a risky thing to do; someone can easily steal your
identity”” Participant FG5.

This view does not necessarily mean the Ghana Government would steal citizens’ data
when they submit it in exchange for electronic services. However, as literature search
revealed in Chapter 2, instances of cyber fraud cases (Ghana News Agency, 2011b;
Guermazi and Satola, 2005, p.42) including reported cases of identity theft among
Ghanaians (MailOnline, 2013) and corruption among Government officials
(Transparency International, 2012) may make e-government users lose trust in the

electronic service and hence be less willing to submit their personal data online.

To increase trust in the e-government implementation to enable users adopt the
electronic service, Participant P22, a network engineer, who works for a private Internet
Service Provider, suggests Government must ensure protection and security of citizens’

personal information:
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“If the government really wants the e-government project to be successful then
there should be measures in place to secure and protect citizens personal details
collected when they are online” Participant 22.

Participant P26, a personal assistant in a private, financial organisation, says that:

“I won’t be afraid to use the e-government once | know there is a law to protect

my personal information” Participant P26.

Participant P26 seems to suggest privacy legislation as of one the measures that can be
taken to address users privacy concerns and thereby increase trust in the e-government

implementation.

It is evident from the participants’ responses that privacy and data protection must not
be sacrificed in order to achieve the benefits of e-government. They tried to justify why
privacy and data protection is significant in e-government implementation; and this was

evident in participant P28 statement:

“l will lie about the personal information | put online if there is no law to
protect it” Participant P28.

Apart from the question of privacy legislation, the only other probable reason why
Participant P28 may want to falsify his online personal information is he does not seem
to trust either the government or the e-government. His response does not indicate any
reason for his mistrust; but as found in section 8.2, Participants P8 and P17 mistrust in
government or e-government can be attributed to evident widespread corruption among
government officials. This may also be the reason why P28 may want to falsify his

online personal information while accessing e-government services.

These few participants are aware of the potential benefits of e-government however they
are more likely to continue using the traditional face-to-face services due to privacy
concerns. To these participants, privacy and data protection is a possible influential
factor to their accessing government online services. This makes privacy and data
protection appear quite influential to these citizens’ decision to access e-government
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services. This shows that in spite of the collectivist cultural characteristic of the society,

there are a few who care about their privacy and would want to protect it.

As mentioned in Chapter 6, the fieldwork was undertaken before the Ghana Privacy and
Data Protection Act 2012 was enacted, it seems from the interviewees’ (P22, P26 and
P28) responses that if the Act is not enforced it might negatively affect the adoption of

the e-government services by a few individuals.

These few individuals’ views on privacy and data protection regulation were supported
by no less a person than, Participant P14, a Member of Parliament, who stated

emphatically that:

“Privacy and data protection legislation is very important that is why
government is doing everything possible to pass the Data Protection Bill”
Participant P14.

The need for privacy and data protection legislation to address privacy concerns were

expressed by other participants.

The enactment of the Ghana Data Protection Act 2012 vindicated these participants.
However, as pointed out by Anderson (2003) privacy law may not entirely eliminate
privacy violations, It may though at least allay individuals’ fears and concerns over their

personal data which will in turn develop trust in the government (the service provider).

As mentioned in Chapter 2, before the Data Protection Act was enacted there have been
existing cyber laws but none of them deals with privacy and data protection issues. This
means that before the passing of the law there were no privacy regulations to deal with

any privacy violations.

Interestingly, in such an environment many participants were not bothered by any
possible privacy risks. They were willing to access e-government services even in the
absence of privacy and data protection legislation. This is evident in Participant FG17’s
response:

“l wouldn’t mind giving out my personal details if it means not going to the

ministries [government offices] to join a long queue” Participant FG17.
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Here, the assumption deduced from the participants’ responses is that many individuals
tend to be more willing to sacrifice their personal privacy for needed public services.
These responses suggest that accessing the e-government services and appreciating its
potential benefits of convenience and time saving supersede any privacy concerns.
Accessing e-government service (due to its potential benefits) seems a better option to

Ghanaians than rejecting it and having one’s privacy.

Participants who gave similar responses do not seem to have any privacy concerns over
their personal information. They do not realise the risk implications of having low
privacy concern over their personal information. This could be explained in the light of
the data analysis findings in section 8.1. It was found out in that section that there is

lack of awareness of privacy issues and low privacy concern among Ghanaians.

Further investigation was carried using Hofstede’s cultural dimension model (see
section 8.8 below). It was found out that Ghana as a collectivist society could be a

factor to the public having low privacy concern.

In conclusion to this section, it must be stated that the use of e-government in Ghana is
not influenced by privacy and data protection. The potential benefits of e-government
motivate people to use the service and except in a few cases not privacy and data
protection legislation. There are a few individuals though who may not want to use the
e-government services due to absence of privacy and data protection legislation.
Fortunately for these individuals, their privacy concerns have been addressed with the
enactment of Data Protection Act in February 2012. It is yet to be seen how the Act will

be enforced to protect users’ online personal information.

8.5 Findings and discussions

This section discusses the research findings. This is done in relation to the research
questions (see section 1.6) and the existing knowledge found in literature search
(Chapter 2).

Based on the data analysis of the fieldwork interviews and the review of documents
collected this study findings are as highlighted below:
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e Finding 1: Privacy and data protection does not affect individuals’ use of e-
government, except in a few cases (see section 8.5.1).

e Finding 2: There is a low privacy concern and a lack of awareness of e-
government and privacy and data protection issues (see section 8.5.2).

e Finding 3: New technology is positively associated with digital divide which
directly influences e-government use (see section 8.5.3).

e Finding 4: Citizens have low trust in the government however it does not

influence their willingness to access e-government services (see section 8.5.4).

8.5.1 Finding 1: Privacy and data protection does not affect individuals’ use

of e-government services, except in few cases

Privacy concerns over personal information have been identified as one of the
challenges in the e-government implementation in previous studies (Carter and
McBride, 2010; Belanger and Hiller, 2006). However, this research shows that, in
Ghana, individuals have low privacy concern and as such privacy and data protection

does not affect individuals’ use of e-government services except in few cases.

A few of the participants are of the view that privacy legislation would ensure the
protection of their personal data and minimise identity theft or fraud. However many
shared an opinion that the potential benefits, for instance, the convenience and the
desire to save time are reasons and motivations for them to access the e-government

services irrespective of presence or absence of privacy and data protection legislation.

This suggests that Ghanaians are prone to be less concerned about their online personal
privacy in exchange for e-government services (that is, if the services rendered are
beneficial to them)**. Similarly, Ghanaians are more likely to give up privacy in
exchange for government services if they have no option. This was evident from the
SIM card registration directive by the Ghana Government in 2010 (Malakata, 2010),

% However, considering the collectivist nature of the Ghanaian society where, as mentioned in section
3.8.1, individuals are more likely to safeguard personal private matters, for example, adultery, robbery,
corruption and despicable ailments like HIV. These are things that the society disapprove of and are likely
to bring shame to the family if an individual is afflicted with any of them. Further research is
recommended to find out if an individual would sacrifice any of these private matters in exchange for e-
government services and hence warrant worry about PDP.
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where subscribers had no option other than to register their personal details with
network providers. Failure of individuals to comply with the directive resulted in the
disconnection of their mobile phone lines.

Also civil servants have been directed to register their biometric personal details for the
payroll database. Even though it raises privacy concern, that is, a possible misuse of
their personal information, the benefit of civil servants receiving their salaries promptly
and regularly, through this system, has overshadowed any privacy concern any

individual may have.

Even though a few of the participants were of the view that they would not use e-
government services in the absence of privacy and data protection legislation it could
still be concluded from this section that many Ghanaians are prepared to lose their

privacy to benefit from e-government services.

The data analysis shows that passing privacy and data protection law in Ghana does not
have much impact on the citizens’ usage of e-government services. As Participant FG6

stated:

“I think the public is more likely to use the e-government services if they have
access to the internet and they know how to use it. While privacy legislation is
necessary, I’m not sure whether for now it [the legislation] would make any

difference to the citizens™ Participant FG6.

The phrase “not sure whether for now it [the legislation] would make any difference to
the citizens” seems to downplay the significance of privacy and data protection
legislation in e-government. It seems to suggest that citizens are more likely to use e-
government services even in the absence of any legislation. To Ghanaian citizens,
Internet access is more important to their using the e-government services than privacy

and data protection legislation.

There are a few others though who due to concerns over personal information misuse
may lose the confidence and motivation to go online in the absence of privacy
regulation. Their concerns may be justified due to reported instances of cyber fraud
cases in the country, even though the victims were mainly foreigners, (see Chapter 2).
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The reported cases of bribery and corruption among government officials (section 8.2)
can also be a contributing factor to their concerns while at the same time being a reason
to nonetheless use e-government rather than face-to-face transactions.

8.5.2 Finding 2: There is low privacy concern and lack of awareness of e-

government; and privacy and data protection issues

The analysis shows that when it comes to violation of personal privacy in Ghana,
individuals’ main concern is not about identity theft or an organisation’s misuse of their

personal data, but rather the damage to their reputation (see section 8.1).

As shown in section 8.1.2, many participants doubt the value of their personal
information and question its significance to any interested individual or organisation.
They have a perception that they have nothing to lose if their personal identities are
stolen. In other words they are assuming because of their low income there is no
financial gain for any third party who might be interested in stealing their personal
details. They are ignorant of the fact that someone can assume their identity and use it
to commit fraud as was recently reported by MailOnline (2013) and mentioned in
Chapter 2. This suggests low privacy concern as well as lack of awareness of privacy
and data protection issues. It also suggests that people of low income have low privacy

concern for their personal information.

The suggestion of low value of privacy concern for personal information is supported
by Participant FG19, a university administrative staff, example of how people’s

personal records are managed in some public institutions:

“In Ghana it is of no news to find patients and bank customers’ personal details
printed on papers in public bins. If you like go to Korle Bu [Teaching Hospital],
you will see what 1“‘m talking about™ Participant FG19.

One of the possible consequences of such blatant privacy violations is identity theft. It
can “have several negative consequences for individuals, including financial, social, and
emotional impacts” (Belanger and Van Slyke, 2011) however these seem not to be

concerns of the participants and for that matter the Ghanaian populace.
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Apart from lack of awareness of privacy issues as identified from the participants’
responses, there could be other reasons for the public apathetic attitude towards privacy
and data protection. Individuals may not have experienced any privacy violations and
there has not been any reported case of misuse of any individual’s personal information,
therefore people take their right to privacy for granted. Likewise, limited usage of debit
and credit cards among the Ghanaian populace could also be a likely factor. Many
individuals do not have access to credit cards, thus online payment for goods and
services is not widespread at the moment. If they hardly use online services, they are
hardly going to worry about identity theft. The public is therefore tempted to have a
perception that there is no privacy risk. There have been reported cases of cyber fraud
(Internet Crime Complaint Center, 2010), however, the victims have mostly been
foreigners (Warner, 2011). It is possible these reported cases could have influenced
them into having a perception that cyber fraud and identity theft are targeted only at

foreigners and the rich in the society (the affluent).

It could be that e-government implementation is in its initial (non-transactional) stage
and the potential privacy risks for using the service, for instance identity theft and fraud,
have not manifested yet. There is no empirical evidence to show that there has been any
threat to individuals’ personal privacy information in the country. Likewise, non-usage
of credit cards among the Ghanaian populace could also be another reason. Individuals
do not have access to credit cards, thus online payment for goods and services is non-
existent at the moment for the general public. For these reasons there is the tendency for
the public to have a perception that there is no risk of identity theft or cyber fraud to
them personally; and even government surveillance targets only political opponents.

This research suggests that the aforementioned reasons might have contributed to the
unconcerned attitude towards privacy and data protection. As mentioned in section 8.1

there may also be a cultural factor which is discussed in detail in section 8.8 below.

According to the UN (2012) e-government survey report, Ghana e-government
readiness is at an early stage with 30% development. Privacy may not be a problem at
this stage due to its non-transactional functionality, however, if Snowden’s revelations,
as mentioned in section 2.4.1, are anything to go by then the privacy concerns of the

few individuals who use the government website cannot be ignored at this stage. As
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seen in sections 8.1 and 8.2, participants P12 and FG6 articulated their concerns of

possible tracking of citizens by Ghana government.

In spite of possible tracking of individuals by government, it is worth noting that
respondents are more willing to use the e-government services due to its potential
benefits, however, the current patronage of the government portal is very low (see
figure 1.2). As indicated on the figure, only 6% of the Internet users access information
from the government portal. The low patronage may not necessarily mean users do not
want to access the portal. The reason may be due to the low Internet penetration and
high cost of its usage. As already mentioned in Chapter 2, the cost of Internet access is

beyond the reach of many Ghanaians.

Analysis of the interviewees’ responses in section 8.1.2 suggest that, apart from high
cost of Internet access, the low patronage of Government website could be attributed to
its current state of limited functionality and non-transactional. The website only
displays government news, policies and information for businesses and investors, and

contact details of ministries, departments and agencies.

Studies have shown that “high quality e-government websites do matter in building
citizen trust towards public e-services” (Tan et al. 2008); likewise, “‘the use of
government Web sites may lead to positive attitudes toward e-government, which, in
turn, may encourage improved trust or confidence in government generally’’ (Tolbert
and Mossberger, 2006, p.358). It is therefore necessary for government to develop its

portal to the required standard that would attract more people to use it.

The results of the analysis in section 8.1.2 show that if government portal provides the
needed online services, very many people are likely to use the services even in the
absence or presence of privacy and data protection legislation. They will access the e-
government services for its convenience of time and cost saving. To these individuals,
privacy and data protection is not an issue, but rather the potential benefits to be gained
from the electronic service as end-users. The convenience of usage of e-government
services (for example its availability anytime, 24/7) as compared to the traditional brick

and mortar offices, not to mention the elimination of middlemen and corrupt
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government officials, may have superseded any privacy concerns these individuals may

have. An excerpt from Participant FG17 supports this assertion:

“l am concerned about my privacy, but | need the e-government services”
Participant G17.

This reflects Hann et al.’s (2007) finding that individuals are willing to disclose

personal information for benefits.

This study concluded in section 8.5.2 that the lack of awareness of privacy issues (for
instance, the possible misuse and violation of their personal data); non-usage of credit
cards among the Ghanaian populace; non-transactional stage of the e-government
implementation (where there is no online payment of e-government services); and the
Ghanaian collectivist cultural society could be possible reasons for the low concern for

privacy and data protection.

Most of the participants were of the view that privacy and data protection legislation
does not affect their personal privacy in any way. This assertion can be attributed to the
fact that some government projects, notably biometric voters register, biometric
passport application and the SIM card registration were implemented, even though they
raised privacy concerns. They have been implemented in the absence of privacy and
data protection legislation thus these participants could not envisage any significant
effect whether positive or negative that the enactment of privacy and data protection
legislation could have on their personal privacy.

Participant FG8 revealed that:

“When the government directed that all mobile phones’ SIM cards in circulation
should be registered, otherwise they would be deactivated, | guess | was one of
the first people to do it...I wasn’t even thinking about what they were going to

do to my personal information” Participant FG8.
When asked to explain further he stated:

“I needed the service and | didn’t want to be disconnected...l didn’t want to lose

contacts with my business partners, family and friends’ Participant FG8.
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This suggests that when citizens do not have a choice or any options to a particular
service they are more likely to compromise their personal privacy in order to use or
benefit from the service. This has positive implications for e-government
implementation. The public may be more likely to use e-government services when it is
implemented. Privacy concerns of users over their personal information may not be a
barrier or a challenge to the implementation. This was evident in the successful
registration of SIM cards of mobile phone subscribers.

Additionally, the participant complied with the SIM card registration directive mainly
because he *““didn’t want to be disconnected...didn’t want to lose contacts with my
business partners, family and friends”. For this reason he relegated whatever concern
he may have over the registration of his personal details to the background. This
supports the earlier suggestion in this section that, the convenience (potential benefit) of
usage of a service supersedes any privacy concerns individuals may have. It supports
Hann et al.’s (2007) finding that individuals are willing to disclose personal information

for benefits as well.

8.5.3 Finding 3: New technology is associated with digital divide which

directly influences e-government use

The results of the analysis show that the newness of technology and individuals’
inability to use it are potential challenges that could hamper successful implementation
of e-government. As can be seen from table 1.4, low level of Internet penetration
(14.1%) as well as less than 1% broadband subscription definitely limits the use of e-
government services. Low literacy rate is also a limitation, in the sense that the citizens’

inability to read and understand will make the usage of e-government a difficult task.

Moon (2003) points out that information and communication technology (which is the
main enabler of e-government) can offer potentially useful tools to governments and
help them to restore public trust by enhancing transparency, cost efficiency,
effectiveness, and policy participation. However it must be pointed out if the technology
is not well executed it ends up undermining the very purpose for which it was

implemented.
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This was evident in the Ghana 2012 presidential and parliamentary elections. In this
instance, biometric technology was employed to ensure the detection and removal of
multiple registrations of voters and hence produce a more accurate and reliable register
for the December 2012 elections. However, on the election day, malfunction and lack of
knowledge about the usage of the technology by the polling officials disenfranchised
some voters. The outcome of these glitches is, a supposedly one-day election was
extended to another day, and the election results were challenged in the Supreme Court

by the losing political party.

The glitches with the new biometric identification technology in the 2012 elections raise
concerns about the use of new technology in Government’s e-projects. For instance, the
aftermath of the elections, in terms of the new technology glitches, can possibly result
in Ghanaians losing trust in any new technology (e-government inclusive) to be
implemented by government. When that happens the citizens would like to go back to
the traditional services that they are familiar with, and which seem to yield better results
than the new technology.

Participants’ responses brought to the fore the limited, and high cost of, access to the
Internet and computers hence creating digital divide among citizens in the country. This
is evident in the literature which shows that Ghana has low penetration of Internet

access.

According to a survey report by Bowen (2010), a third of Ghanaians do not know what
the internet is; half say they do not know how to use it. The low Internet penetration
suggests only a few privileged people would have access to e-government services, thus
the potential benefits as highlighted by participants in section 8.1 will be accessible to a
privileged few if the digital divide is not bridged.

Participant FG17’s response (see section 8.1.2), emphasizes the fact that making
Internet access available to the citizens can heighten their motivation to access e-
government services. Participant P25, a top civil servant pointed out that, “Government
is aware of the digital divide and it is working towards solving that problem by building
CIC [Community Information Centres] in every district”. The construction of the
Community Information Centres (CIC) is a major policy initiative of the Ghana
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Government to provide information and communication technology infrastructure and
services to under-served and un-served communities (Awotwi, 2011; Awotwi and
Owusu, 2009),. The idea is to increase the low Internet/computer penetration of citizens,
especially in the rural areas. This is a worthy cause which will lower the high computer

illiteracy rate and improve the well-being of citizens.

Some participants suggested the use of the media (especially the FM stations) and the
mobile phones as an alternative means to access government information and the e-

government services. Participant FG2, an IT undergraduate student, has this to say:

“Although we might make a case for infrastructure being an obstacle, I think we
don’t have to wait to get everything before we start the [e-government] project.
We have to start from somewhere, then move on and gradually add on things
that will facilitate the project. For instance, we can make up for the low Internet
penetration with using mobile phones, text messages FM radio stations and so

on to disseminate government information to the people.”

As stated in Chapter 1 while internet accessibility is low mobile phone subscriptions
have gone up significantly. According to Bowen (2010) survey report, mobile phone
use among Ghanaian people is widespread and even use rate (about 70%) is high in
rural areas. Mobile phone technology is seen as an enabling and general purpose
technology, with a “potential for pervasive use in a wide range of sectors in ways that
drastically change their modes of operation” (Helpman, 1998, p.3). Therefore mobile
phones with their ease of use and widespread subscription could be used as a familiar
technology and as an alternative medium to access the e-government services.

An increase in Internet access would not be enough incentive or motivation to use the
online services if other factors like the citizens’ digital skills, their awareness and trust
of the e-government service and its inherent privacy issues are not considered, as

explained in the next sub-section.

175

www.manaraa.com



8.5.4 Finding 4: Citizens have low trust in the government however it does

not influence their willingness to access e-government services

Trust plays a crucial role in citizens’ confidence and motivation to access e-government
services. According to Germanakos et al. (2007) lack of trust both in government
organisations and in the Internet has been cited as one of the critical impediments to the
widespread acceptance and adoption of e-government. The data analysis revealed that
some participants were concerned about the possibility of government and its agencies
putting cookies on their websites which can track their ’movement over the internet”.
They are justified in their concern since by this means it is possible to monitor
behaviours and preferences without their consent or knowledge (Olivero and Lunt,
2002). This of course raises privacy concern. There are reported cases which justify the
participants’ lack of trust in the government, for example the Snowden revelation about
how American government has been tracking people on the Internet, reading their

emails and keeping tags of their Internet browsing (The Guardian, 2013).

In Ghana, the recent SIM card registration and voters’ biometric data registration have
heightened the mistrust citizens have in the government. The reason for the SIM
registration was to address criminal activities being aided with the use of mobile
telephones. Kidnapping for ransom, mobile theft, SMS scam and illegal threatening
phone calls were among some of the criminal activities cited as reason for the
registration. This clearly shows the government placing national security above privacy

and personal data protection of the Ghanaian people.

IMANI Ghana, a pressure group, was at the forefront raising awareness about the
downside of the SIM card registration. It also led to protests from a few political
activists who questioned the “ethics and motivations” of the registration. This did not
deter the government and it went ahead with the registration. A top National
Communication Authority (NCA) official is reported to have said that despite the
privacy concerns a few people expressed about the SIM card registration exercise, the
fact that 85 percent of mobile phone subscribers had registered in the first few days of
the exercise showed that they had accepted the new order and that this was encouraging

(Cellular News, 2011). On the contrarily, it could be said that subscribers were more
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inclined to register because they did not want their mobile phones to be disconnected.

This is evident in Participant FG8 response as quoted in section 8.6.2.

For government to have gone ahead and enforced the SIM card registration without due
regard to privacy concerns raised by a few individuals, and the involvement of Bureau
of National Investigations (BNI) could have been a possible cause of mistrust in

government.

Corruption was also cited as one of the causes of people’s mistrust in government. It
“severely affects a country's development because it takes resources away from the
economy” (Garcia-Murillo, 2013) and influences citizens’ trust in government. As
discussed in 2.7.1, “stories of political corruption are constantly in the media” (Richey,
2010) and citizens tend to trust less when they perceive that corruption in the country is
high (Uslaner, 2004). This leads to ineffective government (Mauro, 1997, p.5) which

consequently affect e-government implementation.

The aforementioned suggest that Ghanaians have low trust in government. Instances
have been cited as evidence to support this. However, on the whole there seems to be
some trust in institutions in the country as has been shown in the Bowen’s (2010)

national survey of Ghana report (see figure 8.1 below).
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Figure 8.1: Trust in institutions in Ghana
Bowen (2010)

The contrast with this study finding could be due to the sampling population. While this
study employed purposive sampling to select participants from only urban dwellers by

using a criteria that also limited the inclusion of certain urban people, especially, non-
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Internet users, the InterMedia survey, using random sampling, selected respondents

from all over the country, rural dwellers inclusive (see figure 8.2 below).

Ghana: Trust in Institutions by Location
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The differences in trust levels between urban and rural respondents, as shown in figure
8.2, could be attributed to people trusting, believing and having faith in things that they
see, experience and have physical contact with. For example, as can be seen from the
figure 8.2, the rural respondents have more trust in Local Government, because of its
activities in the rural community than the urban. Similarly, the urban dwellers have
higher trust in major companies, banks and International development organisations due
to their predominantly presence in urban areas. This implies that e-government services
are more likely to be used by the urban dwellers who have more access to the ICT

infrastructure and hence trust it.

Ghana’s score of 15 in the Hofstede’s cultural dimensions (section 3.5) which makes it
a collectivist society confirms the Bowen’s (2010) report that the people of Ghana have

trust in government and its institutions.

Mistrust in government can possibly make individuals “more concerned about personal

privacy and to react by being unwilling to disclose personal information” (Olivero and
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Lunt, 2004) when using e-services. Ghanaians may have low trust in government yet the
data analysis findings show they would still disclose their personal details in order to
use e-government services. There are reasons for this: this study has found out in
section 8.5.1 that Ghanaians have low privacy concern and thus are more willing to

submit personal information in order to benefit from e-government services.

As mentioned in Chapters 1 and 2, disclosing one’s personal information online is a
requirement for using e-government services. This suggests that if people do not have
trust in the government then there is the tendency for them not to submit their personal
information online thereby denying themselves the use of the e-government services.
Even if they do there is also the possibility to give false information as pointed out by

participant P28:

“l will lie about my personal details if I don’t trust the government [the service

provider]” Participant P28.

One other issue that also came out of the data analysis (and which will be discussed in
much detail in the next section) was lack of privacy and data protection legislation to
safeguard the citizens’ personal information. If citizens are of the opinion that the
government is not protecting the privacy of their individual personal information, it may
cause mistrust for government. The outcome of this situation is citizens may be either
less willing to provide this information or alternatively will provide false information.
This suggests that while there is not much concern about PDP directly, there may be a

link between trust and privacy and data protection legislation.

It can be concluded here that since the government is the service provider, trust in it
encompassed trust in the e-government project as well as trust in the reliability and ease

of use of the enabling technology (the Internet).

In conclusion to the discussions of the study findings, Hofstede culture dimension
model (Hofstede et al. 2010) will further be used to explain in section 8.8 why
Ghanaians comply with Government directives and easily adopt government’s

implementation projects, even though such projects raise privacy concerns.
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As mentioned in section 8.6.2, when the Ghana government directed mobile network
operators in the country to register all SIM card subscribers, the people complied, even
though their personal information privacy was at risk. Radwanski, a former privacy

commissioner of Canada warns against such situations and states that:

"we must guard against the tendency of governments to create new databases of
privacy-invasive information on justified, exceptional grounds of enhancing
security, and then seek to use that information for a whole range of other law
enforcement or governmental purposes, simply because it's there and available."”
(The New York Times, 2003)

Concerns about privacy and data protection are often cited as an important factor that
may influence use of e-Government, however this study suggests otherwise. While
privacy and data protection maybe necessary in the implementation of e-government, it
is not a condition for some individuals to access e-government services in Ghana. To
the Ghanaian populace there are more crucial factors than privacy and data protection
which play significant role in the implementation and use of e-government. The
research models in the next section show the relationship between the categories of the
findings. As it was found out in the data analysis, if the digital divide among the
Ghanaian populace is bridged by providing adequate access and necessary skills to use
the new technology then the citizens would adopt the e-government service, irrespective

of the mistrust they may have in government.

8.6 Research models discussion

In this section the relationships between the factors that influenced the study findings
are discussed using the research models in figures 8.3, 8.6 and 8.7. Using Grounded
Theory to analyse qualitative data is “typically about seeking an explanation, and to this
end, models can be useful tool” (Braun and Clarke, 2013, p.262). The models, as
presented below, are the result of the study which seeks to investigate the role of
privacy and data protection in the implementation of e-government in Ghana.

The proposed research models have been influenced by the data analysis findings and
literature search as highlighted in Chapter 2. The categories and the concepts that

emerged in the analysis, as mentioned in the introduction of this chapter, have been
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identified as challenges to successful implementation of e-government in other research,
notably, Dwivedi et al., (2012), Jaeger and Bertot (2010) and Gil-Garcia and Pardo
(2005), and they together form the constructs of the research models.

As found in the literature search in Chapter 2, e-government can be classified as one
instance of e-commerce (Schneider, 2008, p.236). It is “the application of e-commerce
technologies to government and public services” Cheffey (2009, p.28). Both phenomena
primarily involve users (citizens and consumers) submitting their personal details online
in exchange of services which raises privacy concerns and data protection issues. Since
studies on privacy and data protection in e-government are relatively limited this study
employs the findings of prior studies on privacy and data protection in e-commerce as

well in the comparative discussion of the research models.

The models show the relationships among privacy and data protection, privacy
concerns, corruption, digital divide, trust, technology, potential benefits and culture on

the implementation of e-government.
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Figure 8.3: PDP does not influence e-government implementation in Ghana

The research model, figure 8.3, suggests that privacy and data protection does not have
effect or influence on the use of e-government services by the citizens in the context of
this study. The study finding which shows that the people have low privacy concern is

an influential factor to this suggestion. It is also a possible reason for the delay in the
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enactment of Data Protection Act. This suggestion is supported by Milberg et al. (1995,
2000) and Bellman et al. (2004).

Milberg et al. (2004) for instance posit that “as privacy concerns among the populace
increase, a natural reaction among legislators is to put in place more restrictive
structures”. Considering the study finding and also the fact that there is no empirical
evidence to the knowledge of this study to show that there have been increased concerns
among Ghanaians over their information privacy; this study suggests that the enactment
of the Data Protection Act 2012 is not as a result of the people’s concerns over their

privacy.

While privacy concerns may not become much of an issue in the e-government
implementation in Ghana, there is a still a possibility of government tracking online
activities of people as was empirically evident in the fieldwork data. This has the
potential to lead to mistrust in government. However as show in figure 8.3, many of the
participants would use the e-government services regardless of level trust of they have

for the government.

The lack of privacy awareness as empirically shown in the data analysis is a possible
reason why the people do not see privacy and data protection as crucial or influential to
their adoption of e-government services. This is evident in the comments posted by
Ghanaians to media websites when the DPA was reported as passed. For example, on
Ghanaweb (2012), a commentator writes:

“We are wasting time and precious resources passing laws when we don’t

enforce them. That is our greatest problem: our laws are never enforced.”
Another commentator adds:

“| think there are other more pressing/important things the parliament could work
on” Ghanaweb (2012).

While the former suggest lack of trust in the government and also lack of commitment
on the part of the supervisory body, such as the Data Protection Commission, to enforce
the DPA 2012, the latter devalues the role of privacy and data protection legislation.

The comments portray how both the government and the citizens attach little
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importance to privacy and data protection issues and for that matter a privacy law. The
second commentator comments are similar to Participant FG21’s (and many others)
captured in section 8.1 and may be attributed to lack of privacy awareness. It is possible
that the lack of privacy awareness is an influential factor to the citizens’ willingness to
adopt e-government services without any concerns for privacy risks and data protection

of personal information.

Literature revealed in Chapter 2 that “as government agencies move through the stages
of e-government, the level of data collection and constituent privacy concerns increase”
(Hiller and Belanger 2001). As the study already suggests, privacy and data protection
does not play crucial role in e-government implementation in Ghana. This suggestion is
in contrast with previous studies (Carter and McBride, 2010; Belanger and Hiller, 2006;
Ebrahim and Irani, 2005). For instance, Ebrahim and Irani (2005) in a study identify
security and privacy as significant barrier to the adoption of e-government in the UK.
Similarly, whereas, Carter and McBride (2010) found privacy and data protection to be
a critical factor that influences the adoption of e-government in the developed countries
such as the US, this study finds the opposite for Ghana in ways that are likely to apply
to other developing countries, especially Sub-Saharan African countries. The distinct
privacy concerns among various nationals may the reason for the contrast. The privacy
concerns among the people are known to be influenced by the national cultural
dimensions of the society (Hofstede et al., 2010).

Using Hofstede’s dimensions of national culture to compare Ghana with developed
countries, for example, UK and US, show distinct privacy concerns for online personal
information. For instance, as can be seen from figure 8.4, a score of 89 for UK in the
individualism score makes the country a very highly individualistic society and for that
matter a very highly privacy risks conscious people. Ghana on the other hand with a
score of 15 is considered a collectivistic society. As explained in Chapter 2, this depicts

Ghana as a country or society with a low value of concern for privacy.
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Comparison of Cultural Dimensions of Ghana, UK and US
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Figure 8.4: Comparison of national cultural dimensions of Ghana, UK and US
Adapted from Hofstede (2014)

A further examination of figure 8.4 shows that UK and US have almost near scores and

therefore depict both countries as highly privacy concern society.

Comparison of cultural dimensions of Ghana, Burkina Faso and
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Figure 8.5: Comparisons of cultural dimensions of Ghana, Nigeria and Burkina Faso
Adapted from Hofstede (2014)

Likewise, examining Ghana, using figure 8.5, shows a profile similar to other sub-
Saharan African countries, for example, Burkina Faso and Nigeria, two of its West
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African neighbours. It therefore suggests that the research model might be applied to

these countries.

It is interesting to note how Ghana, with a distinct conception of privacy, passes a DPA
along the line of the EU’s Data Protection Directive — a directive whose principles are

based on western conception of privacy.

The research model, figure 8.6, shows that the use of e-government services is
influenced significantly by the potential benefits. It suggests that if the citizens are of
the conviction that e-government services are beneficial to them they are more likely to

use them irrespective of the potential privacy risks concerns.
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Figure 8.6: Factors that affect or influence e-government implementation

It was also shown that e-government use is associated with the new technology (ICT).
Inadequate provision and accessibility of the technology couple with lack of technical

skilled staff to handle and maintain it creates digital divide.

As shown in the research model digital divide is related to the use of e-government
services. The study finding that digital divide influences citizens’ motivation and
confidence to use e-government supports the finding of Jaeger and Thompson (2004)
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which maintained that the gap in “Internet usage, naturally, have a significant impact on

e-government usage”.

Figure 8.6 shows a link between e-government and technology (ICT/Internet). “An
effective e-government program requires successful and seamless integration of
appropriate ICT” (Lee et al, 2005), which can be used by the citizens with ease and also

be maintained by the technical staff without a problem.

As shown in figure 8.7, lack of e-skills and knowledge creates digital divide which in
itself negatively influences individuals’ intention to use the e-government services. This

is evident in many participants’ responses with examples captured in section 8.4.
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Figure 8.7: Digital divide influences e-government implementation

The construction of Community Information Centres (CICs) by the Ministry of
Communications across the country, to bridge the digital divide between urban and rural
dwellers in the country (Awotwi and Owusu, 2009), have generally improved
information access and the wellbeing of citizens, though in small way. Despite the
progress being made, the CIC project is hampered with inadequate computers, a very

slow Internet connectivity and lack of trained staff (11CD, 2012).
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As already shown Internet (technology) has a strong link to e-government
implementation. It is an enabling tool in the e-government implementation to facilitate
citizens’ access to information and service delivery. However, if it is used by
government to surveil citizens it may create mistrust. For example, the study
participants are aware of how governments use cookies and advanced technology to
collect personal data of their citizens; and this is a privacy concern that “reduces the
level of trust” (Olivero and Lunt, 2004). However the low trust in government does not

affect Ghanaians motivation to use e-government services.

It was revealed in the analysis that low trust in e-government was possible to discourage
a few individuals from using the service altogether or influence potential users to submit
false personal information online. “When conducting transactions over the internet it is
necessary for [government departments and] agencies to collect data from citizens,
therefore collection is integral to the success of e-services’ (Carter and McBride, 2010).
This personal data must be accurate to help government offer effective and efficient
service. Therefore, measures must be taken to avoid situations where citizens will

provide false information when using the service.

Low trust in government is not limited to only corrupt practices of government officials,
but also governments using cookies and high-technology to collect online personal
information of citizens’ which raises privacy concerns. The latter puts in doubt the
trustworthiness and reliability of the enabling technology (Internet), the main point
(medium) of access to e-government services. Technology can be used efficiently if it is
trusted (Gatautis, 2008).

8.6.1 Pilot study finding
As mentioned in section 5.3, only three participants were available to take part in the
pilot study. A sample size of 3 is too small and may possibly affect the data quality.
However, it is worth discussing the pilot study finding because it suggested that privacy
and data protection is crucial to e-government implementation and was found to be

consistent with previous studies but contrary to the main study.

The analysis of the fieldwork data revealed that issues relating to corruption in

government and e-government came up many times in the participants’ responses
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without the interviewer asking any specific corruption questions during the data
collection. It is worth mentioning that all the fieldwork participants who shared views
on corruption in government are all non-government officials or workers. It confirms
the suggestions made in section 5.7 that government workers/officials were

uncomfortable answering corruption related questions.

There is an element of globalisation in the pilot study finding. Globalisation is
increasing the rate of cultural change in people as evident among the staff of Ghana
High Commission who participated in the pilot study. Their conception of privacy is
distinct from that of the fieldwork data. This reveals how western culture and its
advanced technology have influenced the -cultural values of these Ghanaian
professionals. It confirms Allwood (1990) suggestion that, the cultural environment
people live in is assumed to have a strong effect on how they conceptualise reality.
Likewise the “nationality and national culture significantly influenced internet users'
privacy concerns to the extent that...internet users from an individualistic culture were

more concerned about online privacy than their counterparts” Cho etc al. (2009).

Globalisation factor is possible to influence the cultural dimensions scores of Ghana.
The scores as shown in figure 8.4 might change to be similar to that of the western
world. The implication of this is that Ghanaians will have high privacy concern which
will in turn influence their adoption of e-government. This is an assumption based on
previous studies findings that sought to suggest privacy and data protection is
significant in e-government adoption in countries with high perception of privacy

concerns.
8.7 The influence of culture on privacy and data protection

As revealed in Chapter 3, culture affects people’s attitudes towards privacy
(Kumaraguru and Cranor, 2006). This section is therefore a further discussion of the
data analysis findings (section 8.6) in relation to the role of privacy and data protection
in e-government implementation. It discusses the influence of culture on the findings as

highlighted in the next paragraph.

Ghana being a collectivist society suggests the people are likely to have low value of
privacy concern (section 3.8.1). This is discussed further in this section in the light of
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the study finding (see section 8.5.1) that, except in few cases Ghanaians have low

privacy concerns and do not value their privacy.

There seems to be a link between low privacy concern and absence of privacy and data
protection legislation. The absence of privacy and data protection law until recently may
be attributed to the low privacy concern of the country. Most probably, due to the low
privacy concern of the society privacy and data protection legislation was an issue that
did not necessarily need priority attention of the policy makers. Milberg et al. (1995)
point out that “regulatory responses usually occur in reaction to a growing level of
discontent within the populace, which is transmitted to legislators in some form”. This
could be a possible explanation why most collectivist societies, such as countries of
Sub-Sahara Africa do not have privacy legislation (for example Nigeria) or did not have
one until recently (for example Ghana). The aforementioned also suggest that if there
was not any level of discontent (in terms of privacy concerns) among the Ghanaian
people yet the government passed the 2012 DPA law then it was for economic reasons.
The motive could well have been to satisfy the EU Directive that prohibits trans-border
flows of personal data without adequate protection. It allows EU companies to setup
customer service call centres or to outsource personal data to Ghana for processing. In
turn this could help reduce unemployment and increase foreign exchange in the country.
This fits with Makulilo’s (2013) statement that “those few African jurisdictions which
have so far adopted data protection legislation have largely done so for economic

motivations”.

Also, as suggested in section 3.8.1 Ghanaian people are more inclined to be concerned
with their personal life or private matters than their online personal privacy. As was
pointed out in sections 2.8 and 3.8.1. Ghanaians by virtue of their collectivist society
tend to understand privacy as matters that intimately concern them that they do not want
others to have anything to do with to be accorded the needed distance (Dagbanja, 2014).

This was confirmed in the data analysis. For instance, in response to the question

“what is privacy?”’ Participant P29, an unemployed graduate said:
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“What privacy means to me is, my private life is not made public. | consider the
things that I do privately as personal matter and so far as those things are not
criminal offenses | resent them being made public.” Participant P29

This and many other responses explain why Ghanaians are more concerned with their
private life than online privacy. Individuals would strive harder to protect personal,
private matters from being published in the media than protecting online personal
information. This suggests that people would have low value of their online personal
information privacy than their private life.

The above confirm the findings of other empirical studies (Bellman et al., 2004;
Milberg et al., 1995, 2000) that the level of individualism-collectivism influences the

privacy concerns of personal information submitted online.

Considering the power distance dimension, Ghana’s score of 80 means Ghanaians have
lower levels of trust and are expected to have higher levels of privacy concerns
(Hofstede et al., 2010) and less willingness to share personal information online. This is
inconsistent with this study finding where Ghanaians are more willing to share their
personal information online in order to access e-government services. However,
Ghana’s score of 15 in the masculinity dimension suggests low levels of privacy
concern. This is consistent with the study finding that people would have low value of

their online personal information privacy than their private life.

It can therefore be concluded that the four dimensions of Hofstede’s model that were
employed to examine the influence of culture on privacy and data protection in e-
government implementation in Ghana, cannot all predict the exact privacy concerns of
the Ghanaian society. In view of this, further research is suggested to investigate the

inconsistencies.

8.8 The influence of culture on e-government

Considering the discussion in the above section, Ghana as collectivist society has an
implication in the context of e-government implementation. It implies that many

Ghanaians are more likely to access e-government services without having too much
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concern about their privacy, as evident in most of the responses of the participants. For

example, as Participant FG17 said in section 8.1.2:

“l need the e-government services...[s0]...] wouldn’t mind giving out my

personal details™ Participant FG17.

Apart from the low privacy concern it was evident that online personal data protection
would not significantly influence their willingness to use e-government services.

Participant FG6 has this to say about this issue:

“I think the public is more likely to use the e-government services if they have
access to the internet and they know how to use it. While privacy legislation is
necessary, I’m not sure whether for now it [the legislation] would make any
difference to the citizens’ Participant FG6.

The phrase “any difference to the citizens” can be interpreted as the presence or absence
of privacy and data protection legislation would not significantly influence the people
use of e-government services. The public’s main concern in this field is Internet (ICT)
access and the skills to use the service, not privacy and data protection.

One of the findings of this study indicates that some individuals in spite of the potential
benefits of e-government would still want to access the traditional, manual government
services. This can be attributed to the high or strong uncertainty avoidance culture of
the Ghanaian society. From figure 3.3, Ghana scored 65 in the uncertainty avoidance
dimension, which is relatively high. High uncertainty avoidance cultures have the
tendency to view new, unfamiliar things being introduced into their community as
threatening and try to avoid them. This was evident from the response of Participant
FG22, a self-employed trader, and many others:

“I don’t know how to use it. | always get the [Internet] café staff to help me send
my emails. Honestly, | prefer the old school way of writing letters and posting
them. Even though this new email thing is fast, it frustrates me. | feel stupid
asking these young boys for help everyday’” Participant 22

This is an indication of individuals’ hesitancy toward new products and technologies

(Hofstede et al., 2010). Even though, the participant is aware of the convenience of

191

www.manaraa.com



using the Internet technology, he lacks the motivation and confidence to use it, and

therefore prefers the old traditional service.

The finding of this study, that is, some individuals would still want to use the traditional
government services regardless of the benefits of accessing e-government services, can
also be explained using the individualism versus collectivism dimension. Ghana as a
collectivist society is characterised by long-lasting, strong relationship between people.
“Face-to-face dependence relationship” (Crozier, 1964, p.222) is a significant trait in
this society and people look up to others in assisting them to get task done. In a
collectivist society, “relationship prevails over task [and]...only natural persons are
worthy of trust” (Hofstede et al., 2010) but not computers or the Internet. Also,
“consumption patterns show dependence on others”, that is, the use of government
services is done with face-to-face assistance from public officials. This is evident in the

response of Participant FG24:

“...1 would prefer going to the ministries where | can always get someone to
explain it to me. | only use the Internet to send emails to my son in America.
Even with that it’s very difficult. 1 don’t know how to use the computer so |
always write my message on paper and get someone to type it for me. The last
time I tried it myself I spent the whole day at the Internet café and they charged

me more”” Participant FG24.

These traits are more likely to hamper the successful implementation of e-government,
especially where for instance, individuals, fear of getting things wrong (Participant
FG24) and/or are comfortable with face-to-face transaction with government workers,
would still prefer to go to offices to transact business with government. This was
evident in the data analysis findings and consistent with Jaruwachirathanakul and Fink
(2005) study, which indicate that face-to-face interaction is a barrier to Internet banking
(an electronic service just like e-government) among collectivist and high uncertainty

avoidance society.
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8.9 Conclusion

This research revealed that, privacy and data protection is not crucial to the
implementation of e-government. There are other challenges such as digital divide, the
newness of technology and individuals’ inability to access it and even lack of technical

experts to handle it and also mistrust in government.

The role of privacy and data protection in e-government implementation is not as
significant as the pilot study and previous studies findings suggested. While the study
finding suggests that privacy and data protection does not play a crucial role in the e-
government implementation the pilot study finding suggested otherwise. However the
pilot study finding is consistent with previous studies findings. The inconsistency
maybe due to the national cultural dimension of the society the participants are from or
they live in. In other words, the perceived privacy concerns of the participants in
relationship to whether the society that they live in is individualistic or collectivist

influenced the outcome of the finding.

To many Ghanaians (who predominantly come from collectivist society), privacy and
data protection is not relevant and does not pose any challenge or barrier to their
adoption of e-government. However, there is still the need to protect the citizens’ online
personal information when then they are using the e-government services. This is

reinforced by Participant P12, a Member of Parliament:

"Whilst we fully recognise the fact that the public needs to adopt the new

technology, we do not want to see their personal data misused” Participant P12.

The need for enforcement of the Data Protection Act is relevant as has been revealed in
section 8.6.2. The data analysis shows ignorance of privacy rights, issues and in
particular, the privacy risks associated with e-government usage. It suggests there is
lack of understanding and awareness of privacy issues among individuals and as a result

there is little public concern over privacy and personal data protection.

Even though the government portal is limited in its functionality it has been beneficial
in its small way to a few individuals in terms of information search. This study suggests

that, Government portals should *“be seen not only as channels for providing
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government information” (Sandoval-Almazan and Gil-Garcia, 2012), but providing
functional, transactional online services such as citizens’ application for driving licence,

passport, jobs and filing of taxes by businesses.

Considering the current Internet penetration rate of 14.1%, it means should the
government portal become more functional and operational, more than half of the

citizenship will not have access to the e-government services due to digital divide.

The government should redesign its website to make it more appealing and functional.
As this study finds out in section 8.1.2, the Ghanaian public hardly visits the
Government portal. This is consistent with the results in Bowen’s (2010) survey report
which indicated only 6% of Internet users actually access information from the Ghana
government portal. As already mentioned in Chapter 1, 14.1% of the Ghanaian
population has access to Internet.

Considering the study finding that Ghanaians are more willing to adopt the e-
government implementation if adequate provision is made for ICT infrastructure, the
low rate of the public accessing the government portal is more likely to increase if the e-
government implementation should move to a stage where people can downloads
applications, file tax returns and apply for passports, driving licences and birth and
death certificates online.

Considering the low privacy concerns, lack of privacy awareness of Ghanaians and the
low patronage of the government portal as found out in this study; and also the low
literacy rate (see table 1.4) it seems to suggest that only a few individuals are aware of

the existence of the new Privacy and Data Protection Act and their rights under the law.

It is concluded that the findings of the study went against the literature from which this
study assumed that privacy and data protection is crucial to e-government
implementation; and for that matter individuals concerns over personal information

affects their use of e-government services.

This study suggests a survey should be conducted to find the awareness level of the
public of the Data Protection Act. It also suggests future research of the impact of

increased privacy awareness of e-government adoption in Ghana.
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The next chapter makes recommendations highlights recommendations for policy

makers based on the study findings discussed above.
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9 Chapter Nine: Research recommendations and
conclusions

This chapter presents discussions of the implications, contributions and limitations of

the research and makes recommendation for future research.

The findings show that privacy and data protection does not currently play a significant
role in e-government implementation in a developing country such as Ghana. Other
factors such as access to information and communication technologies (Internet
accessibility) and e-skills were found to be challenges which significantly impact on the

citizens’ use of e-government.

The study also finds that there is low privacy concern among Ghanaian citizens which is
linked to a lack of awareness of privacy issues and also to the cultural dimension of the
society. The concepts of privacy and data protection and e-government are new to many
Ghanaians.

9.1 Policy implications and recommendations

The findings of this study have several policy implications. These are discussed in this

section and appropriate recommendations suggested.

The study finds that privacy and data protection does not currently play a crucial role in
e-government implementation in Ghana and as such it is not an impediment to the
citizens’ adoption of e-government services. It rather identifies the following as more

likely to have effect on the citizens’ intention to adopt e-government services:

e lack of accessibility to enabling technology, especially, the Internet;

e lack of knowledge and skills to use the technology;

e lack of awareness of e-government service and its consequences (i.e. potential
benefits and privacy risks);

e non-functionality of government portal;

e lack of skilled technical personnel to handle and maintain the technology; and

e mistrust in government as a result of corrupt government officials/workers;
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The fact that privacy and data protection did not make it onto the list above implies it is
not considered an important issue by the citizens in the e-government implementation in
Ghana. It is not an impediment to the citizens using e-government services contrary to

previous studies have found in developed countries.

It must however be pointed out to the policy makers that PDP issues, though not
influential in citizens adoption of e-government, must still not be relegated to the
background. This is due to the fact that citizens must submit their personal data in
exchange for the online services. Government needs to have access to data in order to
provide effective and efficient services. This carries potential risks to the citizens. These
potential risks seem more real and are heightened in the light of the revelation as found
in Chapter 2 that the country is among the top ten countries in the world involved in
cyber fraud; media reports of rampant bribery and corruption cases against government
officials, not to mention that some Ghanaians are known to be involved in identity theft

Cases.

The aforementioned suggest there are high potential risks for e-government users, in
terms of online identity theft and fraud. However, in the light of the study finding that,
Ghanaians have low privacy concern, it can be concluded that they are more likely to
overlook these potential privacy risks as the empirical data suggests in section 8.1.2.

It therefore behoves on the government, as the service provider, to take the necessary
measures to safeguard individuals’ personal data. This study recommends the need to
enforce the 2012 Data Protection Act and also to create awareness among the public on
the need to secure their personal details such as installing anti-virus software on their

computers and also using secure passwords.

The Government must task the Data Protection Act oversight body, the Data Protection
Commission, with ensuring that all departments and agencies which collect online

personal data about individuals post privacy policies/statements on their website.

Also there is the need to create awareness in civil servants who are tasked with the
responsibility of e-government transactions that the privacy of every Ghanaian citizen is

important, irrespective of whether the citizens are aware of that human right or not.
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Civil servants should therefore be reminded that any attempt on their part to breach the

Data Protection Act can result in dismissal and possibly prosecution in a law court.

Public education must also be used to raise awareness among the public and to change
their perception of privacy and data protection issues. This recommendation is made in
the light of the study findings as already mentioned that there is a low privacy concern
and lack of awareness and understanding of privacy issues among citizens.
Acknowledging the literature finding that Ghana is a collectivist society, which is an
influential factor in the citizens low privacy concerns, reinforces the need to raise

privacy awareness.

Government must therefore take the necessary steps to create awareness and sensitise
the public about the Data Protection Act 2012. An abridged version (in leaflets) of the
Act in simple English and local languages must be published and circulated among the
citizens. The leaflet must highlight citizens’ rights in the light of the DPA.

The citizens must also be made aware of the presence of e-government services and the
potential benefits to be derived from their usage - not forgetting the privacy issues
involved as already mentioned. This recommendation is made in the light of the study
finding that only a few Ghanaians use the Government portal which supports Bowen’s

(2010) survey results that only 6% of Internet users access the government portal.

If a service is available online but in practice cannot be found by citizens, it is rendered
useless and will neither be used nor contribute to government improvements. The
Government Ministries of Information, Education and Communication should therefore
be tasked to come together and draw up a privacy and data protection and e-government
awareness public education programme. The aim is to launch a public education and
training programme designed to raise privacy and data protection and e-government
awareness, encourage computer literacy (e-skills) and improve access to information

and communication technologies for the digitally disadvantaged citizens.

The study suggests that the Ministry of Communication, as the sector ministry in-charge
of the e-government implementation, should coordinate all the programme activities and
also see to the provision of and access to information and communication technologies

infrastructure. The Information Ministry should see to the raising of public awareness
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aspect. The training of the digitally disadvantaged citizens in e-skills too should come

under the supervision of the Ministry of Education.

According to Bowen (2010) survey report, ninety percent of Ghanaians listened to the
radio and they use it (radio) to receive news and information on at least a weekly basis.

It is also therefore one of the best platforms to educate the public.

Zaller (1996) argues that when lawyers, academics and other related professionals
discuss an issue and media cover this discussion, people learn about the issue being
raised. It is therefore incumbent on policy makers to involve stakeholders in the public
education of the citizens. Government officials, in collaboration with other stakeholders,
for example, university lecturers can hold seminars, workshops and radio talk shows to
educate citizens on using e-government services and also about potential risks in
submitting their personal details online and how to secure these details. This is a
necessary measure to create privacy awareness among citizens, since the study findings

suggest that Ghanaians do not care about their online personal information.

Based on the study findings that the Ghanaian society has low privacy concern and that
there is lack of privacy awareness among them; it is also recommended to the
government to undertake a survey or an opinion poll to ascertain the level of awareness
of e-government services and the privacy and data protection issues involved. The
results will inform the government how well citizens are accepting e-government

services and also their level of awareness of associated privacy risks.

This information will help the government to determine how much effort they have to
put into public education to increase public awareness for successful e-government
implementation. Literature search reveals that awareness creates citizen satisfaction,
likewise trust. Every effort must therefore be made to let citizens have trust in the

government and for that matter, the e-government implementation project.

Even though the study finds that the citizens have low a level of trust in the government
for reasons already mentioned, they are more likely to use the e-government services for
their potential benefits. However, these potential benefits may be stalled by low

penetration of Internet access. As it was revealed in the previous chapter, the citizens’
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need for ICT (Internet) access in e-government implementation is stronger and more
crucial than privacy and data protection. Governments should therefore make it a
priority by providing adequate ICT infrastructure as well as bringing down the high rate

of computer illiteracy through training to bridge the digital divide.

As identified in the literature search, larger numbers of Ghanaians access the Internet
through mobile phones than computers (Bowen, 2010). In the light of this, the high
penetration of mobile phone subscriptions (see table 1.4) can be taken advantage of and
be adopted as an alternative to access government information and e-government

services.

In addition, the government must re-design its website to make it more appealing and
functional. This study’s empirical data analysis reveals that the public hardly visit the
website. As already indicated only 6% of Internet users access information from the
government portal. This low percentage is not an encouraging indicator of successful e-
government implementation. Probably, it is likely to increase if the implementation
moves to a stage where there are more online services and the citizens can transact
business with the government, for example filing tax returns, applying for passports,

driving licences and birth and death certificates.

9.2 Research contribution

This section highlights and discusses the study’s contribution to knowledge. Previous
research (Carter and McBride, 2010; Belanger and Hiller, 2006) have been undertaken
to investigate privacy in e-government, however, there is no empirical evidence to show
any of these studies were carried out in developing countries, especially sub-Saharan
African countries, which are predominantly collectivist societies.

The research findings and model are therefore major contributions to knowledge. The
research contributes to the effect of privacy and data protection issues which arise when

e-government is implemented in a developing country such as Ghana.

One key finding that has emerged is that, privacy and data protection does not at the
moment play a crucial role in e-government implementation in developing countries

such as Ghana. This is a major contribution to knowledge in the sense that the findings

200

www.manaraa.com



of previous studies have shown otherwise. The inconsistency suggests the role of
privacy and data protection in e-government implementation is different in different
cultural societies. In other words, its significance depends on whether the society is

individualistic or collectivist.

Even though this study’s recommendations are based on the findings from the analysis
of the fieldwork data from Ghana, they are applicable to developing countries,
especially sub-Saharan African countries, because of their common background (see

section 8.7).

This thesis contributes to a better understanding of privacy and data protection issues in
e-government implementation in developing countries, especially sub-Sahara African
countries. These countries have been found to have very similar cultural dimensions,
especially collectivism, (Hofstede et al., 2010) which influence their online privacy
concerns. Similarly, the UN (2012) e-government survey identified these countries as
having almost the same barriers and challenges in their e-government development, that
is “widespread lack of infrastructure and functional literacy...and [they] remain at the
tail end of the digital divide”. The study findings suggests that in the implementation of
e-government in Ghana, privacy and data protection is not currently the major challenge
or barrier but rather digital divide, that is, the lack of access to ICT infrastructure
(Internet) and lack of e-skills. This supports the UN e-government survey results on
African countries and therefore the recommendations made herein are applicable to

them.

9.3 Research limitation

As stated in Chapter 1, studies on privacy and data protection in e-government are
limited. Therefore this study employed the findings of previous studies on privacy and
data protection in e-commerce as well, in the comparative discussion of the findings and
the research model. In other words there is a limited number of previous studies on
privacy and data protection in e-government implementation for which the findings of

this study could fit in.

Furthermore, the criteria used in selecting the participants excluded some sections of the
public from being part of the study, especially citizens who do not use internet or are
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not involved in e-government implementation. The fieldwork was therefore undertaken
in urban areas in Ghana, which excluded the rural community. It is recommended that in
future research, criteria for the selection of participants is widened to include rural

dwellers and non-Internet users.

Future research to investigate the impact of privacy awareness on e-government
adoption in Ghana should be undertaken; and the sample frame should encompass all

potential e-government users.
9.4 Research implication

There are implications to be drawn from the study findings. While previous studies have
found privacy and data protection to be crucial in the implementation of e-government,
it is not an influencing factor (or motivation) for individuals to access the electronic
services in Ghana. The evidence from this research suggests that individuals are more
willing to use e-government services without paying attention to privacy and data

protection issues, particularly, concerns of privacy risks.

Similarly, Ghanaians may have a low trust in the government but will still use e-
government services. Much of the citizens’ mistrust in government is as a result of
media reports of bribing and corruption among government officials. Interestingly, this
social menace is one of the reasons more likely to influence the citizens’ willingness to
adopt e-government. The following excerpts of the empirical data are worth repeating

here to support this claim:

“I completed the [driving licence] application form online [in UK]. You don’t
have to pay bribe to anyone as has been happening here [in Ghana]’” Participant
P17.

“I don’t have to pay bribe to anybody before using it [e-government service]”
Participant FG17.

The main concern that emerged, which has the potential to affect e-government
implementation is the new technology. That is, the lack of accessibility and the inability

to use it due to e-skills deficiency may hinder citizens’ usage of the online services.

202

www.manaraa.com



The study concludes that while concerns about privacy and data protection are often
cited as an important factor that may influence use of e-Government in previous studies
it does not currently play a significant role in e-government implementation in a
developing country like Ghana. The citizens are more concerned, in particular, about
access to ICT infrastructure and e-skills (bridging the digital divide). They may not trust
the government, the service provider, but for the fact that, e-government service
eliminates or reduces the reported problem of paying bribes to corrupt officials, they

may be more than willing to adopt it.

This study suggests future research to investigate the impact of privacy awareness on e-

government adoption in a collectivist society such as Ghana.

9.4.1 Implication of research findings in the light of the Ghana DPA 2012

In this section, the implication of the research findings, specifically the low privacy
concerns of the citizens, is discussed with regard to the enactment of the new Data
Protection Act 2012.

According to Long and Quek (2002), some countries have adopted new privacy and
data protection regulations mainly to trade with the EU. Ghana can be said to be no
exception to this assertion. The study findings show that there are low privacy concerns
among people. Previous studies have also shown that “regulatory responses usually
occur in reaction to a growing level of discontent within the populace, which is
transmitted to legislators in some form” (Melberg et al., 1995). Since there is no
evidence to show or even suggest that people of Ghana might have been agitated about
their personal data, it can be concluded that the privacy concerns of the citizens did not
influence the passing of the 2012 Data Protection Act. The Act “may have little
relationship with the privacy preferences” (Bellman et al., 2004) of citizens, since the
EU DP directive upon which the Act is based was made for countries with distinct

national cultural dimensional scores. This is illustrated in section 8.7.

Even though the Ghana News Agency (2012) reports the then Minister of
Communication, Mr. Haruna Iddrisu, as saying that, the Data Protection Act was
enacted to protect Ghanaians privacy and personal data, it seems to this study that the

primary objective of the new legislation is probably to facilitate and boost trade with the
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western countries, especially the EU. As mentioned in Chapter 2, the eighth principle

the EU Data Protection Directive states that:

Personal data shall not be transferred to a country or territory outside the
European Economic Area unless that country or territory ensures an adequate
level of protection for the rights and freedoms of data subjects in relation to the

processing of personal data.

The implication of this is that, subject to ratification by the EU, it is now possible for
member states to outsource personal data to Ghana for processing. This is likely to

reduce unemployment and boost the Ghanaian economy.

Despite the conclusion drawn, regarding why the new Act was passed, this study is of
the view that the Data Protection Act is appropriate. This statement is made in the light
of reports of Ghana being among the top ten countries involve in cyber fraud. It will at
least send a signal to the international community that the country has a law to deal with
this problem, specifically, the Sakawa menace (Warner, 2011). The new Data Protection
Act is therefore timely and might allay the fears of foreign investors and visitors from

individualist Western countries.

It must be added that while the passing of the Data Protection Act may not eliminate the
widespread of reported cases of cyber fraud, it will at least be a useful opportunity to
salvage the country’s international image. It may possibly enhance or restore foreigners

and investors trust and confidence in the country to some extent.

Locally, there are positive implications to the enactment of the Data Protection Act
2012. 1t is going to change the way educational institutions collect, process and store
students’ personal data. Hitherto, students’ personal data (including examination results)
were displayed on notice boards without due regard to possible privacy violations.
Patients’ medical records and bank customers’ personal information is going to be
protected and secured in a manner which is unprecedented in the country, since the Act
requires the institutions and organisations to protect personal information of data
subjects. Any breach of the Data Protection Act is punishable in a court of law and this
may be an effective deterrent to would-be privacy violators.
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It has been established in this study that the low privacy concern among the citizens has
cultural connotations. However it must be pointed out that culture is dynamic. The
government must not lose sight of the fact “culture itself changes over time...[It]
changel[s] by coming into contact with another culture, through international trade [and]
migration” (Erez and Gati, 2004). The extent of privacy concerns among Ghanaians is
therefore likely to increase through globalisation and foreign cultural influences. This is
evident in the findings of the pilot study.

The participants in the pilot study have a strong view on privacy issues. They are all
Ghanaians and their high value of privacy concerns can be attributed to influence of
foreign culture. In other words, working and living in a highly individualist country has

influenced their perception of privacy.

While the passing of the Data Protection Act 2012 is commendable, policy makers must
go beyond the enactment to enforce it and create awareness. As already suggested in
section 8.1, public education should be mounted to sensitise the people of their privacy
rights under the Act. This is necessary in view of the research finding that Ghanaians

have low privacy concern and as such there is lack of privacy awareness among them.

9.5 Research conclusion

This research sought to investigate the privacy and data protection issues which arise
when e-government is introduced in developing countries. It specifically explored the
crucial role of privacy and data protection in the implementation of e-government in
Ghana.

Literature searching and analysis of fieldwork data revealed that, through e-government
implementation, governments are able to provide better, effective and efficient services
to their citizens. It is convenient, time saving and can minimise bribery and corruption
among government workers/officials; however, it carries potential privacy risks to the
citizens. The potential for online identity theft, cyber fraud and even possible misuse of

citizens’ personal information by government officials/workers raise privacy concerns.

Previous studies have found privacy concerns, and for that matter privacy and data

protection issues, crucial to e-government implementation. However, these studies have
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been undertaken in developed countries; without any empirical evidence to show for

developing countries, especially sub-Saharan-African countries.

To bridge the research gap and contribute to knowledge, this study sought to examine
privacy and data protection issues which arise when e-government is introduced in

developing countries such as Ghana.

Ghana was chosen for the investigation of the research phenomena, considering its
unique position as being among the top ten countries in the world involved with cyber
fraud; news media reported cases of identity theft among Ghanaians; and rampant
corruption among government officials. All these have links with privacy concerns and
trust which pose challenges to e-government implementation. It is therefore justified for

it to have been chosen as the place for the investigation.

The study employed a qualitative approach, interviews and focus groups to gain an in-
depth understanding of data protection issues in e-government implementation in
Ghana. In spite of the country’s involvement in cyber fraud, identity theft and high level
of corruption, the findings from this study show that citizens’ awareness and
understanding of privacy and data protection issues are limited and individuals have low

value privacy concerns for their online personal information.

The implication of the study finding is that privacy and data protection is not a major
issue or challenge in the country’s e-government implementation project. Many people
have little or no idea about what privacy is. This situation therefore means their
conception of privacy is different from the western concept of privacy found in
literature search. From the analysis of the empirical data, Ghanaians concept of privacy
iIs someone using their personal information to damage their reputation which might
bring shame to their family. The western culture of privacy concerns regarding how

their personal information is accessed online is therefore alien to many Ghanaians.

The analysis reveals that, privacy and data protection does not play any crucial role in
the e-government implementation in Ghana. In other words, it has no effect on citizens’
intention to use e-government services. Similarly, privacy concerns will not impede e-
government use and that the majority of the citizens are more likely to access

government online services for their potential benefits.
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While many Ghanaians find e-government convenient and cost saving (among other
potential benefits) and prefer its services to the traditional way of government service
delivery, there are a few who would still want to go to government departments and
offices to transact business face-to-face. The study finds that the reason behind this is
due to these individuals fear of using new technology; or they may need someone to
assist them if anything goes wrong; or inaccessibility to new technology (Internet). This
brings to the fore the issue of digital divide: a category which the study found to be

crucial to the e-government implementation in the country.

The study finds that digital divide, inadequate ICT infrastructure (computer and Internet
access) and lack of e-skills, is rather crucial to e-government implementation, but not
privacy and data protection. It also finds that people have low trust in government due
to rampant reported corruption cases among government officials in the media.
However, Bowen’s (2010) survey reports on Ghana, which is supported by Hofstede’s
(2014) individualism low dimensional score contradicts this finding. Ghana, with a
score of 15 is considered a collectivistic society. According to Hofstede et al. (2010), a

collectivist society has the tendency to have trust in institutions.

Trust in public institutions is positively associated with e-government implementation.
Previous studies (Carter and Bélanger, 2005; Tolbert and Mossberger, 2006, Bélanger
and Carter, 2008) findings have shown that it is significant in citizens’ intention to use

an e-government service.

It was also found that mistrust in new technology is likely to affect the willingness of
individuals to use the e-government services. However, mistrust in government as a
result of media reports of corruption and bribing among government officials does not
negatively affect citizens’ willingness to use the e-government services. They are rather

of the view that e-government will reduce bribing and corruption if not eliminate it.

Even though Internet access availability is limited (14.1% penetration), the widespread
of mobile phone subscriptions could make up for this digital divide to enable citizens

access to e-government services.
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This study finds that privacy and data protection do not currently play any significant
role in e-government implementation in Ghana as previous studies suggest. Rather
access to information and communication technologies (Internet) and e-skills barriers

are found to be significantly related to e-government usage.

Low privacy concern among the Ghanaian citizens is related to the cultural dimension
of the society and the lack of awareness of privacy issues. The study concludes by
emphasising the importance of government investing in ICT infrastructure. Public
education to raise awareness of e-government services and privacy and data protection
issues is also essential. Public education to create awareness “to increase participation
among groups that are not yet heavily involved in e-government can prevent whole
social groups from becoming disenfranchised in this new manifestation of the

democratic process” (Jaeger and Thompson, 2004).

Currently e-government implementation is at a ‘cataloguing stage,” where the
government simply makes information available to citizens on its website (Hiller and
Belanger, 2001, p.15). The study finding has shown that e-government is more likely to
be adopted by the citizens due to its potential benefits. The low value of privacy concern
among the citizens as found out in the study findings may possibly increase due to
factors such as globalisation and probably public education awareness campaign. The
Data Protection Act should therefore be enforced to neutralise any possible negative
effect that an increased privacy concern might have on the citizens’ adoption of the e-

government service.

Data Protection Act enforcement is necessary in the light of media reports (see Chapter
2) and previous studies (Warner, 2011) citing Ghana as among the top ten countries
leading in cyber crime. Even though privacy and data protection is not currently salient
in e-government implementation in Ghana, its issues, particularly potential privacy risks
to citizens, it must not be relegated to the background. The study therefore suggests
future research to investigate the impact of privacy awareness on individuals’ adoption

of e-government in a collectivist society such as Ghana.

In conclusion, this research finds that in developing countries, especially sub-Saharan

African countries, such as Ghana, with their inherent collectivist societies, privacy and
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data protection does not currently play a crucial role in the implementation of e-
government. Other factors such as digital divide (that lack of Internet access and e-
skills), culture, potential benefits of e-government services and mistrust through
perceived corruption of government officials are influential factors in individuals’
intention to access e-government services. It was noted however that, mistrust in
government is not a strong influential factor to inhibit individuals’ intention to use e-

government services, perhaps because mistrust in face-to-face is even greater.

Finally, since developing countries, especially those in sub-Sahara Africa share
common cultural dimensions and challenges in e-government implementation, the study
findings and recommendations can reasonably be expected to be applicable to these

countries as well.
9.6 Summary

It is essential to understand that the idea behind the implementation of e-government in
countries across the world is to make delivery of government services to citizens,
businesses and other government departments or agencies electronically. Currently, in
Ghana, if an individual wants to apply for a passport or driving licence he/she has to go
to the appropriate department or agency in person. In an attempt to eliminate this
manual way of transacting business with the public and also to cut down the paperwork,
the Government of Ghana has initiated an e-government implementation project.
However the implementation of e-government carries potential risks to users. The

potential for online identity theft and fraud raises privacy concerns.

There is no available evidence to show how concerned Ghanaian citizens are with their
personal data. It is therefore essential to explore the extent to which privacy and data
protection will affect the e-government implementation in Ghana in due course a
country reported to be among top ten countries in the world involved in cyber fraud;
rampant bribery and corruption cases among government officials; and known identity

theft cases.

The study employed a qualitative approach, interviews and focus groups to gain an in-
depth understanding of the role of privacy and data protection in e-government

implementation Ghana. The Straussian version of Grounded Theory was borrowed to
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analyse the fieldwork data that took place in Ghana. The emergent categories were as a
direct result of participants’ responses to the interview questions. Many of the
participants for this study showed lack of awareness and knowledge of e-government,
privacy and data protection issues. Individuals’ mistrust in government was identified as

not being a hindrance to the use of e-government though.

Many of the participants were emphatic about their mistrust of the government. This
low level of trust had arisen due to news media reports of cases of corruption against
government officials. Another issue that has heightened the mistrust is the government
directive to all mobile phone subscribers to register their SIM cards. The mistrust is due
the public perception that the “SIM card registration will give authorities the ability to
monitor people wherever they may be, examining conversations, text messages and
Internet activity” (Malakata, 2010). For this reason, the public seem not to have trusted

the government on the motive behind the mandatory SIM card registration directive.

The research questions as outlined in Chapter 2 were answered. Privacy and data
protection was found not to have any significant influence on the implementation of e-
government in Ghana at the moment. As was found in section 8.2, the citizens have
mistrust in the government and e-government services through perceived corruption of
government officials. However as shown in the research model, the mistrust does not
suggest any negative influence on individuals’ intentions to use the e-government
services. In other words, individuals are more likely to use the e-government services
in spite of their mistrust in government. Influential factors such as potential benefits,
digital divide (in terms of lack of Internet accessibility and e-skills) and national cultural
dimensions significantly influence an individual’s intentions to use the e-government

services.

The study recommends that the government provides more information on the e-
government implementation through public education; enforces the Data Protection Act
and educates the citizens on their privacy rights. The government must also endeavour
to bridge the digital divide through the provision of adequate ICT infrastructure and

necessary e-skills to use the new technology.
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Access to e-government services and for that matter the government portal should not
be limited to Internet alone. Considering its high subscription (see table 1.4), mobile
phones should be encouraged for use as a complement to the rather low internet

penetration.

The research had a limitation in the sense that the study population was limited to only
urban dwellers who are Internet users or involved with the implementation of the e-
government project. The study recommends future research to investigate the impact of
privacy awareness on e-government adoption in Ghana. It proposes that the sample
frame should be expanded to include participants from rural areas of the country and

non-Internet users as well.

While potential benefits of using e-government services may supersede any perceived
potential privacy risks, and thereby make any privacy concerns less significant, digital
divide appears to be a crucial challenge and barrier to the e-government implementation
in Ghana. The study therefore recommends to the policy makers and for that matter the
Ghana government to make accessibility of Internet to citizens a priority. Similarly,
there must be an increased public education campaign to create awareness of the

presence of the e-government services and its inherent privacy issues.
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Appendix A: Research interview invitation letter

Centre for Computing and Social
Responsibility

Faculty of Technology

De Montfort University

The Gateway

Leicester

LE1 7DE

United Kingdom

15th July 2010

The Head

Department of Computer Science
University of Ghana, Legon

Accra - Ghana

Dear Sir/Madam,

PhD Research

| am a Ghana Government sponsored PhD Computer Science research student at De Montfort
University, United Kingdom. | am conducting a research which forms a partial fulfilment of the
requirements for the Degree of Doctor of Philosophy. The aim of the research is to evaluate
privacy and data protection issues in e-government implementation in Ghana.

Specifically the aim of the research is to address the following research questions:

e What steps can be taken towards a successful implementation of e-government?
e What extent is privacy and data protection crucial to e-government?

I am writing for permission to seek access to some of your staff and students, especially the
final year students. | should be grateful if you would indicate whether or not your
staff/students would be available to take part in a short interview, which is scheduled to occur
between Monday, 1st November 2010 and Friday, 26th November 2010. To contribute to this
research you do not have to be active in the provision of privacy and data protection or e-
government.

Please accept in advance my thanks for your time and effort — | do appreciate how valuable
your time is.

Yours Sincerely,

Eric Agyei-Bekoe
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Appendix B: Sample of correspondence with
participating institutions

DEPARTMENT OF COMPUTER SCIENCE
UNIVERSITY OF GHANA

P 0. Box LG163, Legon, Accra - Ghana, Tok 500381/502257/500149 EXT, 3091 E-Mail: csup@ug.ec.gh

PR A apesr, 20100

M, Fric Agvei-tekoe

Cerine ot Computing asd Social Besponsils by
FFaculty of Technology

e Meontlort Unversity

The Gateway

Lgesier

L=Z1 7DE

Uniled Kingdom

[Deur 3ir,

Re: PhD Research

Your letter of 150 July, 2010 corcerning the above subject has been recrived,

This is n indicowe thal our stallSstudent are prepared o assis in the inlerews.
Wo oare abo threeo wecks it the First Semoester of 20007201 1 aeademie vear
and we look forward 1o rece ving you, s00n.

HIAD OF DEPARTMIENT
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Appendix C: Sample of e-mail correspondence with
participating interviewees

TE3 Print

Subject: Ra: Interview follow up - Data Protaction legislation in Ghana
From: Eric Agyei-Bekoe (sbekoeiyshoo com)

To: fhono_larbi@yshoo.com;
Date: Wedneszday, March 20, 2013 1:44 AM
Hi Fred,

This is really helpful_
I m looking forward to the document.
Many thanks.

Kind regards,

Eric

From: Fred Larbi <fkono_larbiflyahoo.com:

To: Eric Agyei-Bekoe <ebekoe@yahoo.com=>

Sent: Tuesday, March 18, 2013 6:08 PM

Subject: Re: Interdew follow up - Data Protection legislation in Ghana

HiEnc,

Thanks for your mail I am happy to mibrm you that upon o1y enquary from the Mimistry of Connmmication,
the Data Protection Bill was passed m March 2012 It 5 now Data Protection Act, Act 843. The poverning
board for the Data Protection Commession was mangmrated m November 2012 sipnifiane the enforcement of
the Act.

Please refer to the followmng bnks for more mforomtion:

hitp/www.ghana gov. gh/index php/news/features/14647- ghanas- data-protection- hw-in-the- digital-age
hitp/www modemnghana comynews/427470/1/governing- board-of-data-protection-commission- inan. html
T have parceled the document to be sent to you tomorrow.

Best regards.

Frederwk K Lariu

If you mum with wolves, you will learn how to howl, but if you associate with EAGLES, you will leam how to
SOAR TO GREAT HEIGHTS.

From: Eric Agyei-Bekoe <ebekoe(@lyahoo com>

To: Fred Larbi <fhono_larbi@yahoo com:=>

Sent: Monday, 18 March 2013, 13:03
Subject: Interiew follow up - Data Protection legislation in Ghana

Hi Fred,

| hope you are well. This is just a follow-up to our earier inteniew. In the intendew you mentioned Ghana Data
Protection Bill is before Parliament and yet to be passed into a bill. Can you please update me on the Data
Protection legislation in Ghana now? Whether the Bill has now been passed into law. Any more updates on the
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Appendix D: Research interview consent form

Date: ..... November 2010

Research Title: Empirical Investigation of the Role of Privacy and Data Protection in the
Implementation of Electronic Government in Ghana

Name of Researcher: Eric Agyei-Bekoe

Instituition: Centre for Computing and Social Responsibilty, De Montfort University, Leicester,
UK

Course : PhD Computer Science Research
Supervisors: Prof. Simon Rogerson, Dr. Ben Fairweather and Dr. Richard Howley

The research seeks to evaluate the role of privacy and data protection in the implementation
of electronic eovernment in developing countries: Ghana as a case study. The research has
been approved by the supervisors. No deception is involved, and it involves no risk to the
participants. Participation is voluntary and participants may withdraw from the research at any
stage. Should you decide to withdraw from the research, please contact the researcher: Eric
Agyei-Bekoe, Centre for Computing and Social Responsibilty, De Montfort University, The
Gateway, Leicester, LE1 9BH, UK. Email at Eric.Agyei-Bekoe@email.dmu.ac.uk or by telephone
on +44 798 539 1905/+44 116 250 6143. Upon receipt of notification to withdraw all data
relating to the organisation or individual will be destroyed.

Participation in the research is by interview and it takes 40-50 minutes. All responses are
treated as confidential, and in no case will responses from individual participants be identified.
All records relating to the research will be securely locked in a filing cabinet. The researcher,
his supervisors and examiners are the only authorised people who will have access to the
records.

In undertaking this research, the researcher abides by a strict code of conduct of The
Chartered Institute for IT, Social Research Association Ethical Guidelines and Economic and
Social Research Council Ethics Framework. These ensure that the research is carried out to the
highest ethical standard.

For further information please contact the researcher: Eric Agyei-Bekoe, Centre for Computing
and Social Responsibilty, De Montfort University, The Gateway, Leicester, LE1 9BH, UK. Email
at Eric.Agyei-Bekoe@email.dmu.ac.uk or by telephone on +44 798 539 1905/+44 116 250
6143.

Please sign below if you understand the statements and freely consent to participate in the
research.

Name of PartiCipant: ......ccccveeieciieie ettt e e e
SIBNATUIE: (it e e e e ae e e e e e e

D F ] < RN
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Appendix E: Consent form for follow-up interview

Date: .....October 2012

Research Title: Empirical Investigation of the Role of Privacy and Data Protection in the
Implementation of Electronic Government in Ghana

Name of Researcher: Eric Agyei-Bekoe

Instituition: Centre for Computing and Social Responsibilty, De Montfort University, Leicester,
UK

Course : PhD Computer Science Research
Supervisors: Dr. Ben Fairweather, Dr. Richard Howley and Dr. Catherine Flick

The research seeks to evaluate the role of privacy and data protection in the implementation
of electronic government in developing countries: Ghana as a case study. The research has
been approved by the supervisors and is a follow-up to earlier fieldwork which took place in
November 2010. No deception is involved, and it involves no risk to the participants.
Participation is voluntary and participants may withdraw from the research at any stage.
Should you decide to withdraw from the research, please contact the researcher: Eric Agyei-
Bekoe, Centre for Computing and Social Responsibilty, De Montfort University, The Gateway,
Leicester, LE1 9BH, UK. Email at Eric.Agyei-Bekoe@email.dmu.ac.uk or by telephone on +44
798 539 1905/+44 116 250 6143. Upon receipt of notification to withdraw all data relating to
the organisation or individual will be destroyed.

Participation in the research is by interview and it takes 40-50 minutes. All responses are
treated as confidential, and in no case will responses from individual participants be identified.
All records relating to the research will be securely locked in a filing cabinet. The researcher,
his supervisors and examiners are the only authorised people who will have access to the
records.

In undertaking this research, the researcher abides by a strict code of conduct of The
Chartered Institute for IT, Social Research Association Ethical Guidelines and Economic and
Social Research Council Ethics Framework. These ensure that the research is carried out to the
highest ethical standard.

For further information please contact the researcher: Eric Agyei-Bekoe, Centre for Computing
and Social Responsibilty, De Montfort University, The Gateway, Leicester, LE1 9BH, UK. Email
at Eric.Agyei-Bekoe@email.dmu.ac.uk or by telephone on +44 798 539 1905/+44 116 250
6143.

Please sign below if you understand the statements and freely consent to participate in the
research.

Name of PartiCipant: ......cccveeiiiiieie e
K] F=4 0 = A0 = PR

D | (RPN
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Appendix F: Research interview guide

| would like to thank you for agreeing to participate in this interview. As mentioned in the
consent form, this research seeks to evaluate the role of privacy and data protection in the
implementation of e-government: Ghana as a case study.

The aim of the interview is to collect data which would answer the research questions as
outlined in the invitation letter. The major points to be discussed are:

e the interviewee’s conception of e-government.
the stage of e-government implementation in Ghana.

e the main obstacles (i.e. Government commitment, organisational, technological
infrastructure, human resources/IT experts, public education etc.) that might
impede the successful implementation of e-government in Ghana.

e the interviewee’s idea of privacy and data protection.
the awareness of privacy issues in Ghana.
the interviewee’s perception of the effect of implementation of e-government on
personal data of the public.

e interviewee’s suggestions of priorities/strategies that should be in place for
successful implementation of e-government in Ghana.

e interviewee’s suggestions for future implementation of privacy law in Ghana.

Before the interview a consent form would be given to each participant to read and sign. The
form among other things specifies:

The aim of the study

The duration of the interview

Confidentiality of participants/interviewees

Interviewees right to refuse to answer any question

Interviewees right to withdraw from the interview at any stage

How the responses/data collected would be protected, secured and stored

Interviewee Profile:

Full Name (INCIUdING TIt1€)....veeuiee ettt e e ee e e ta e e e saa e e e rbae e sbaeeeas
Organisation.......cc.eeeeieiiiiiiiiiieeeee e POSItION...cooiiiiiiieeieee e
QUATTICATION. ..ttt ettt ettt e s bt sa e b e st e b e e sare e sbeesaeeeneens

0 0T 11 = 1o Lo LS T P ERTRRRRRRR

INterview Date.. ..., Time
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Appendix G: Research interview questions

The purpose of the interview is to gather primary data from the research participants. The
data collected when analysed would answer the research questions.

(The interview questions are initially explained to the participants for them to have a fair idea
of the whole interview process.)

The purpose of this research is to evaluate the steps towards the implementation of e-
government privacy and data protection in Ghana. The contribution that this research will
make is recommending to the stakeholders/policy makers as to the need to implement privacy
legislation alongside e-government. In other words the research seeks to recommend to the
Government of Ghana and other policy makers the importance of privacy legislation in the
implementation of e-government.

Would you like me to remind you of the research aims and objectives or go straight to the
questions?

If it is alright with you, | will be tape recording our conversation. The purpose of this is that |
can get all the details but at the same time be able to carry on an attentive conversation with
you. | assure you that all comments will remain confidential. If you agree to this interview and
the tape recording, please read and sign this consent form.

E-government Questions

1. 1 will like to start by having you tell me your position or status in your department. Can
you briefly tell me your responsibilities in your department? And if you don’t mind,
may | please know your educational/professional background?

2. Inyour own words what is e-government?

3. Inyour opinion do you think e-government implementation is necessary in Ghana?
Why?

4. Can you tell me who or which sector is responsible for the e-government
implementation in Ghana?

5. Are you aware of any strategic plan towards the implementation of e-government in
Ghana? If yes can you briefly explain it?

6. Are you aware of the stage of the e-government implementation process in Ghana?
What have been done so far and what is left to be done?

7. Inyour opinion what challenges has the government faced so far in the
implementation of e-government?

8. Are you aware of any obstacles that are impeding the e-government implementation?
If yes, what are they?

What steps are being taken to address these obstacles?

9. Inyour opinion what do you think needs to be done for the public to embrace the e-
government implementation?

10. The previous government was keen on e-government implementation. In your opinion
has there been any change of focus since the current government took over?
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Privacy Questions

1. Inyour own words can you briefly explain to me what is meant by privacy?

What about data protection?

3. Inyour opinion do you think the Government of Ghana should implement privacy
legislation alongside e-government? If yes why? If no why?

4. Inyour opinion do you think the e-government implementation will be successful
without any privacy and data protection legislation? Explain

5. Inyour view what would be the advantages or benefits for implementing privacy
legislation in Ghana? What about disadvantages?

6. Are you willing to lose your privacy in order to get e-government services? If yes why?
If no why?

7. s there anything else about e-government implementation in Ghana that you would
like to share with me? What about privacy and data protection?

N

Thank you very much for you time.
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Appendix H: Ethical review form

N

S8 NIONTFORT UNIVERSITY

€1 0809

ARPLICATION FORM FOR RESEARCH ACTIVITY REQUIRING HUMAN RESEARCH ETHICS

COUNRIPERATION OR APPROVAL

Ktalt Rtudent Naime - Programme (if relevant)

b e Bokee IPhD Computer Science Research

|
|
3 i T

Contact inhormation (emal addiess, interal post address elc)

f i T
l Ut 108 L oimputing and Sovial Responubilty, De Monttont University, The Gateway, Leicester, LE|
Fooe, U el Bog Agve Bohoe@email ding as uk Telephone +44 798 $19 1905/ +44 116 257 7475

!
|
5

Title of Research Project

| R s y
U bowands the bnplementation of Electronie Government and Data Protection: Ghana as a Case
1 Ntudy

]
i

Brib \iucr'ptioh"\nf év.r;vpoud. ;;-t.l;-lty and its objectives:

Irberviewa will be the mam data collection and tact finding method, The objectives are

I
i
:' & Lo mvestigate the steps wowands a successtul implementation of ¢-government
| & Fo analyse what extent w privagy and data protection crucial to e-government
f. o toomvestigate the similarities and difterences between e-government implementation in
L mdustnalined countoies and less lII\'U\[II&II\}A\L&HIIII[!’I('l with low ICT penetration (such as Ghana)
Ethical issues identitied: How these will be addressed:
A ethical saue that ihay anise 18 participants Participants will be assured of
I guneern about their rexponses. Fear that what confidentiality. Adequate measures will be
they say may 1ot go well with their superiors. taken 1o secure the data collected. Likewise
government departments, agencies and
organisations will be given advanced notice
of confidenniality before the data collection
takes place.
R

To which gthical codes of conduct have you referred?
For the Faculty of Technology, these codes upically include those published by the BCS, ACM,
L E or other applicable codes such as the vode of the Social Research Association or specific
funding ooy, such as the FSRC. Links to some of these codes are available on the Tech FHREC

Mohate

|
t
1
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Clos 9

Aow have concems regarding the safety of the researcher and'or the research subect been addressed
if applicable?

The researcher abides by a strict British Computer Society code of conduct. Social Research Association
Ethical Guidelines, and Economic and Social Research Council Ethics Framework. These ensure that the
research is carried out to the highest ethical standard.

Should the research subject withdraw the researcher will make sure that ali data relating to the organisation
or individual is destroyed.

|
|
J

Checklist for applicant:

Has the research proposal identified any of the following research procedures?

1. Gathering information from or/and about human beings through: Interviewing. Surveying,
Questionnaires, Observation of human behaviour

2. Using archived data in which individuals are identifiable

3. Researching into iliegal activities, activities at the margins of the law or activities that have a nsk of
personal injury

4. Supporting innovation that might impact on human behaviour e g. Behavioura! Studies

The following should be considered. Please tick yes as relevant:

Providing participants with full details of the objectives of the research
Providing information appropriate for those whose first language is not English
Voluntary participation with informed consent

Written description of involvement

Freedom to withdraw

Keeping appropriate records

Signed acknowledgement and understanding by participants

Relevant codes of conduct/guidelines

oooooooo

Are there other/additional factors that could/will give rise to ethical concems? E g Communication
difficulties
None I

List of accompanying documentation to support the application:

(1) A copy of the research proposal

(2) The details of arrangements for participation of human subjects (including recrutment consent

and confidentiality procedures and documentation as appropnate)

(3) A copy of all the documentation provided to the volunteer to ensure the clarty of mfomation
rovided

54) Copies of appropriate other ethical committee permissions (intemal or extemal) or SUDDOrNg

documentation . ‘

(5) If appropriate: a list of proprietary drugs or commercial drugs to be usead in the proposad

investigation including formulation, dosage and route of administration and known a3\ erse soe afaxs

(6) A statement of your competence to carry out this research as a student or @ bref one page

curriculum vitae for each applicant, including recent publications (staff onty)

(7) Other documentation as advised necessary:
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C1 %08
There are normally four possible outcomes from reviewing the activity against the procedures in place
1. no ethical 1Issues
2 minor ethical issues which have been addressed and concerns resolved

3 major ethical issues which have been addressed and concerns resclved
4 etcal issues that have not been resoived/addressed

Provisional approval could be given at the discretion of the Research Ethics Committee

Authorisanion is dependent on Facuity. Please refer to your faculty guidelines for details on how
outcomes are reached

* The reviewer advises the PMB/SAB/REC of those activities in the first three outcomes.

* Acbvibes in the fourth outcome are submitted to the Faculty REC for resolution
= The approved form must be kept with project documents. e g be included as an appendix in the

Signature of researcher / student Date
Supporting signature Date|l f“(
(first supervisor, kine manager) &’l {1')/\_— / 7 |

i
Authorising signature 5' Q‘)ZV[ Date Z T /0 o i

(Second supervisor, FHREC Chair)

O Tick here f approval 15 conditional. State conditions below: i
Note to the apphcant If you recerve condmonal approval, you may proceed with prepanng the project i
put you must NOT start data collection unless you have met the conditions and receved full aporovai

O Tick when conditions have been met
Authonsing signature Date
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Appendix I: Ethical approval

Mr. Eric Agyei-Bekoe
122 Jarrom Street
Leicester

LE2 7DE

26 April 2010

o Dear Eric Agyei-Bekoe

1 am pleased to inform you that the Faculty Research Ethics Committee held on Tuesday 2™ March
2010 considered your Application to Gain Ethical Approval for Research Degree Activities: [

TRACKING NO. 080$-058

TITLE: Towards the implementation of electronic Government and Data protection: ghana as a case
study i

OUTCOME: APPROVED 2/3/10 .
If you require any further information, please do not hesitate to contact me.

Yours sincerely,

Elaine Aspell

Faculty Research Student Coordinator
Tel: 0116 207 8627

Email: easpell@dmu.ac.uk

Cc Simon Rogerson
Graduate School Office
File
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Appendix J: Sample of transcribed data

Interviewer: In your own words what is e-government?

Participant 1 (P1): E-government is government trying to implement its services and
functions to the public electronically, in other words, digitalising government functions
to achieve a better supervision, a better coordination and a better governing process.

Interviewer: In your opinion do you think e-government implementation is necessary
in Ghana?

Participant 1(P1): Yes, it is.
Interviewer: Why?

Participant 1 (P1): E-government is long overdue and we are really lagging behind as
compared to the other western countries. Things are as they are now because we haven’t
got good e-government system in place.

Interviewer: Can you tell me who or which sector is responsible for the e-government
implementation in Ghana?

Participant 1 (P1): | know it is Ministry of Communications.

Interviewer: Are you aware of any strategic plan towards the implementation of e-
government in Ghana? If yes can you briefly explain it?

Participant 1 (P1): 1 am aware of something of that sort and they trying to introduce
ICT programmes in the basic schools, that is, the primary and junior secondary schools.

Even that | have a query because they have not tried to develop the human resource base
at the universities, that is, training the undergrads to go and teach the Teacher Trainees
so that they could also go down and teach the basic schools. We train the training
colleges’ teachers and the various organisations IT departments’ staff. So | was
expecting the government to first of all equip all the universities computer science
departments with facilities and resources for them to gain the necessary knowledge so
that they can also train the trainee teachers and they can also go down to the basic
schools, high schools to teach the young ones.

Interviewer: When you say “they” who are you referring to?
Participant 1 (P1): I mean the Ghana government.

Interviewer: Are you aware of the stage of the e-government implementation process
in Ghana? What have been done so far and what is left to be done?

Participant 1(P1): Yes. I know that the government policy document is finalised and
they have started some e-government implantation projects. They have two teams in
place working on this e-government implementation. | know there is a Ghana
government website too.
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Interviewer: In your opinion what challenges has the government faced so far in the
implementation of e-government?

Participant 1 (P1): The challenges that the government is currently facing is human
base.

Interviewer: What do you mean by “human base”?

Participant 1 (P1): I mean the IT experts. Even the government gets all the money
[funds] to acquire the computers needed for this [e-government] project they still need
the human resource, | mean, the technical people to handle and manage them. And these
human resources are the people we [university lecturers] are training with minimal
resources. So | think this is a challenge the government is going to face in carrying out
this e-government project.

You know these young people [university students] that we training with limited
resources are the same people who are going to go home and teach their mothers and
fathers how to use computers and educating them about these e-government services.
Yet these same people don’t have the resources for their academic work or expose them
to it.

Interviewer: Are you aware of any obstacles that are impeding the e-government
implementation? If yes, what are they?

Participant 1 (P1): Yes. As I just mentioned, the resources, both human and the
technological know-how.

Interviewer: What steps are being taken to address these obstacles?

Participant 1 (P1): The first thing to do address this problem is to meet all the
stakeholders especially the university lectures [academics] to develop the higher level
computer science education in the country and then enquire which area the government
can support so that we get the best effective computer science departments running in
the universities. Then after these students we train would be equipped with the
knowledge to move straight to teach IT in the secondary schools or teacher training
colleges or at best work in the work in the IT departments of both the public and the
private sector.

Interviewer: In your opinion what do you think needs to be done for the public to
embrace the e-government implementation?

Participant 1 (P1): We can do a lot of education in the media, radio, TV whatever. But
as | mentioned earlier a lot can also come from the youth teaching their parents how to
use computers, how to browse the Internet and most importantly how to access e-
government services online.

Interviewer: The previous government was keen on e-government implementation. In
your opinion has there been any change of focus since the current government took
over?

Participant 1 (P1): Well, I don’t see any difference.
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Interviewer: In your own words can you briefly explain to me what is meant by
privacy?

Participant 1 (P1): Privacy is giving your personal data to the appropriate unit and
ensuring that the data is kept securely for their use, for the purpose for which they
collected it and not to send it to any unauthorised people. So it is like protecting your
data from being misused.

In short | will say, privacy is protecting your data from being misuse.
Interviewer: What about data protection?
Participant 1 (P1): I think it’s got something to do with the law protecting privacy.

Interviewer: In your opinion do you think the Government of Ghana should
implement privacy legislation alongside e-government? If yes why? If no why?

Participant 1 (P1): Yes, privacy legislation is very important. It will ensure the unit that
collects our personal data when we use the e-government services protects and secures
it.

Interviewer: In your opinion do think the e-government implementation will be
successful without any privacy and data protection legislation?

Participant 1 (P1): No, I don’t think so. Privacy legislation will let people have
confidence in using the e-government services.

Interviewer: In your view what would be the advantages or benefits for implementing
privacy legislation in Ghana?

Participant 1 (P1): People will go online and use the services freely once they know that
they are protected.

Interviewer: What about disadvantages?

Participant 1 (P1): I can’t think of any disadvantages for now. But if there are any
disadvantages, obviously, the advantages will outweigh them.

Interviewer: Are you willing to lose your privacy in order to get e-government
services?

Participant 1 (P1): No way.
Interviewer: Why?

Participant 1 (P1): 1 won’t put my personal data online and find out later that it’s being
misused.

Interviewer: Since you are computer science lecturer can | ask you whether you teach
your students “Privacy and Data Protection” as a module.
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Participant 1 (P1): No, we don’t. But we do teach data security, network security and
aspects of data authentication, authorisation and anonymity. So we teach our computer
science students some of these things and it more about security than privacy.

Interviewer: Is there anything else about e-government implementation in Ghana that
you would like to share with me?

Participant 1 (P1): Basically if you are using e-government services, your personal data
will be collected and if you don’t know what is going to happen to it, you will get
worried - so personal data must be protected.

Even if you are sending an email you don’t know who is accessing it so there must be
some sort of privacy law to safeguard it.

Interviewer: Anything else?

Participant 1 (P1): We as academics train these students to become IT professionals and
computer science teachers but we are not briefed much about this e-government
implementation. We are not aware of what is going on or what is happening out there.

Interviewer: Thank you very much for your time.
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